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INTRODUCTION

This report covers our financial audit of the Department of Employment Security’s Non-Shared Funds
for the years ended June 30, 2010. A State compliance examination covering the two years ended June
30, 2011 will be performed next year.

SYNOPSIS
e The Department did not properly restrict the use of the Super ID access to its information systems.
e InJuly 2009 the State of Illinois began receiving repayable advances from the Federal Government for

the Illinois Unemployment Compensation Trust Fund. At June 30, 2010, this amount totaled
approximately $2,239,582,000.

{Expenditures and Activity Measures are summarized on the reverse page.}
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ILLINOIS DEPARTMENT OF EMPLOYMENT SECURITY

FINANCIAL AUDIT
For The Year Ended June 30, 2010

STATEMENT OF CHANGES IN REVENUES, EXPENSES
AND CHANGES IN NET ASSETS Unemployment

Compensation Trust Fund (in thousands) 2010 2009
Operating Revenues
UNemploymMENt taXeS........ccveieieeierie et $ 1,849,486 $ 1,600,817
Federal goOVErNMENT.........ccoiieie i 4,685,503 1,644,757
Total Operating REVENUES.........cccceveieeiere e $ 6,534,989 $ 3,245,574
Operating Expenses
Benefit Payments and Refunds............cccccvevevviiciie e $ 8,259,960 $ 5,086,053
Operating INCOME (LOSS).......cvereeriiirerieiresieieiees e $ (1,724,971) $ (1,840,479)
NONOPERATING REVENUES (EXPENSES)
Interest and INVESIMENT INCOME........covviieeeeeeee e $ 881 $ 61,180
Income (loss) before transfers..........ooovvvevevieiec i (1,724,090) (1,779,299)
Transfers In (Out) (8,863) (11,702)
DECREASE IN NET ASSETS......cocoiiiiiieieeeesee e $ (1,732,953) $ (1,791,001)
Net assets, beginning Of Year...........ccocovoieriiiie e $ 600,157 $ 2,391,158
Net assets (Deficit), end of year...........ccccoeveviviiiecicece e $ (1,132,796) $ 600,157
STATEMENT OF NET ASSETS (at June 30) Unemployment
Compensation Trust Fund (in thousands) 2010 2009
ASSETS:
Cash and cash equivValents.............cccoovevieiiiieicceceee e $ 117,124 $ 92,790
Deposits held by the federal givernment...............ccocevovviveiennnns 437,393 183,115
Receivables, Net:
TAXES. ettt ettt eneas 402,356 353,635
Intergovernmental............cooviveieve s 133,699 107,914
(@11 SRS 178,658 109,459
OBNET ASSEES. .veieiiireiee ittt e e s e e s st e e e s s e e e s sba e e e s sbareeans 34,831 12,285
TOLAL ASSEES. ...eeeeeeeeee e ettt ettt e e e e e et e e e e e e e e e $ 1,304,061 $ 859,198
LIABILITIES:
Benefit payments payable..........cccoeiiiii $ 183,442 $ 227,399
Intergovernmental payables...........cccceviveveie v 7,152 11,509
Due to Other State fUNGS......vvviieee ettt e e e 6,681 20,133
Due to federal government...........cccccovvvveieveseese s 2,239,582 -
Total Liabilities. .......ccocoeiiieiiice e $ 2,436,857 $ 259,041
Net asSets (DEFICI)........c.covvviviriereeeee e $ (1,132,796) $ 600,157
AGENCY DIRECTOR

During Audit Period and Currently: Ms. Maureen T. O'Donnell




Super ID access not properly
restricted

Managers allowed their staff
access by sharing the password

An increase of 35% compared to
the same period last year

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE CONTROLS OVER COMPUTER
SECURITY

The Department of Employment Security (Department)
did not properly restrict the use of the Super ID access to its
information systems.

The Information Services Bureau (ISB) was responsible
for the development and maintenance of the Department’s
information systems and preserving the integrity and security
of information warehoused within those systems. The
Department processed approximately $1.8 billion in employer
unemployment tax revenue contributions and $8.3 billion of
unemployment payments in fiscal year 2010.

As noted in prior years, the managers of application
development had access to the production environment. This
access was granted through the use of Super IDs, which
allowed full access to all production software and data tables
in the production environment. The Department had issued
five Super IDs. Managers allowed their staff to utilize these
accounts by sharing the password.

During the audit period we found that ISB programmers
continued to share and use Super IDs on a non-emergency
basis in the production environment to resolve transactional or
application-related problems. The usage even increased by
35% compared to approximately the same period last year. As
a compensating control, the Support Services Division
Manager compared the system log to an independent log
which documented the use and approval for each instance of
access to the production environment. We tested the
independent log and noted the supporting approval
documents.

The frequent use of the Super IDs increased the risk of
unauthorized access to systems and data which could
jeopardize the integrity of the Department’s resources.
Programming staff should generally be limited to accessing
only the information specifically required to complete their
assigned system development projects. (Finding 1, Pages 39-
40) This finding was first reported in 2008.

We recommended that the Department allocate the
resources necessary to correct day-to-day transactional and
applications-related information systems problems, without
compromising the security of those systems by over utilizing
Super ID access rights. Further, we recommended that the use
of the Super ID be restricted to emergency uses as required by
Department policy.



The Department agreed with the
auditors

Department officials accepted the recommendation and
stated that system and programming changes have been made
that have driven down the number of transactional problems
that resulted in non-emergency Super ID utilization, and they
will continue to rely on existing compensating controls while
working to minimize the related transactional problems. (For
the previous Department response, see Digest footnote #1)

AUDITORS’ OPINIONS

Our auditors stated the financial statements present fairly,
in all material respects, the financial positiop”of the Non-
shared Funds of the Department of Employmeht Security as of
June 30, 2010, and the changes in financjl position and cash
flows, where applicable, then ended.

WILLIAM G. HOLLAN2
Auditor General

WGH:TLK:pp
SPECIAL ASSISTANT AUDITORS

E.C. Ortiz & Co., LLP were our special assistant auditors.

DIGEST FOOTNOTES
#1 —Inadequate Controls Over Computer Security —Previous
Department Response

We accept the recommendation. The Department will examine the resource
implications of implementing the recommendation. Given the record
volume of unemployment claimants in the current environment, the
Department may occasionally need to use extraordinary measures in order to
ensure timely service to claimants. In these cases, the Department will
continue to leverage the compensating controls which are in place and
currently provide detailed system access logs.
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