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AGING SCHEDULE OF REPEATED
FINDINGS THIS AUDIT: 3 FINDINGS
Repeated Category | Category Category
New Repeat Total Since 1 2 3
Category 1: 0 1 1 2010 20-1
Category 2: 2 0 2
Category 3: 0 0 0
TOTAL 2 1 3
FINDINGS LAST AUDIT: 1

SYNOPSIS

« (20-1)  The Regional Office of Education #54 did not have sufficient internal controls
over the financial reporting process.

* (20-2)  The Regional Office of Education #54 had inadequate review of bank accounts.

« (20-3)  The Regional Office of Education #54 had a lack of adequate controls over the
review of internal controls over external service providers.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws
and regulations (material noncompliance).

Category 2: Findings that are significant deficiencies in internal control and/or noncompliance with State laws and
regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with federal and/or State laws and
regulations.

Office of the Auditor General, lles Park Plaza, 740 E. Ash St., Springfield, IL 62703 « Tel: 217-782-6046 or TTY 888-261-2887
This Report Digest and a Full Report are also available on the internet at www.auditor.illinois.gov



REGIONAL OFFICE OF EDUCATION # 54

VERMILION COUNTY

FINANCIAL AUDIT
For The Year Ended June 30, 2020

FY 2020 FY 2019
TOTAL REVENUES $1,532,265 $1,042,942
Local Sources $143,463 $165,045
% of Total Revenues 9.36% 15.82%
State Sources $1,044,635 $649,531
% of Total Revenues 68.18% 62.28%
Federal Sources $344,167 $228,366
% of Total Revenues 22.46% 21.90%
TOTAL EXPENDITURES $1,185,286 $1,001,080
Salaries and Benefits $365,992 $357,636
% of Total Expenditures 30.88% 35.73%
Purchased Services $65,829 $79,661
% of Total Expenditures 5.55% 7.96%
All Other Expenditures $753,465 $563,783
% of Total Expenditures 63.57% 56.32%
TOTAL NET POSITION \ $673,928 | $326,949
INVESTMENT IN CAPITAL ASSETS | $7,906 | $8,002

Percentages may not add due to rounding.

REGIONAL SUPERINTENDENT

During Audit Period: Honorable Cheryl Reifsteck
Currently: Honorable Aaron Hird




The Regional Office of Education
#54 did not have sufficient internal
controls over the financial reporting
process.

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

CONTROLS OVER FINANCIAL STATEMENT
PREPARATION

The Regional Office of Education No. 54 (ROE) did not have
sufficient internal controls over the financial reporting
process. The ROE maintained its accounting records on the
cash basis of accounting during the fiscal year and posted
year-end accrual entries for financial statement purposes.
While the ROE maintained controls over the processing of
most accounting transactions, there were not sufficient
controls over the preparation of the generally accepted
accounting principles (GAAP) based financial statements for
management or employees in the normal course of performing
their assigned functions to prevent or detect financial
statement misstatements and disclosure omissions in a timely
manner.

The Regional Office is required to maintain a system of
controls over the preparation of financial statements in
accordance with GAAP. The ROE’s internal controls over
GAAP financial reporting should include adequately trained
personnel with the knowledge, skills, and experience to
prepare GAAP based financial statements and include all
disclosures as required by the Governmental Accounting
Standards Board (GASB).

During review of the ROE’s financial information prepared by
the ROE, auditors noted the ROE’s financial information
required a material adjusting entry in order to present its
financial statements in accordance with GAAP.

Regional Office management indicated that a miscoded item
in a non-routine transaction caused the material error. (Finding
20-001, pages 10 — 11) This finding was first reported in
2010.

The auditors recommended that as part of internal control over
the preparation of financial statements, the ROE should
implement comprehensive preparation procedures to ensure
that the financial statements are complete and accurate. These
procedures should be performed by a properly trained
individual(s) possessing a thorough understanding of
applicable GAAP, GASB pronouncements, and knowledge of
the ROE’s activities and operations.



The Regional Office of Education
#54 had inadequate review of bank
accounts.

The Regional Office of Education
#54 had a lack of adequate controls
over the review of internal controls
over external service providers.

ROE Response: The Regional Office of Education No. 54
acknowledges the one error in coding a non-routine
transaction which caused the material finding. A bookkeeping
error was made and the ROE has been informed of the
incorrect coding and recognizes how to prevent it from
happening again.

INADEQUATE REVIEW OF BANK ACCOUNTS

The Regional Office of Education #54’s (ROE) bank
reconciliations were not being reviewed or did not show
documentation of review to ensure the reconciliation is taking
place and that the reconciliation is complete.

The Regional Office is responsible for establishing and
maintaining a system of internal controls over cash to prevent
errors and fraud. This includes timely preparation and review
of bank reconciliations. Each month’s bank statements should
be reconciled to the related general ledger account balance and
reviewed by the appropriate level of management.

Regional Office management indicated they had insufficient
internal controls over the bank reconciliation process. (Finding
20-002, page 12)

The auditors recommended that as part of its internal controls
over bank reconciliations, the ROE’s management should
review bank reconciliations and document their review each
month after the reconciliation has been completed.

ROE Response: The ROE acknowledges that bank
reconciliations were not being reviewed to ensure
reconciliation was taking place and complete. Although the
statements were reviewed by multiple staff members, they were
not reviewed after reconciliation had been completed.

LACK OF ADEQUATE CONTROLS OVER THE
REVIEW OF INTERNAL CONTROLS OVER
EXTERNAL SERVICE PROVIDERS

As part of the audit process, auditors requested the Regional
Office of Education #54 (ROE) provide a population of the
service providers utilized. The ROE was able to identify
service providers that provided various hosting and backup
services for the ROE.

The ROE is responsible for the design, implementation, and
maintenance of internal controls, including the controls that
are outsourced to service providers, related to information
systems and operations to ensure resources and data are
adequately protected from unauthorized or accidental
disclosure, modifications, or destruction.



Generally accepted information technology guidance endorses
the review and assessment of internal controls related to
information systems and operations to assure the accurate
processing and security of information.

During testing, the auditors noted the ROE had not:

e Developed a formal process for identifying service
providers and obtaining the Service Organization
Controls (SOC) reports from the service providers on
an annual basis.

e Documented its review of each of the SOC reports.

e Monitored and documented the operation of the
Complementary User Entity Controls (CUECS)
relevant to the ROE’s operations.

e Obtained and reviewed SOC reports for subservice
organizations or performed alternative procedures to
determine the impact on its internal control
environment.

Regional Office officials indicated they understand the
importance of a formal process to monitor service providers;
however, they have not completed a policy to address the
issues due to other priorities. (Finding 20-003, pages 13 — 14)

The auditors recommended the ROE identify all third-party
service providers and determine and document if a review of
controls is required. If required, the ROE should:

e Obtain SOC reports or perform independent reviews
of internal controls associated with outsourced
systems at least annually.

e Monitor and document the operation of the CUECs
relevant to the ROE’s operations.

e Either obtain and review SOC reports for subservice
organizations or perform alternative procedures to
satisfy itself that the existence of the subservice
organization would not impact the ROE’s internal
control environment.

e Document its review of the SOC reports and review
all significant issues with subservice organizations to
ascertain if a corrective action plan exists and when it
will be implemented, any impacts to the ROE, and any
compensating controls.

e Review contracts with service providers to ensure
applicable requirements over the independent review
of internal controls are included.

ROE Response: The ROE acknowledges the need to have
System and Organizational Controls processes and policy in
place to monitor service providers. Third party service
providers with access to the confidential data of the ROE must
have their internal controls reviewed prior to entering into a
purchasing contract. An SOC audit is the preferred
documentation of appropriate internal controls. In the event
an SOC audit is not available from a third-party service
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provider, optional documentation covering the depth and
breadth of an SOC audit may be considered. Contracts with
third party service providers will be at the discretion of the
Regional Superintendent.

AUDITORS’ OPINION

Our auditors state the Regional Office of Education #54°s
financial statements as of June 30, 2020 are fairly presented in
all material respects.

This financial audit was conducted by the firm of West &
Company, LLC.

SIGNED ORIGINAL ON FILE

JOE BUTCHER
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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