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STATE OF ILLINOIS
DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES
FINANCIAL AUDIT
For the Year Ended June 30, 2019

FINANCIAL STATEMENT REPORT

SUMMARY

The audit of the accompanying financial statements of the State of Illinois, Department of Healthcare and
Family Services (Department) was performed by Sikich LLP.

Based on their audit, the auditors expressed an unmodified opinion on the Department’s basic financial
statements.

SUMMARY OF FINDINGS

The auditors identified eleven matters involving the Department’s internal control over financial
reporting that they considered to be material weaknesses and significant deficiencies. Further, the
auditors identified eight noncompliance matters.

Last

Item No. = Page Reported Description Finding Type
CURRENT FINDINGS

2019-001 52 2018 Inadequate controls over eligibility Material Weakness
determinations, redeterminations and and Noncompliance
mid-point reporting requirements

2019-002 56 2018 Lack of security controls over the Integrated Material Weakness
Eligibility System (IES) and Noncompliance

2019-003 59 2018 Untimely processing of applications for Material Weakness
benefits and redeterminations and Noncompliance
of eligibility for benefits

2019-004 62 2018 Insufficient internal controls over changes to =~ Material Weakness
the Integrated Eligibility System (IES)  and Noncompliance
and recipient data

2019-005 65 New Inadequate disaster recovery controls over Significant Deficiency
the Integrated Eligibility System (IES)

2019-006 67  New Lack of detailed agreement with the Material Weakness
Department of Innovation and and Noncompliance
Technology (Dol T)

2019-007 69 2018 Financial statement preparation weaknesses Material Weakness

2019-008 71 2018 Incorrect claim payments Significant Deficiency



Last

Item No.  Page Reported Description Finding Type
2019-009 73 2018 Insufficient review and documentation of Material Weakness
provider enrollment determinations and Noncompliance
and failure to execute interagency
agreements
2019-010 77 2018 Inadequate general information technology Material Weakness
controls over IMPACT and Noncompliance
2019-011 80 2018 Failure to review external service providers’ Material Weakness
internal controls and Noncompliance

PRIOR FINDINGS NOT REPEATED

A 82 2018 Failure to perform essential project management
functions over the Integrated Eligibility
System

B 82 2018 Deletion of four months intake eligibility files

and significant problems determining
eligibility for Human Services programs

C 82 2018 Inadequate controls over fiscally monitoring
Managed Care Organizations

D 82 2018 Duplicate payments to Medicaid Managed
Care Organizations

E 83 2018 Inaccurate rates used to pay Managed Care
Organizations

F 83 2018 Inadequate and untimely disclosures

G 83 2018 Statewide failure to execute interagency agreements

and perform essential project management
functions over provider enrollment in the
Medicaid program

EXIT CONFERENCE

The Department waived an exit conference in correspondence from Theresa Eagleson, Director, on April
2,2020. The responses to the recommendations were provided by Theresa Eagleson, Director, on April 2,
2020.

The Department of Human Services’ responses to Findings 2019-001, 2019-002, 2019-003, 2019-004,
2019-005, 2019-006, 2019-009, and 2019-010 were provided by Amy DeWeese, Chief Internal Auditor, in
correspondence dated April 9, 2020.



CERTIFIED PUBLIC ACCOUNTANTS & ADVISORS
I KI H ® Members of American Institute of Certified Public Accountants
132 South Water Street., Suite 300
Decatur, IL 62723

217.423.6000

SIKICH.COM

INDEPENDENT AUDITOR’S REPORT

Honorable Frank J. Mautino
Auditor General
State of Illinois

Report on the Financial Statements

As Special Assistant Auditors for the Auditor General, we have audited the accompanying financial statements
of the governmental activities, the major fund, and the aggregate remaining fund information of the State of
Illinois, Department of Healthcare and Family Services (Department), as of and for the year ended June 30,
2019, and the related notes to the financial statements, which collectively comprise the Department’s basic
financial statements as listed in the table of contents.

Management’s Responsibility for the Financial Statements

Management is responsible for the preparation and fair presentation of these financial statements in accordance
with accounting principles generally accepted in the United States of America; this includes the design,
implementation, and maintenance of internal control relevant to the preparation and fair presentation of
financial statements that are free from material misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express opinions on these financial statements based on our audit. We conducted our
audit in accordance with auditing standards generally accepted in the United States of America and the
standards applicable to financial audits contained in Government Auditing Standards, issued by the Comptroller
General of the United States. Those standards require that we plan and perform the audit to obtain reasonable
assurance about whether the financial statements are free from material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
financial statements. The procedures selected depend on the auditor’s judgment, including the assessment of
the risks of material misstatement of the financial statements, whether due to fraud or error. In making those
risk assessments, the auditor considers internal control relevant to the entity’s preparation and fair
presentation of the financial statements in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on the effectiveness of the entity’s internal
control. Accordingly, we express no such opinion. An audit also includes evaluating the appropriateness
of accounting policies used and the reasonableness of significant accounting estimates made by
management, as well as evaluating the overall presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our
audit opinions.

ACCOUNTING TECHNOLOCGY ADVISORY -5-



Opinions

In our opinion, the financial statements referred to above present fairly, in all material respects, the respective
financial position of the governmental activities, the major fund, and the aggregate remaining fund information
for the Department, as of June 30, 2019, and the respective changes in financial position thereof for the year
then ended in accordance with accounting principles generally accepted in the United States of America.

Emphasis of Matters

As discussed in Note 2 to the financial statements, the financial statements of the Department are intended to
present the financial position and the changes in financial position of only that portion of the governmental
activities, the major fund, and the aggregate remaining fund information of the State of Illinois that is
attributable to the transactions of the Department. These financial statements do not purport to, and do not,
present fairly the financial position of the State of Illinois as of June 30, 2019, and the respective changes in its
financial position for the year then ended in conformity with accounting principles generally accepted in the
United States of America.

As discussed in Note 12 to the financial statements, the Department has experienced significant issues and
noncompliance in its administration of human services programs, including a significant backlog in the
processing of new applications for benefits and annual redeterminations of benefits.

As discussed in Note 14 to the financial statements, the Department’s financial statements have been restated,
as of July 1, 2018, to correct prior year misstatements.

As discussed in Note 2 to the financial statements and above, the Department is not legally separate from
the State of Illinois, and it relies heavily on the State’s ability to appropriate resources for the continuation
of the Department’s health and social services programs. For the year ended June 30, 2019, approximately
28% of the Department’s expenditures were funded with appropriations from the State of Illinois rather
than from grants, fees and other revenues of the Department.

Our opinions are not modified with respect to these matters.
Other Matters
Required Supplementary Information

Management has omitted management’s discussion and analysis and budgetary comparison information for
any of its funds and related pension and other postemployment benefit information for its Department-wide
financial statements that accounting principles generally accepted in the United States of America require to be
presented to supplement the basic financial statements. Such missing information, although not a part of the
basic financial statements, is required by the Governmental Accounting Standards Board who considers it to
be an essential part of financial reporting for placing the basic financial statements in an appropriate operational,
economic, or historical context. Our opinion on the basic financial statements is not affected by this missing
information.

Other Information

Our audit was conducted for the purpose of forming opinions on the financial statements that collectively
comprise the Department’s basic financial statements. The combining General Fund schedules and nonmajor
governmental and agency funds financial statements are presented for purposes of additional analysis and are
not a required part of the basic financial statements. Such information is the responsibility of management and
was derived from and relates directly to the underlying accounting and other records used to prepare the basic
financial statements. Such information has been subjected to the auditing procedures applied in the audit of
the basic financial statements and certain additional procedures, including comparing and reconciling such
information directly to the underlying accounting and other records used to prepare the basic financial
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statements or to the basic financial statements themselves, and other additional procedures in accordance with
auditing standards generally accepted in the United States of America. In our opinion, the information is fairly
stated, in all material respects, in relation to the basic financial statements as a whole.

Other Reporting Required by Government Auditing Standards

In accordance with Government Auditing Standards, we have also issued our report dated April 9, 2020, on our
consideration of the Department’s internal control over financial reporting and on our tests of its compliance
with certain provisions of laws, regulations, contracts, and grant agreements and other matters. The purpose of
that report is solely to describe the scope of our testing of internal control over financial reporting and
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the Department's
internal control over financial reporting or on compliance. That report is an integral part of an audit performed
in accordance with Government Auditing Standards in considering the Department’s internal control over
financial reporting and compliance.

Restricted Use of this Auditor’s Report
This report is intended solely for the information and use of the Auditor General, the General Assembly, the

Legislative Audit Commission, the Governor, the Comptroller, and the Department's management and is not
intended to be and should not be used by anyone other than these specified parties.

SIGNED ORIGINAL ON FILE

Decatur, Illinois
April 9, 2020



State of Illinois
Department of Healthcare and Family Services

Statement of Net Position and Governmental Funds Balance Sheet
June 30, 2019 (Expressed in Thousands)

Total
Other Governmental Statement of Net
General Fund Nonmajor Funds Funds Adjustments Position
ASSETS
Unexpended appropriations $ 1,023,111 $ 68,453 $ 1,091,564 $ - $ 1,091,564
Cash equity with State Treasurer 774,356 21,123 795,479 - 795,479
Cash and cash equivalents 3,091 - 3,091 - 3,091
Securities lending collateral equity with State Treasurer 154,037 1,412 155,449 - 155,449
Due from other government - federal 1,736,382 51,447 1,787,829 - 1,787,829
Due from other government - local 60,948 - 60,948 - 60,948
Taxes receivable, net 42,529 - 42,529 - 42,529
Other receivables, net 517,591 8,508 526,099 - 526,099
Due from other Department funds - 21,000 21,000 (21,000) -
Due from other State funds 181,726 - 181,726 - 181,726
Due from State of Illinois component units 44,196 7 44,203 - 44,203
Prepaid expenses - - - 367 367
Capital assets not being depreciated - - - 15,076 15,076
Capital assets being depreciated, net - - - 2,269 2,269
Total assets 4,537,967 171,950 4,709,917 (3.288) 4,706,629
DEFERRED OUTFLOWS OF RESOURCES
Deferred outflows of resources - SERS pensions - - - 134,786 134,786
Deferred outflows of resources - OPEB - - - 114,080 114,080
Total deferred outflows of resources - - - 248,866 248,866
Total assets and deferred outflows of resources $ 4,537,967 $ 171,950 $ 4,709,917 245,578 4,955,495
LIABILITIES
Accounts payable and accrued liabilities $ 2,663,222 $ 79,208 $ 2,742,430 - 2,742,430
Due to other government - federal 392,301 9,587 401,888 - 401,888
Due to other government - local 244,648 7,941 252,589 - 252,589
Due to other Department funds 21,000 - 21,000 (21,000) -
Due to other State funds 22,629 6,005 28,634 - 28,634
Due to other State fiduciary funds 1,141 2,636 3,777 - 3,777
Due to State of Illinois component units 163,086 346 163,432 - 163,432
Obligations under securities lending of State Treasurer 154,037 1,412 155,449 - 155,449
Long-term obligations:
Due within one year - - - 8,448 8,448
Due subsequent to one year - - - 129,031 129,031
Net pension liability - SERS - - - 1,047,761 1,047,761
Net OPEB liability - - - 763,885 763,885
Total liabilities 3,662,064 107,135 3,769,199 1,928,125 5,697,324
DEFERRED INFLOWS OF RESOURCES
Unavailable revenue - Federal operating grants 982,589 11,467 994,056 (994,056) -
Unavailable revenue - License and fees 7,495 277 7,772 (7,772) -
Unavailable revenue - Medical provider assessment tax 25,787 - 25,787 (25,787) -
Unavailable revenue - Other operating grants 95,081 - 95,081 (95,081) -
Unavailable revenue - Other charges for services 6,195 - 6,195 (6,195) -
Deferred inflows of resources - SERS pensions - - - 142,604 142,604
Deferred inflows of resources - OPEB - - - 190,014 190,014
Total deferred inflows of resources 1,117,147 11,744 1,128,891 (796,273) 332,618
Total liabilities and deferred inflows of resources 4,779,211 118,879 4,898,090 1,131,852 6,029,942
FUND BALANCES (DEFICITS)/NET POSITION
Fund balances (deficits):
Committed for health and social services 1,307,576 53,071 1,360,647 (1,360,647) -
Unassigned (1,548,820) - (1,548,820) 1,548,820 -
Net investment in capital assets - - - 17,134 17,134
Unrestricted net position - - - (1,091,581) (1,091,581)
Total fund balances (deficits)/net position (241,244) 53,071 (188,173) $ (886,274)  $ (1,074,447)
Total liabilities, deferred inflows of resources, and fund balances (deficits) $ 4,537,967 $ 171,950 $ 4,709,917

The accompanying notes to the financial statements are an integral part of this statement.



State of Illinois
Department of Healthcare and Family Services
Reconciliation of Governmental Funds Balance Sheet
to Statement of Net Position
June 30, 2019
(Expressed in Thousands)

Total fund balances (deficits) - governmental funds $ (188,173)

Amounts reported for governmental activities in the
Statement of Net Position are different because:

Capital assets used in governmental activities are not financial
resources and therefore are not reported in the funds. 17,345

Prepaid expenses for governmental activities are current uses
of financial resources for funds. 367

Revenues in the Statement of Activities that do not provide
current financial resources are deferred in the funds. 1,128,891

Deferred outflows of resources related to pension liability are not reported
in the governmental funds since they do not provide current financial resources. 134,786

Deferred inflows of resources related to pension liability are not reported
in the governmental funds since they do not use current financial resources. (142,604)

Deferred outflows of resources related to OPEB liability are not reported
in the governmental funds since they do not provide current financial resources. 114,080

Deferred inflows of resources related to OPEB liability are not reported
in the governmental funds since they do not use current financial resources. (190,014)

Some liabilities reported in the Statement of Net Position do not
require the use of current financial resources and, therefore, are
not reported as liabilities in governmental funds. These
activities consist of:

Capital lease obligations (211)
Compensated absences (8,791)
Federal Disallowances Liability (121,054)
Net pension liability - SERS (1,047,761)
Total OPEB liability (771,308)
Net position of governmental activities $ (1,074,447)

The accompanying notes to the financial statements are an integral part of this statement.
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State of Illinois
Department of Healthcare and Family Services
Reconciliation of Statement of Revenues, Expenditures, and Changes in
Fund Balances of Governmental Funds to Statement of Activities
For the Year Ended June 30, 2019
(Expressed in Thousands)

Net change in fund balances - governmental funds $ 3,272,056

Amounts reported for governmental activities in the Statement of
Activities are different because:

Governmental funds report capital outlays as expenditures while governmental activities report
depreciation expense to allocate those expenditures over the life of the assets. This is the
amount by which capital outlays exceeded depreciation and losses on disposals in the current period.

13,435
Transfers of capital assets to other State agencies are not recorded in governmental funds. This
amount represents the net transfers of capital assets at no cost to other State funds in the Statement
of Activities. (8,185)
Prepaid expenses in the Statement of Activities are not reported as expenses
in governmental funds. This amount represents the increase in prepaid expenses over the prior year. 22
Revenues in the Statement of Activities that do not provide current financial resources are not
reported as revenues in the funds. This amount represents the increase in unavailable revenue
over the prior year. 206,039
Deferred outflows of resources related to pension liability in the Statement of Activities that do
not provide current financial resources are not reported in the governmental funds. This
amount represents the decrease in deferred outflows over the prior year. (32,099)
Deferred inflows of resources related to pension liability in the Statement of Activities that do not
use current financial resources are not reported in the governmental funds. This amount
represents the increase in deferred inflows over the prior year. (29,319)
Deferred outflows of resources related to OPEB liability in the Statement of Activities that do
not provide current financial resources are not reported in the governmental funds. This
amount represents the increase in deferred outflows over the prior year. 77,261
Deferred inflows of resources related to OPEB liability in the Statement of Activities that do not
use current financial resources are not reported in the governmental funds. This amount
represents the increase in deferred inflows over the prior year. (67,794)
Repayment of long-term debt is reported as an expenditure in governmental funds, but the
repayment reduces long-term liabilities in the Statement of Net Position. 86
Capital lease repayments and related adjustments are reported as an expenditure in governmental
funds, but the repayment reduces long-term liabilities in the Statement of Net Position. (210)
Some expenses reported in the Statement of Activities do not require the use of current financial
resources and therefore are not reported as expenditures in governmental funds. These include:
Decrease in compensated absences obligation 1,461
Decrease in Disproportionate Share Hospital (DSH) payments liability 124,206
Increase in Federal disallowances liability (121,054)
Decrease in net pension liability - SERS 80,463
Decrease in total OPEB liability 9,437
Change in net position of governmental activities $ 3,525,805

The accompanying notes to the financial statements are an integral part of this statement.
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State of Illinois
Department of Healthcare and Family Services

Statement of Fiduciary Net Position
June 30, 2019 (Expressed in Thousands)

Agency Funds

ASSETS

Cash equity with State Treasurer $ 13,344

Cash and cash equivalents 6,762

Other receivables, net 195,525
Total assets $ 215,631
LIABILITIES

Accounts payable and accrued liabilities $ 20,947

Other liabilities 194,684
Total liabilities $ 215,631

The accompanying notes to the financial statements are an integral part of this statement.
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STATE OF ILLINOIS
DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES

Notes to the Financial Statements

June 30, 2019

Organization

The Department of Healthcare and Family Services (Department) is a part of the executive branch of government
of the State of Illinois (State) and operates under the authority of and review by the Illinois General Assembly.
The Department generally operates under a budget approved by the General Assembly in which resources primarily
from the State’s General Revenue Fund are appropriated for the use of the Department. Activities of the
Department are subject to the authority of the Office of the Governor, the State’s chief executive officer, and other
departments of the executive and legislative branches of government (such as the Department of Central
Management Services, the Governor’s Office of Management and Budget, the State Treasurer’s Office, and the
State Comptroller’s Office) as defined by the Illinois General Assembly. All funds appropriated to the Department
and all other cash received are under the custody and control of the State Treasurer, with the exception of the Child
Support Enforcement Trust Fund — SDU.

The Department is organized to provide for the improvement of the lives of Illinois’ families through healthcare
coverage and child support enforcement.

Summary of Significant Accounting Policies

The financial statements of the Department have been prepared in accordance with accounting principles generally
accepted in the United States of America (GAAP), as prescribed by the Governmental Accounting Standards Board
(GASB). To facilitate the understanding of data included in the financial statements, summarized below are the
more significant accounting policies.

(a) Financial Reporting Entity

As defined by GAAP, the financial reporting entity consists of a primary government, as well as its component
units, which are legally separate organizations for which the elected officials of the primary government are
financially accountable. Financial accountability is defined as:

1) Appointment of a voting majority of the component unit’s board and either (a) the primary
government’s ability to impose its will, or (b) the possibility that the component unit will provide a
financial benefit to or impose a financial burden on the primary government; or

2) Fiscal dependence on the primary government and the possibility that the component unit will provide
a financial benefit to or impose a financial burden on the primary government.

Based upon the required criteria, the Department has no component units and is not a component unit of any
other entity. However, because the Department is not legally separate from the State of Illinois, the financial
statements of the Department are included in the financial statements of the State of Illinois. The State of
[llinois” Comprehensive Annual Financial Report may be obtained by writing to the State Comptroller’s
Office, Division of Financial Reporting, 325 West Adams Street, Springfield, Illinois, 62704-1871.

(b) Basis of Presentation

The financial statements of the State of Illinois, Department of Healthcare and Family Services, are intended
to present the financial position and the changes in financial position of only that portion of the governmental
activities, major fund, and the aggregate remaining fund information of the State of Illinois that is attributable
to the transactions of the Department. They do not purport to, and do not, present fairly the financial position
of the State of Illinois as of June 30, 2019, and the changes in financial position for the year then ended in
conformity with accounting principles generally accepted in the United States of America.
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The financial activities of the Department, which consist only of governmental activities, are reported under
the health and social services function in the State of Illinois’ Comprehensive Annual Financial Report. For
reporting purposes, the Department has combined the fund and government-wide financial statements using a
columnar format that reconciles individual line items of the fund financial data to government-wide data in a
separate column. A brief description of the Department’s government-wide and fund financial statements is
as follows:

Government-wide Statements. The government-wide statement of net position and statement of activities
report the overall financial activity of the Department, excluding fiduciary activities. Eliminations have been
made to minimize the double-counting of internal activities of the Department. The financial activities of the
Department consist of governmental activities, which are generally financed through taxes and
intergovernmental revenues.

The statement of net position presents the assets, deferred outflows of resources, liabilities, and deferred
inflows of resources of the Department’s governmental activities with the difference being reported as net
position. The assets and liabilities are presented in order of their relative liquidity by class of asset or liability
with liabilities whose average maturities are greater than one year reported in two components — the amount
due within one year and the amount due in more than one year.

The statement of activities presents a comparison between direct expenses and program revenues for the
functions of the Department’s governmental activities. Direct expenses are those that are clearly identifiable
with a specific function. Program revenues include (a) charges paid by the recipients of goods or services
offered by the programs and (b) grants and contributions that are restricted to meeting the operational or capital
requirements of a particular program. Revenues that are not classified as program revenues, including all
taxes, are presented as general revenues.

Fund Financial Statements. The fund financial statements provide information about the Department’s
funds, including fiduciary funds. Separate statements for each fund category — governmental and fiduciary —
are presented. The emphasis on fund financial statements is the major governmental fund, which is displayed
in a separate column. All remaining governmental funds are aggregated and reported as nonmajor funds.

The Department administers the following major governmental fund (or portions thereof in the case of shared
funds — see note 2 (d)):

General — This is the State’s primary operating fund. It accounts for all financial resources of the general
government, except those accounted for in another fund. The services which are administered by the
Department and accounted for in the General Fund include, among others, promoting access to quality
healthcare and child support. Certain resources obtained from federal grants and used to support general
governmental activities are accounted for in the General Fund consistent with applicable legal
requirements. The Department’s portion of the General Fund is composed of eight primary sub-accounts
(General Revenue, U of I Hospital Services, County Provider Trust, Long-Term Care Provider, Hospital
Provider, Drug Rebate, and Healthcare Provider Relief) and eight secondary sub-accounts.
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Additionally, the Department reports the following fund types:
Governmental Fund Types:

Special Revenue — These funds account for transactions related to resources obtained from specific
revenue sources that are restricted or committed to expenditures for specific purposes other than debt
service or capital projects. The Department does not have any major special revenue funds to disclose.

Fiduciary Fund Types:

Agency — These funds account for transactions related to assets collected by the Department, acting in the
capacity of an agent, for distribution to other governmental units or designated beneficiaries.

Measurement Focus and Basis of Accounting

The government-wide and fiduciary fund financial statements are reported using the economic resources
measurement focus (except for agency funds which do not have a measurement focus) and the accrual basis
of accounting. Revenues are recorded when earned and expenses are recorded at the time liabilities are
incurred, regardless of when the related cash flow takes place. Non-exchange transactions, in which the
Department gives (or receives) value without directly receiving (or giving) equal value in exchange, include
nursing home assessments, hospital assessments and intergovernmental grants. On an accrual basis, revenues
from the nursing home assessments are recognized in the fiscal year in which the underlying exchange
transaction occurs. Revenue from grants, entitlements, and similar items are recognized in the fiscal year in
which all eligibility requirements imposed by the provider have been met.

Governmental funds are reported using the current financial resources measurement focus and the modified
accrual basis of accounting. Revenues are recognized as soon as they are both measurable and available.
Revenues are considered to be available when they are collected within the current period or soon enough
thereafter to pay liabilities of the current period. For this purpose, the State considers revenues to be available
if they are collected within 60 days of the end of the current fiscal year. Expenditures generally are recorded
when the liability is incurred, as under accrual accounting. However, principal and interest on formal debt
issues, claims and judgments, and compensated absences are recorded only when the payment is due. Capital
asset acquisitions are reported as expenditures in governmental funds. Proceeds of general long-term debt and
acquisitions under capital leases are reported as other financing sources.

Significant revenue sources which are susceptible to accrual include the nursing home assessment, hospital
assessments, federal matching revenues, drug rebates, intergovernmental transfer agreement revenues, and
child support. Other miscellaneous revenue sources are considered to be measurable and available only when
cash is received.

Shared Fund Presentation

The financial statement presentation for the General Fund accounts, General Revenue, Care Provider for
Persons with Developmental Disabilities, and the Trauma Center, as well as the nonmajor governmental funds,
the Department of Corrections Reimbursement and Education Fund and the Tobacco Settlement Recovery
Fund, represent only the portion of the shared fund that can be directly attributed to the operations of the
Department. Financial statements for total fund operations of the shared State funds are presented in the State
of Illinois’ Comprehensive Annual Financial Report.
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In presenting these financial statements, certain unique accounts are used for the presentation of shared funds.
The following accounts are used in these financial statements to present the Department’s portion of shared
funds:

Unexpended Appropriations

This “asset” account represents lapse period warrants issued by the State Comptroller’s Office after June
30 annually, in accordance with the Statewide Accounting Management System (SAMS) records, plus
any liabilities relating to obligations re-appropriated to the subsequent fiscal year and voucher, interfund
payments, and mandatory SAMS transfer transactions held by the State Comptroller’s Office at June 30.

Appropriations from State Resources

The “other financing source” account represents the final legally adopted appropriation according to
SAMS records.

Lapsed Appropriations

Lapsed appropriations are the legally adopted appropriations less net warrants issued for the 14 month
period from July to August of the following year and re-appropriations to subsequent years according to
SAMS records. Lapsed appropriations for certain Medicaid expenditures are the legally adopted
appropriations less net warrants issued for the up to 18 month period from July to December of the
following year, although HFS generally adheres to an October lapse period close-out for Medicaid
expenditures. For fiscal year 2019, the State’s general lapse period was extended through October 2019.
The Department also considers the affect of the change in the amount of warrants held by the State
Comptroller’s Office in the current and prior years on both unexpended appropriations described above
and amounts reported as lapsed appropriations; as a result, the amount reported as lapsed appropriations
for fiscal year 2019 added $2.9 billion to the Department’s net position/fund balance.

Receipts Collected and Transmitted to State Treasury

This “other financing use” account represents all cash receipts received during the fiscal year from SAMS
records.

Amount of SAMS Transfers-In

This “other financing use” account represents cash transfers made by the Office of the Comptroller in
accordance with statutory provisions to the corresponding fund during the fiscal year per SAMS records
in which the Department did not make a deposit into the State Treasury.

Amount of SAMS Transfers-Out

This “other financing source” account represents cash transfers made by the Office of the Comptroller in
accordance with statutory provision from the corresponding fund during the fiscal year per SAMS records
in which a legally adopted appropriation was not charged.
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(e) Eliminations

(f)

(¢))

(h)

Eliminations have been made in the government-wide statement of net position to minimize the “grossing-up”
effect on assets and liabilities within the governmental activities column of the Department. As a result,
amounts reported in the governmental funds balance sheet as interdepartmental interfund receivables and
payables have been eliminated in the government-wide statement of net position. Amounts reported in the
governmental funds balance sheet as receivable from or payable to fiduciary funds have been included in the
government-wide statement of net position as receivable from and payable to external parties, rather than as
internal balances.

Cash and Cash Equivalents

Cash equivalents are defined as short-term, highly liquid investments readily convertible to cash with
maturities of less than 90 days at the time of purchase. Cash and cash equivalents include cash on hand and
cash in banks for locally held funds.

Investments
Most investments are reported at fair value. The Illinois Funds, a 2a7-like pool, is reported at amortized cost.
Interfund Transactions and Transactions with State of lllinois Component Units

The Department has the following types of interfund transactions between Department funds and funds of
other State agencies:

Services provided and used — sales and purchases of goods and services between funds for a price
approximating their external exchange value. Interfund services provided and used are reported as
revenues in seller funds and expenditures or expenses in purchaser funds. Unpaid amounts are reported
as interfund receivables and payables in the governmental funds balance sheet and the government-wide
statement of net position.

Reimbursements — repayments from the funds responsible for particular expenditures or expenses to the
funds that initially paid for them. Reimbursements are reported as expenditures in the reimbursing fund
and as a reduction of expenditures in the reimbursed fund.

Transfers — flows of assets (such as cash or goods) without equivalent flows of assets in return and without
a requirement for repayment. In governmental funds, transfers are reported as other financing uses in the

funds making transfers and as other financing sources in the funds receiving transfers.

The Department also has activity with various component units of the State of Illinois for medical programs,
intergovernmental transfer agreements and payments for services.
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(i) Capital Assets

Capital assets, which includes property, plant, and equipment, and intangible assets, are reported at cost or
estimated historical cost based on appraisals. Contributed assets are reported at acquisition value at the time
received. Capital assets are depreciated and amortized using the straight-line method. Intangible assets
(purchased computer software and internally generated computer software) are assets that do not have a
physical existence, are nonfinancial in nature, are not in a monetary form, and have a useful life of over one
year.

Capitalization thresholds and the estimated useful lives are as follows:

Estimated

Capitalization Useful Life

Capital Asset Category Threshold (in Years)
Equipment $ 5,000 3-10
Purchased Computer Software $ 25,000 3-5
Internally Generated Computer Software $1,000,000 5-20

@)

Deferred Outflows/Inflows of Resources

In addition to assets, the statement of net position will sometimes report a separate section for deferred
outflows of resources. This separate financial statement element, deferred outflows of resources, represents a
consumption of net assets that applies to a future period(s) and so will not be recognized as an outflow of
resources (expense) until then. In addition to liabilities, the statement of net position will sometimes report a
separate section for deferred inflows of resources. This separate financial statement element, deferred inflows
of resources, represents an acquisition of net assets that applies to a future period(s) and so will not be
recognized as an inflow of resources (revenue) until that time. The Department has recorded deferred outflows
and inflows of resources in the government-wide financial statements in connection with the net pension
liability reported and explained in Note 8 and the total post-employment benefits liability reported and
explained in Note 9. Unavailable revenues in governmental funds include receivables not “available” to
finance the current period.

(k) Compensated Absences

The liability for compensated absences reported in the government-wide statement of net position consists of
unpaid, accumulated vacation and sick leave balances for Department employees. A liability for these amounts
is reported in governmental funds only if they have matured, for example, as a result of employee resignations
and retirements. The liability has been calculated using the vesting method, in which leave amounts for both
employees who currently are eligible to receive termination payments and other employees who are expected
to become eligible in the future to receive such payments upon termination are included. The liability has
been calculated based on the employees’ current salary level and includes salary related cost (e.g., Social
Security and Medicare taxes).

Legislation that became effective January 1, 1998 capped the paid sick leave for all State Employees’
Retirement System members at December 31, 1997. Employees continue to accrue twelve sick days per year,
but will not receive monetary compensation for any additional time earned after December 31, 1997. Sick
days earned between 1984 and December 31, 1997 (with a 50% cash value) would only be used after all days
with no cash value are depleted. Any sick days earned and unused after December 31, 1997 will be converted
to service time for purposes of calculating employee pension benefits.
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Pensions

In accordance with the Department’s adoption of GASB Statement No. 68, Accounting and Financial
Reporting for Pensions — an amendment of GASB Statement No. 27, and GASB Statement No. 71, Pension
Transition for Contributions Made Subsequent to the Measurement Date — an amendment of GASB Statement
No. 68, the net pension liability, deferred outflows of resources, deferred inflows of resources, and pension
expense have been recognized in the government-wide financial statements.

The net pension liability is calculated as the difference between the actuarially calculated value of the projected
benefit payments attributed to past periods of service and the plan’s fiduciary net position. The total pension
expense is comprised of the service cost or actuarial present value of projected benefit payments attributed to
the valuation year, interest on the total pension liability, plan administrative expenses, current year benefit
changes, and other changes in plan fiduciary net position less employee contributions and projected earnings
on plan investments. Additionally, the total pension expense includes the annual recognition of outflows and
inflows of resources due to pension assets and liabilities.

For purposes of measuring the net pension liability, deferred outflows of resources, deferred inflows of
resources, pension expense and expenditures associated with the Department’s contribution requirements,
information about the fiduciary net position of the plan and additions to/deductions from the plan’s fiduciary
net position have been determined on the same basis as they are reported within the separately issued plan
financial statements. For this purpose, benefit payments (including refunds of employee contributions) are
recognized when due and payable in accordance with terms of the plan. Investments are reported at fair value.

(m) Postemployment Benefits Other Than Pensions (OPEB)

(n)

The State provides health, dental, vision and life insurance benefits for certain retirees and their dependents
through the State Employees Group Insurance Program (SEGIP). The total OPEB liability, deferred outflows
of resources, deferred inflows of resources, expense, and expenditures associated with the program have been
determined through an actuarial valuation using certain actuarial assumptions as applicable to the current
measurement period (see Note 9).

The OPEB liabilities, deferred outflows of resources, deferred inflows of resources, and OPEB expense have
been recognized in the government-wide financial statements.

Fund Balances
In the fund financial statements, governmental funds report fund balances in the following categories:

Nonspendable- This consists of amounts that cannot be spent because they are either: a) not in spendable
form or b) legally or contractually required to be maintained intact.

Restricted — This consists of amounts that are restricted to specific purposes, that is, when constraints
placed on the use of resources are either: a) externally imposed by creditors, grantors, contributors, or
laws or regulations of other governments or b) imposed by law through constitutional provisions or
enabling legislation.

Committed — This consists of amounts that can only be used for specific purposes pursuant to constraints
imposed by formal action of the Department’s highest level of decision-making authority. Committed
amounts cannot be used for any other purpose unless the Department removes or changes the specified
use by taking the same type of action it employed to previously commit those amounts. The Department’s
highest level of decision-making authority rests with the Illinois State legislature and the Governor. The
State passes “Public Acts” to commit their fund balances.
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Assigned — This consists of net amounts that are constrained by the Department’s intent to be used for
specific purposes, but that are neither restricted nor committed.

Unassigned — This consists of residual fund balance that has not been restricted, committed, or assigned
within the General Fund and deficit fund balances of other governmental funds.

In the General Fund, it is the Department’s policy to consider restricted resources to have been spent first when
an expenditure is incurred for which both restricted and unrestricted (i.e. committed, assigned or unassigned)
fund balances are available, followed by committed and then assigned fund balances. Unassigned amounts
are used only after the other resources have been used.

In other governmental funds (special revenue), it is the Department’s policy to consider restricted resources to
have been spent last. When an expenditure is incurred for purposes for which both restricted and unrestricted
fund balances are available, the Department first utilizes any assigned amounts, followed by committed and
then restricted amounts.

Net Position
In the government-wide statement of net position, net position is displayed in three components as follows:

Net investment in capital assets — This consists of capital assets, net of accumulated depreciation less the
outstanding balances of any bonds, mortgages, notes or other borrowings that are attributable to the
acquisition, construction, or improvement of those assets.

Restricted — This consists of net position that is legally restricted by outside parties or by law through
constitutional provisions or enabling legislation. When both restricted and unrestricted resources are
available for use, generally it is the State’s policy to use restricted resources first, then unrestricted
resources when they are needed.

Unrestricted — This consists of net position that does not meet the definition of “restricted” or “net
investment in capital assets”.

(p) Use of Estimates

The preparation of financial statements in conformity with GAAP requires management to make estimates
and assumptions that affect the reported amounts of assets, deferred outflows of resources, liabilities, deferred
inflows of resources, and disclosure of contingent assets and liabilities at the date of the financial statements
and the reported amounts of revenues and expenses during the reporting period. Actual results could differ
from those estimates.

(g) Adoption of New Accounting Pronouncements

Effective for the year ending June 30, 2019, the Department adopted the following GASB statements:

GASB Statement No. 83, Certain Asset Retirement Obligations, which addresses accounting and
financial reporting for certain asset retirement obligations (AROs) and establishes criteria for
determining the timing and pattern of recognition of a liability and a corresponding deferred outflow
of resources for AROs. The implementation of this statement had no financial impact on the
Department’s net position or results of operations.
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GASB Statement No. 88, Certain Disclosures Related to Debt, including Direct Borrowings and
Direct Placements, which addresses improvements in information disclosures in notes to government
financial statements related to debt, including direct borrowings and direct placements and clarifies
which liabilities governments should include when disclosing information related to debt. The
implementation of this statement had no financial impact on the Department’s net position or results
of operations.

(r) Future Adoption of GASB Statements
Effective for the year ending June 30, 2020, the Department will adopt the following GASB statements:

GASB Statement No. 84, Fiduciary Activities, which is intended to improve guidance regarding the
identification of fiduciary activities for accounting and financial reporting purposes and how those
activities should be reported. In addition, this Statement establishes criteria for identifying fiduciary
activities of all state and local governments. The focus of the criteria generally is on (1) whether a
government is controlling the assets of the fiduciary activity and (2) the beneficiaries with whom a
fiduciary relationship exists. Separate criteria are included to identify fiduciary component units and
postemployments benefit arrangements that are fiduciary activities.

GASB Statement No. 90, Majority Equity Interests — An Amendment of GASB Statements No. 14 and
No. 61, is intended to improve the consistency and comparability of reporting a government’s
majority equity interest in a legally separate organization and to improve the relevance of financial
statement information for certain component units.

Effective for the year ending June 30, 2021, the Department will adopt the following GASB statements:

GASB Statement No. 87, Leases, which is intended to better meet the information needs of financial
statement users by improving accounting and financial reporting for leases by governments. This
statement increases the usefulness of governments’ financial statements by requiring recognition of
certain lease assets and liabilities for leases that previously were classified as operating leases and
recognized as inflows of resources or outflows of resources based on the payment provisions of the
contract. It establishes a single model for lease accounting based on the foundational principle that
leases are financings of the right to use an underlying asset.

GASB Statement No. 89, Accounting for Interest Cost Incurred Before the End of a Construction
Period, which is intended to (1) enhance the relevance and comparability of information about capital
assets and the cost of borrowing for a reporting period and (2) to simplify accounting for interest cost
incurred before the end of a construction period.

Effective for the year ending June 30, 2022, the Department will adopt the following GASB statements:
GASB Statement No. 91, Conduit Debt Obligations, which is intended to provide a single method of
reporting conduit debt obligations by issuers and eliminate diversity in practice associated with (1)
commitments extended by issuers, (2) arrangements associated with conduit debt obligations, and (3)

related note disclosures.

The Department has not yet determined the impact of adopting these statements on its financial statements.
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Deposits and Investments

(@)

(b)

Deposits

The State Treasurer is the custodian of the State’s cash and cash equivalents for funds maintained in the State
Treasury. Deposits in the custody of the State Treasurer are pooled and invested with other State funds in
accordance with the Deposit of State Moneys Act of the Illinois Compiled Statutes (15 ILCS 520/11). Funds
held by the State Treasurer have not been categorized as to credit risk because the Department does not own
individual securities. Detail on the nature of these deposits and investments are available within the State of
[llinois” Comprehensive Annual Financial Report.

Cash on deposit for locally held funds of fiduciary activities had carrying amounts and bank balances of $6.762
million and $13.619 million, respectively, at June 30, 2019. Balances in excess of FDIC depository insurance
were covered by collateral held by an agent in the Department’s name.

Investments

Section 2 of the Public Funds Investment Act limits the State’s investments outside the State Treasury to
securities of the U.S. government or its agencies, short-term obligations of domestic corporations exceeding
$500 million in assets that are rated in the three highest categories by at least two nationally recognized
statistical ratings organizations not to exceed ten percent of the domestic corporations outstanding obligations,
money market mutual funds invested in the U.S. government and/or its agencies, and repurchase agreements
securities of the U.S. government or its agencies or money market mutual funds invested in the U.S.
government or its agencies. Investments of public funds in a Public Treasurers’ Investment Pool created under
Section 17 of the State Treasurer Act are also permitted.

As a governmental sponsored investment pool, The Illinois Funds is not eligible to register with the Securities
and Exchange Commission (“SEC”) and thus is not a registrant with the SEC; however, The Illinois Funds
has adopted operating procedures consistent with those required of an SEC 2a-7 Fund (2a-7-like Fund). The
llinois Funds has a policy that it will, and does, operate in a manner consistent with SEC Rule 2a-7, which
governs the operation of SEC regulated money market funds. While the Illinois Funds operates in accordance
with SEC Rule 2a-7, for valuation purposes it complies with GASB Statement No. 79.

As of June 30, 2019, the Department had $3.091 million invested with the Illinois Funds. The Illinois Funds
is an investment pool managed by the State of Illinois, Office of the Treasurer, which allows governments
within the State to pool their funds for investment purposes. The Illinois Funds is a GASB Statement No. 79
qualified external investment pool that measures, for financial reporting purposes, all its investments are
reported at amortized cost. The fair value of the pool position is the same as the value of pool shares. There
are no limitations or restrictions on withdrawals from the pool.

Interest Rate Risk: The Department does not have a formal investment policy that limits investment maturities
as a means of managing its exposure to fair value losses arising from increasing interest rates.

Credit Risk: The Department does not have a formal investment policy that limits investment choices. The
[llinois Funds were rated AAAm by Standard & Poor’s.
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(c) Reconciliation to Statement of Net Position and Statement of Fiduciary Net Position

The Statement of Net Position and the Statement of Fiduciary Net Position cash and cash equivalents account
contains certain short-term investments (included as investments above) to reflect their liquidity. A
reconciliation (amounts expressed in thousands) follows:

Deposits Investments

Governmental Activities

Amount per note $ - $ 3,091

Cash equivalents 3,091 (3,091)

Amounts per Statement of Net Position $§ 3,091 $ -
Fiduciary Funds

Cash on deposit $ 13,619 $ -

Outstanding checks (6,857) -

Amounts per Statement of Fiduciary Net Position $ 6,762 $ -

(4)  Accounts Receivable
(a) Taxes Receivable

Taxes receivable (amounts expressed in thousands) at June 30, 2019 are as follows:

General
Fund
Taxes receivable $ 48,710
Less: allowance for uncollectible taxes (6,181)
Taxes receivable, net $ 42529

(b) Other Receivables

Other receivables (amounts expressed in thousands) at June 30, 2019 are as follows:

Nonmajor
General Governmental Fiduciary
Fund Funds Funds
Other receivables $ 804,172 $§ 705,947 $5,542,732
Less: allowance for uncollectible accounts (286,581) (697,439) (5,347,207)
Other receivables, net $ 517,591 $ 8,508 $ 195,525
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(5) Interfund Balances and Activity
(a) Balances Due to/from Other Funds

The following balances (amounts expressed in thousands) at June 30, 2019 represent amounts due from
Department funds, other State funds, and other State fiduciary funds.

Due from
Other Other
Fund Department State
Funds Funds Description/Purpose
General $ - $ 181,726 Due from other State funds
for subgrants received and for
unapplied credits.
Nonmajor 21,000 - Due from other Department
governmental funds funds for subgrants received and

for unapplied credits.

$ 21,000 $ 181,726

The following balances (amounts expressed in thousands) at June 30, 2019 represent amounts due to
Department funds, other State funds, and other State fiduciary funds for purchases of services.

Due to
Other Other Other State
Department State Fiduciary
Fund Funds Funds Funds
General $ 21,000 $ 22,629 $ 1,141
Nonmajor governmental funds - 6,005 2,636

$ 21,000 $ 28,634 $ 3,977

(b) Transfers to/from Other Funds
Interfund transfers in (amounts expressed in thousands) for the year ended June 30, 2019 were as follows:

Transfers in from

Other
Department
Fund Funds Description/Purpose
Nonmajor governmental funds $ 27,000  Transfer from General Fund per
State appropriation.
$ 27,000
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Interfund transfers out (amounts expressed in thousands) for the year ended June 30, 2019 were as follows:

Transfers out to

Other Other
Department State
Fund Funds Funds Description/Purpose
General $ 27,000 $ 40,000  Transfers to Department

nonmajor governmental funds
and other State agencies’ funds
per State appropriation.

$ 27,000 § 40,000

(c) Balances Due to/from State of Illinois Component Units

The following balances (amounts expressed in thousands) at June 30, 2019 represent amounts due from State
of Illinois Component Units to the General Fund for intergovernmental agreement reimbursements.

Due From
Nonmajor
General Governmental
Component Unit Funds Funds

Illinois Housing and Development $ -3 7
Authority
Southern Illinois University 1,267 -
University of Illinois 42,929 -

$ 44,196 § 7

The following balances (amounts expressed in thousands) at June 30, 2019 represent amounts due to State of
[llinois Component Units for medical reimbursements.

Due To
Nonmajor
General Governmental
Component Unit Funds Funds
Illinois State University $ 17§ 2
Northern Illinois University 917 9
Southern Illinois University 11,241 47
University of Illinois 150,911 288
$ 163,086 $ 346
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6) Capital Assets

Capital asset activity (amounts expressed in thousands) for the year ended June 30, 2019 is as follows:

Balance Net Balance
July 1, 2018 Additions Deletions Transfers June 30, 2019

Governmental Activities:
Capital assets not being

depreciated/amortized:
Internally generated intangible
assets in development $ 9234 § 14,027  $ - $ (8,185 $ 15,076
Total capital assets not being
depreciated/amortized: 9,234 14,027 - (8,185) 15,076
Capital assets being depreciated:
Equipment 5,016 210 219 - 5,007
Non-internally generated
software 4,498 - - - 4,498
Less accumulated depreciation:
Equipment (3,175) (456) (219) - (3,412)
Non-internally generated
software (3,478) (346) - - (3,824)
Total capital assets being
depreciated, net 2,861 (592) - - 2,269
Governmental activity capital
assets, net $ 12,095 § 13,435 $ - $ (8,185 $ 17,345

Depreciation expense for governmental activities (amounts expressed in thousands) for the year ended June 30,
2019 was charged as follows:

Health and social services $ 802
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Long-Term Obligations

Changes in Long-Term Obligations

Changes in long-term obligations (amounts expressed in thousands) for the year ended June 30, 2019 were as

follows:

Amounts
Balance Balance Due Within
July 1, 2018 Additions Deletions  June 30,2019  One Year
Governmental Activities:
Compensated absences $ 10,252 $ 9,740 $ 11,201 $ 8,791 $ 920
Capital leases 87 210 86 211 105
Repayment to federal
government of Disallowed
Disproportionate Share
Hospital payments 144,798 - 144,798 - -
Repayment to federal
government for
Disallowance Letters - 121,054 - 121,054 -
Net OPEB liability 780,745 - 9,437 771,308 7,423
Net pension liability 1,128,224 - 80,463 1,047,761 -
Total Governmental
Activities $ 2,064,106 $ 131,004 $ 245985 $ 1,949,125 $ 8,488

Compensated absences will be liquidated by the applicable governmental funds that account for the salaries and
wages of the related employees. Net pension liabilities and net OPEB liabilities will be liquidated through the
General Revenue Fund, and the special revenue funds that report wages.

Capital Lease Obligations

The Department has acquired certain office equipment through capital lease arrangements. Future debt service
requirements under capital leases (amounts expressed in thousands) at June 30, 2019 were as follows:

Year
Ending
June 30, Principal Interest Total
2020 $ 105 $ 16 $ 121
2021 94 6 100
2022 12 - 12
$ 211 $ 22 $ 233

Defined Benefit Pension Plan

@®)

Plan description. Substantially all of the Department’s full-time employees who are not eligible for participation
in another state-sponsored retirement plan participate in the State Employees' Retirement System (SERS), which
is a single-employer defined benefit pension trust fund in the State of Illinois reporting entity. SERS is governed
by article 14 of the Illinois Pension Code (40 ILCS 5/1, et al.). The plan consists of two tiers of contribution
requirements and benefit levels based on when an employee was hired. Members who first become an employee
and participate under any of the State’s retirement plans on or after January 1, 2011 are members of Tier 2, while
Tier 1 consists of employees hired before January 1, 2011 or those who have service credit prior to January 1,
2011. The provisions below apply to both Tier 1 and 2 members, except where noted. The SERS issues a separate
CAFR available at www.srs.illinois.gov or that may be obtained by writing to the SERS, 2101 South Veterans
Parkway, PO Box 19255, Springfield, Illinois, 62794-9255.
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Benefit provisions. SERS provides retirement benefits based on the member’s final average compensation and the
number of years of service credit that have been established. The retirement benefit formula available to general
State employees that are covered under the Federal Social Security Act is 1.67% for each year of service and for
noncovered employees it is 2.2% for each year of service. The maximum retirement annuity payable is 75% of
final average compensation for regular employees and 80% for alternative formula employees. The minimum
monthly retirement annuity payable is $15 for each year of covered service and $25 for each year of noncovered
service.

Members in SERS under the Tier 1 and Tier 2 receive the following levels of benefits based on the respective age
and years of service credits.

Regular Formula Tier 1 Regular Formula Tier 2

A member must have a minimum of eight years of service | A member must have a minimum of 10 years of credited

credit and may retire at: service and may retire at:

® Age 60, with 8 years of service credit. ® Age 67, with 10 years of credited service.

® Any age, when the member’s age (years & whole | ® Between ages 62-67 with 10 years of credited service
months) plus years of service credit (years & whole (reduced 1/2 of 1% for each month under age 67).
months) equal 85 years (1,020 months) (Rule of 85)
with 8 years of credited service. The retirement benefit is based on final average compensation

®  Between ages 55-60 with 25-30 years of service credit | and credited service. For regular formula employees, final
(reduced 1/2 of 1% for each month under age 60). average compensation is the average of the 96 highest

consecutive months of service within the last 120 months of
service. The retirement benefit is calculated on a maximum
salary of $106,800. This amount increases annually by 3% or
one-half of the Consumer Price Index, whichever is less.

The retirement benefit is based on final average
compensation and credited service. Final average
compensation is the 48 highest consecutive months of
service within the last 120 months of service.

If the member retires at age 67 or older, he/she will receive a
pension increase of 3% or one-half of the Consumer Price
Index for the preceding calendar year, whichever is less, every

) - ’ R ; year on January 1, following the first full year of retirement.
retires at age 60 or older, he/she will receive a 3% pension | Tpo calendar year 2018 rate is $113,645.

increase every year on January 1, following the first full year

Under the Rule of 85, a member is eligible for the first 3%
increase on January 1 following the first full year of
retirement, even if the member is not age 60. If the member

of retirement. If the member retires before age 67 with a reduced retirement
benefit, he/she will receive a pension increase of 3% or one-

If the member retires before age 60 with a reduced | pajf of the Consumer Price Index for the preceding calendar

retirement benefit, he/she will receive a 3% pension increase
every January 1 after the member turns age 60 and has been
retired at least one full year. These pension increases are not
limited by the 75% maximum.

year, whichever is less, every January 1 after the member turns
age 67 and has been retired at least one full year. These
pension increases are not limited by the 75% maximum

Additionally, the Plan provides an alternative retirement formula for State employees in high-risk jobs, such as
State policemen, fire fighters, and security employees. Employees qualifying for benefits under the alternative
formula may retire at an earlier age depending on membership in Tier 1 or Tier 2. The retirement formula is 2.5%
for each year of covered service and 3.0% for each year of non-covered service. The maximum retirement annuity
payable is 80% of final average compensation as calculated under the alternative formula.

SERS also provides occupational and nonoccupational (including temporary) disability benefits. To be eligible
for nonoccupational (including temporary) disability benefits, an employee must have at least 18 months of credited
service with the System. The nonoccupational (including temporary) disability benefit is equal to 50% of the
monthly rate of compensation of the employee on the date of removal from the payroll. Occupational disability
benefits are provided when the member becomes disabled as a direct result of injuries or diseases arising out of
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and in the course of State employment. The monthly benefit is equal to 75% of the monthly rate of compensation
on the date of removal from the payroll. This benefit amount is reduced by Workers’ Compensation or payments
under the Occupational Diseases Act.

Occupational and nonoccupational death benefits are also available through the System. Certain nonoccupational
death benefits vest after 18 months of credited service. Occupational death benefits are provided from the date of
employment.

Contributions. Contribution requirements of active employees and the State are established in accordance with
Chapter 40, section 5/14-133 of the Illinois Compiled Statutes. Member contributions are based on fixed
percentages of covered payroll ranging between 4.00% and 12.50%. Employee contributions are fully refundable,
without interest, upon withdrawal from State employment. Tier | members contribute based on total annual
compensation. Tier 2 members contribute based on an annual compensation rate not to exceed $106,800 with
limitations for future years increased by the lesser of 3% or one-half of the annual percentage increase in the
Consumer Price Index. For 2019, this amount was $114,942.

The State is required to make payment for the required departmental employer contributions, all allowances,
annuities, any benefits granted under Chapter 40, Article 5/14 of the ILCS and all administrative expenses of the
System to the extent specified in the ILCS. State law provides that the employer contribution rate be determined
based upon the results of each annual actuarial valuation.

For fiscal year 2019, the required employer contributions were computed in accordance with the State’s funding
plan. This funding legislation provides for a systematic 50-year funding plan with an ultimate goal to achieve 90%
funding of the plan’s liabilities. In addition, the funding plan provided for a 15-year phase-in period to allow the
State to adapt to the increased financial commitment. Since the 15-year phase-in period ended June 30, 2010, the
State’s contribution will remain at a level percentage of payroll for the next 35 years until the 90% funded level is
achieved. For fiscal year 2019, the employer contribution rate was 51.614%. The Department’s contribution
amount for fiscal year 2019 was $39.064 million. In addition, the Department recorded $33.325 million of revenue
and expenditures in the General Revenue account of the General Fund to account for on-behalf payments to SERS
for Department employees.

Pension liability, deferred outflows of resources, deferred inflows of resources and expense related to pensions.
At June 30, 2019, the Department reported a liability of $1,047,761 million for its proportionate share of the State’s
net pension liability for SERS on the statement of net position. The net pension liability was measured as of June
30, 2018 (current year measurement date), and the total pension liability used to calculate the net pension liability
was determined by an actuarial valuation as of that date. The Department’s portion of the net pension liability was
based on the Department’s proportion of employer contributions relative to all employer contributions made to the
plan during the year ended June 30, 2018. As of the current year measurement date of June 30, 2018, the
Department’s proportion was 3.1696%, which was a decrease of .2589% from its proportion measured as of the
prior year measurement date of June 30, 2017.

For the year ended June 30, 2019, the Department recognized pension expense of $86.669 million. At June 30,

2019, the Department reported deferred outflows and deferred inflows of resources related to the pension liability,
as of the measurement date of June 30, 2018, from the following sources (amounts expressed in thousands):
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Deferred Deferred

Outflows of Inflows of
Resources Resources
Differences between expected and actual experience $ - $ 25,107
Changes of assumptions 91,057 24,041

Net difference between projected and actual investment earnings
on pension plan investments 471 -
Changes in proportion 4,194 93,456
Department contributions subsequent to the measurement date 39,064 -
Total $ 134,786 $ 142,604

$39.064 million reported as deferred outflows of resources related to pensions resulting from Department
contributions subsequent to the measurement date will be recognized as a reduction to the net pension liability in
the year ended June 30, 2020. Other amounts reported as deferred outflows of resources and deferred inflows of
resources related to pensions will be recognized as pension expense as follows (amounts expressed in thousands):

Year ended June 30,

2020 $  (14,739)
2021 (20,139)
2022 (34,079)
2023 (11,249)
Total $ (80,206)

Actuarial methods and assumptions. The total pension liability was determined by an actuarial valuation as of
June 30, 2018, using the following actuarial assumptions, applied to all periods included in the measurement:

Mortality: 105 percent of the RP 2014 Healthy Annuitant mortality table, sex distinct, with rates projected to
2015; generational mortality improvement factors were added.

Inflation: 2.50%
Investment Rate of Return: 7.00%, net of pension plan investment expense, including inflation.
Salary increases: Salary increase rates based on age related productivity and merit rates plus inflation.

Post-retirement benefit increases of 3.00%, compounded, for Tier 1 and the lesser of 3.00% or one-half of the
annual increase in the Consumer Price Index for Tier 2.

Retirement Age: Experience-based table of rates specific to the type of eligibility condition. Table was last
updated for the June 30, 2016, valuation pursuant to an experience study of the period July 1, 2012 to June 30,
2015.

The long-term expected real rate of return on pension plan investments is determined using the best estimates of

geometric real rates of return for each major asset class. These returns are combined to produce the long-term
expected rate of return by weighting the expected future real rates of return by the target asset allocation percentage
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and by adding expected inflation. For each major asset class that is included in the pension plan’s target asset
allocation, calculated as of the measurement date of June 30, 2018, the best estimates of geometric real rates of
return are summarized in the following table:

Long-Term

Target Expected Real

Asset Class Allocation Rate of Return
U.S. Equity 23.0% 5.50%
Developed Foreign Equity 13.0% 5.30%
Emerging Market Equity 8.0% 7.80%
Private Equity 7.0% 7.60%
Intermediate Investment Grade Bonds 14.0% 1.50%
Long-term Government Bonds 4.0% 1.80%
TIPS 4.0% 1.50%
High Yield and Bank Loans 5.0% 3.80%
Opportunistic Debt 8.0% 5.00%
Emerging Market Debt 2.0% 3.70%
Core Real Estate 5.5% 3.70%
Non Core Real Estate 4.5% 5.90%
Infrastructure 2.0% 5.80%

Total 100%

Discount rate. A discount rate of 6.81% was used to measure the total pension liability as of the measurement
date of June 30, 2018 as compared to a discount rate of 6.78% used to measure the total pension liability as of the
prior year measurement date. The June 30, 2018 single blended discount rate was based on the expected rate of
return on pension plan investments of 7.00% and a municipal bond rate of 3.62%, based on an index of 20 year
general obligation bonds with an average AA credit rating as published by the Federal Reserve. The projection of
cash flows used to determine this single discount rate assumed that plan member contributions will be made at the
current contribution rate and that contributions will be made based on the statutorily required rates under Illinois
law. Based on these assumptions, the pension plan’s fiduciary net position and future contributions will be
sufficient to finance the benefit payments through the year 2075. As a result, the long-term expected rate of return
on pension plan investments was applied to projected benefit payments through the year 2075, and the municipal
bond rate was applied to all benefit payments after that date.

Sensitivity of the net pension liability to changes in the discount rate. The net pension liability for the plan was
calculated using the stated discount rate, as well as what the net pension liability would be if it were calculated
using a discount rate that is 1-percentage point lower or 1-percentage point higher than the current rate as shown
below (amounts expressed in thousands):

1% Discount 1%
Decrease Rate Increase
5.81% 6.81% 7.81%
Department's proportionate share of
the net pension liability $ 1,268,428 $ 1,047,761 $ 866,975
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Payables to the pension plan. At June 30, 2019, the Department reported a payable of $3.803 million to SERS for
the outstanding amount of contributions to the pension plan required for the year ended June 30, 2019.

Postemployment Benefits

Plan description. The State Employees Group Insurance Act of 1971 (Act), as amended, authorizes the Illinois
State Employees Group Insurance Program (SEGIP) to provide health, dental, vision, and life insurance benefits
for certain retirees and their dependents. Substantially all of the Department’s full-time employees are members
of SEGIP. Members receiving monthly benefits from the State Employees’ Retirement System of Illinois (SERS)
are eligible for these other post-employment benefits (OPEB). The eligibility provisions for each of the retirement
systems are defined within Note 8.

The Department of Central Management Services administers these benefits for annuitants with the assistance of
the public retirement systems sponsored by the State (SERS). The State recognizes SEGIP OPEB benefits as a
single-employer defined benefit plan. The plan does not issue a stand-alone financial report.

Benefits provided. The health, dental, and vision benefits provided to and contribution amounts required from
annuitants are the result of collective bargaining between the State and the various unions representing the State’s
and the university component units’ employees in accordance with limitations established in the Act. Therefore,
the benefits provided and contribution amounts are subject to periodic change. Coverage through SEGIP becomes
secondary to Medicare after Medicare eligibility has been reached. Members must enroll in Medicare Parts A and
B to receive the subsidized SEGIP premium available to Medicare eligible participants. The Act requires the State
to provide life insurance benefits for annuitants equal to their annual salary as of the last day of employment until
age 60, at which time the benefit amount becomes $5,000.

Funding policy and annual other postemployment benefit cost. OPEB offered through SEGIP are financed
through a combination of retiree premiums, State contributions, and Federal government subsidies from the
Medicare Part D program. Contributions are deposited in the Health Insurance Reserve Fund, which covers both
active State employees and retirement members. Annuitants may be required to contribute towards health and
vision benefits with the amount based on factors such as date of retirement, years of credited service with the State,
whether the annuitant is covered by Medicare, and whether the annuitant has chosen a managed health care plan.
Annuitants who retired prior to January 1, 1998, and who are vested in the SERS do not contribute toward health
and vision benefits. For annuitants who retired on or after January 1, 1998, the annuitant’s contribution amount is
reduced five percent for each year of credited service with the State allowing those annuitants with twenty or more
years of credited service to not have to contribute towards health and vision benefits. All annuitants are required
to pay for dental benefits regardless of retirement date. The Director of Central Management Services shall, on an
annual basis, determine the amount the State shall contribute toward the basic program of group health benefits.
State contributions are made primarily from the General Revenue Fund on a pay-as-you-go basis. No assets are
accumulated or dedicated to funding the retiree health insurance benefit and a separate trust has not been established
for the funding of OPEB.

For fiscal year 2019, the annual cost of the basic program of group health, dental, and vision benefits before the
State’s contribution was $11,269.44 ($6,698.64 if Medicare eligible) if the annuitant chose benefits provided by a
health maintenance organization and $13,823.52 ($4,983.60 if Medicare eligible) if the annuitant chose other
benefits. The State is not required to fund the plan other than the pay-as-you-go amount necessary to provide the
current benefits to retirees.

Total OPEB liability, deferred outflows of resources, deferred inflows of resources and expense related to
OPEB. The total OPEB liability, as reported at June 30, 2019, was measured as of June 30, 2018, with an actuarial
valuation as of June 30, 2017. At June 30, 2019, the Department recorded a liability of $771.308 million for its
proportionate share of the State’s total OPEB liability. The Department’s portion of the OPEB liability was based
on the Department’s proportion of employer contributions relative to all employer contributions made to the plan
during the year ended June 30, 2018. As of the current year measurement date of June 30, 2018, the Department’s
proportion was 1.9238%, which was an increase of 0.0307% from its proportion measured as of the prior year
measurement date of June 30, 2017.
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The Department recognized OPEB expense for the year ended June 30,2019, of $9.380 million. At June 30, 2019,
the Department reported deferred outflows and deferred inflows of resources, as of the measurement date of June
30, 2017, from the following sources (amounts expressed in thousands):

Deferred outflows of resources
Differences between expected

and actual experience $ 198
Changes in proportion and

differences between employer

contributions and proportionate

share of contributions 96,029
Department contributions subsequent
to the measurement date (a) 17,853
Total deferred outflows of
resources $114,080

Deferred inflows of resources
Differences between expected

and actual experience $ 16,984
Changes of assumptions 72,434
Changes in proportion and

differences between employer

contributions and proportionate

share of contributions 100,596
Total deferred inflows of
resources $190,014

The amounts reported as deferred outflows of resources related to OPEB resulting from Department contributions
subsequent to the measurement date will be recognized as a reduction to the OPEB liability in the year ended June
30, 2019. Other amounts reported as deferred outflows and deferred inflows of resources related to OPEB will be
recognized in OPEB expense as follows (amounts expressed in thousands):

Year ended June 30,

2020 $ (26,242)
2021 (26,242)
2022 (26,242)
2023 (14,399)
2024 (661)
Total $ (93,787)

Actuarial methods and assumptions. The total OPEB liability was determined by an actuarial valuation using the
following actuarial assumptions, applied to all periods included in the measurement unless otherwise specified.
The actuarial valuation for the SEGIP was based on General Assembly Retirement System (GARS), Judges
Retirement System (JRS), SERS, Teachers Retirement System (TRS), and State University Retirement System
(SURS) active, inactive, and retiree data as of June 30, 2017, for eligible SEGIP employees, and SEGIP retiree
data as of June 30, 2017.
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Valuation Date

Measurement Date

Actuarial Cost Method

Inflation Rate

Projected Salary Increases*

Discount Rate

Healthcare Cost Trend Rate:

Medical (Pre-Medicare)

Medical (Post-Medicare)
Dental

Retirees' share of benefit-related costs

June 30, 2017

June 30, 2018

Entry Age Normal

2.75%

3.00% - 15.00%

3.62%

8.0 % grading down 0.5% in the first year to 7.5%, then
grading down 0.08% in the second year to 7.42%, followed by
grading down of 0.5% per year over 5 years to 4.92% in year 7

9.0% grading down 0.5% per year over 9 years to 4.5%

6.0% grading down 0.5% per year over 3 years to 4.5%

Healthcare premium rates for members depend on the date of
retirement and the years of senice eamned at retirement.
Members who retired before January 1, 1998, are eligible for
single cowerage at no cost to the member. Members who
retire after January 1, 1998, are eligible for single coverage
provided they pay a portion of the premium equal to 5 percent
for each year of senice under 20 years. Eligible dependents
receive coverage provided they pay 100 percent of the required
dependent premium. Premiums for plan year 2018 and 2019
are based on actual premiums. Premiums after 2019 were
projected based on the same healthcare cost trend rates
applied to per capita claim costs but excluding the additional
trend rate that estimates the impact of the Excise Tax.

* Dependent upon service and participation in the respective retirement systems. Includes inflation rate listed.

Additionally, the demographic assumptions used in the this OPEB valuation are identical to those used in the June
30, 2017 valuations for GARS, JRS, SERS, TRS, and SURS as follows:
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GARS

JRS

SERS

TRS

SURS

Retirement age
experience study”?

MortalityAA

July 2012 - June 2015

July 2012 - June 2015

July 2009 - June 2013

July 2014 - June 2017

July 2014 - June 2017

RP-2014 White Collar Total Healthy Annuitant mortality table, sex distinct,
set forward 1 year for males and set back 1 year for females and
generational mortality improvements using MP-2014 two-dimensional
mortality improvement scales

RP-2014 White Collar Total Healthy Annuitant mortality table, sex distinct,
set forward 1 year for males and set back 1 year for females and
generational mortality improvements using MP-2014 two-dimensional
mortality improvement scales

105 percent of the RP 2014 Healthy Annuitant mortality table, sex distinct,
with rates projected to 2015; generational mortality improvement factors
were added

RP-2014 with future mortality improvements on a fully generational basis
using projection table MP-2017

RP-2014 White Collar, gender distinct, projected using MP-2014 two
dimensional mortality improvement scale, set forward one year for male and
female annuitants

A The actuarial assumptions used in the respective actuarial valuations are based on the results of actuarial experience studies for the
periods defined. A modified experience review w as completed for SERS for the 3-year period ending June 30, 2015. Changes w ere
made to the assumptions regarding investment rate of return, projected salary increases, inflation rate, and mortality based on this
review . All other assumptions remained unchanged.

A Mortality rates are based on mortality tables published by the Society of Actuaries' Retirement Plans Experience Committee.

Discount rate. Retirees contribute a percentage of the premium rate based on service at retirement. The State
contributes additional amounts to cover claims and expenses in excess of retiree contributions. Because plan
benefits are financed on a pay-as-you-go basis, the single discount rate is based on a tax-exempt municipal bond
rate index of 20-year general obligation bonds with an average AA credit rating as of the measurement date. A
single discount rate of 3.56% at June 30, 2017, and 3.62% at June 30, 2018, was used to measure the total OPEB

liability.

Sensitivity of total OPEB liability to changes in the single discount rate. The following presents the plan’s total
OPEB liability, calculated using a Single Discount Rate of 3.62%, as well as what the plan’s total OPEB liability
would be if it were calculated using a Single Discount rate that is one percentage point higher (4.62%) or lower

(2.62%) than the current rate (amounts expressed in thousands):

total OPEB liability

Department's proportionate share of

Current Single

1% Discount Rate 1%
Decrease Assumption Increase
(2.62%) (3.62%) (4.62%)
904,264,488 771,307,932 655,762,365
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Sensitivity of the total OPEB liability to changes in the healthcare cost trend rate. The following presents the
plans total OPEB liability, calculated using the healthcare cost trend rates as well as what the plan’s total OPEB
liability would be if it were calculated using a healthcare cost trend rate that is one percentage point higher or
lower, than the current healthcare cost trend rates (amounts in table expressed in thousands). The key trend rates
are 8.0% in 2019 decreasing to an ultimate trend rate of 4.92% in 2026, for non-Medicare coverage, and 9.0%
decreasing to an ultimate trend rate of 4.5% in 2028 for Medicare coverage.

Current Healthcare

1% Cost Trend Rates 1%
Decrease Assumption Increase
Department's proportionate share of
total OPEB liability 651,453,794 771,307,932 927,016,089

Fund Deficits

The following fund had a deficit balance at June 30, 2019 (amounts expressed in thousands):

Major Governmental Funds: Fund Deficit
General Fund $ 241,244

The deficit is expected to be recovered from future years’ State appropriations and federal funds.
Risk Management

The Department is exposed to various risks of loss related to torts; theft of, damage to, and destruction of assets;
errors and omissions; workers compensation and natural disasters. The State retains the risk of loss (i.e., self-
insured) for these risks except computer equipment insurance purchased by the Department.

Liabilities are reported when it is probable that a loss has occurred and the amount of that loss can be reasonably
estimated. Liabilities include an amount for claims that have been incurred but not reported (IBNR). Claims
liabilities are based upon the estimated ultimate cost of settling the claims including specific, incremental claim
adjustment expenses, salvage, and subrogation and considering the effects of inflation and recent claim settlement
trends including frequency and amount of payouts and other economic and social factors.

The Department’s risk management activities for self-insurance, unemployment insurance and workers’
compensation are financed through appropriations to the Illinois Department of Central Management Services and
are accounted for in the General Fund of the State. The claims are not considered to be a liability of the Department,
and accordingly, have not been reported in the Department’s financial statements for the year ended June 30, 2019.

Commitments and Contingencies

(a) Operating Leases
The Department leases equipment, buildings and office space under terms of noncancelable operating lease
agreements not extending past the end of the fiscal year, that require the Department to make minimum lease

payments plus pay a pro rata share of certain operating costs. Rent expense under operating leases was $4.3
million for the year ended June 30, 2019.
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(b) Litigation

A class action lawsuit existed at June 30, 2019. This is a class action consisting of “all Medicaid eligible
children under the age of 21 who have been diagnosed with a mental health or behavior disorder; and for
whom a licensed practitioner of the healing arts has recommended intensive home and community based
services to correct or ameliorate their disorders”. The Plaintiffs seek to require the provision of appropriate
services and support to qualified persons in the community, including community based services and
residential treatment of children in Psychiatric Residential Treatment Facilities (PRTF’s), under Early and
Periodic Screening, Diagnostic and Treatment (EPSDT). This case has been resolved by a Consent Decree,
entered January 16, 2018 and is in the early stages of implementation with the parties and court-appointed
expert negotiating the terms of the implementation plan. An estimate of the possible loss cannot be made.

A class action lawsuit existed at June 30, 2019. This is a class action consisting of children under the age of
21 who received in-home shift nursing services or applied for in-home shift nursing services and received
notices from the Department that their requests for in-home shift nursing services has been denied or reduced,
or approved at a lower level than requested, or terminated by the Department on or after January 1, 2014. The
suit seeks to prevent reductions in medically necessary in-home shift nursing services based upon inadequate
notice and unpublished, unascertainable standards. This class action was resolved by a settlement agreement,
approved by the federal court on December 21, 2018 under which the Department is prospectively revising
various procedures pertaining to class members. An estimate of the possible loss cannot be made.

A class action lawsuit existed at June 30, 2019 consisting of Medicaid-eligible children under the age of 21
who have been approved for in-home shift nursing services by the Department, but who are not receiving in-
home shift nursing at the level approved. The class includes children participating in the Medically Fragile
Technology Dependent Waiver (MFTD) program and children in the Nursing and Personal Care Services
(NPCS) program. This suit seeks to require the Department to take all steps necessary to ensure class members
receive all nursing services for which they are approved. The parties have negotiated a proposed consent
decree to resolve the litigation that is awaiting final approval by the federal court. An estimate of the possible
loss cannot be made.

A class action lawsuit existed at June 30, 2019. This is a class action consisting of “all individuals who on or
after February 1, 2015, have applied to be determined eligible for long-term care Medicaid benefits from the
State of Illinois, and have not received a final eligibility determination or notice of an opportunity for a hearing
within 45 days of the date of application in non-disability cases or 90 days in disability cases.” On March 29,
2018, the Court entered a Preliminary Injunction Order requiring the Defendants to (1) determine, on or before
June 28, 2018, the eligibility of class members for long-term care benefits for which they have applied, (2)
implement policies and processes to ensure Defendants prospectively comply with the Medicaid Act’s
deadlines for eligibility determinations, and (3) beginning June 28, 2018, pay the long-term care and other
benefits to (or for the benefit of) class members while their applications remain pending beyond the Medicaid
Act’s deadlines for eligibility determinations. Relief in other similar individual federal lawsuits will be
subsumed in Koss. The Department has estimated the outstanding costs at June 30, 2019 to be $61.1 Million.

A class action lawsuit existed at June 30, 2019. This is a class action consisting of a Plaintiff class seeking
enforcement of a consent order that was entered in this class action in 1980. The order provides that Class
members, whose Medicaid (without a cash grant) applications are pending at least 15 days over federally
established time limits due to the State’s delay, and who make a request pursuant to a notice sent by the State
informing them that their application is beyond the federal time limits, are entitled to a temporary medical card
providing coverage for the full range of Medicaid benefits (except long-term care benefits) during the
remaining period during with their applications are pending. The class is alleging the Defendants (the
Department of Healthcare and Family Services and the Department of Human Services) are not in compliance
with the consent order. An estimate of the possible loss cannot be made.
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(c) Disproportionate Share Hospital Payments

In October 2004, the U.S. Department of Health and Human Services, Office of Inspector General (OIG)
issued its reports, “Review of Illinois Medicaid Disproportionate Share Hospital Payments to the University
of Illinois at Chicago Hospital” and “Review of Illinois Medicaid Disproportionate Share Hospital Payments
to Mount Sinai Hospital of Chicago”. The reports recommended that the State refund $140.282 million and
$4.516 million respectively, in federal financial participation (FFP) to the federal government because of
alleged overpayment to the hospitals of $280.6 million and $9.032 million above the hospital-specific
limitation on Disproportionate Share Hospital (DSH) payments to the hospitals during State fiscal years 1997-
2000. The state completed repayment in June 2019 to reduce potential interest costs. However, the State
continues to strongly disagree with the OIG’s findings. The U.S. Department of Health and Human Services,
Centers for Medicare and Medicaid Services (Federal CMS) concurred with the audit findings but stated “we
interpret this recommendation as a prospective resolution and not a requirement to recoup any Federal
payments associated with these findings”. After approximately 12 years of no official action, in July 2016,
the State received a formal disallowance from Federal CMS for these two audits. It is the State’s position that
it has followed Federal CMS published guidelines, and its methodology for calculating the hospital-specific
limitation has been consistently been approved by Federal CMS. The Department subsequently sought
reconsideration, which was denied, and appealed the disallowances to the U.S. Department of Health and
Human Services’ Departmental Appeals Board (DAB). On April 2, 2018, the DAB sustained both
disallowances and the Department sought reconsideration of the decision on June 1, 2018. Subsequent to June
30, 2018, the DAB denied the Department’s motions for reconsideration and the Department exercised its
right to further appeal the disallowances in the United States District Court for the Northern District of Illinois,
which remains pending at this time.

(d) Backlog of Applications within the Integrated Eligibility System (IES)

The State implemented a new IES for the intake and processing of applications in order to determine eligibility
for various health and human services programs in October 2013. The State has experienced delays in
processing applications due to an increase in the number of applications for the expanded Medicaid programs
and open enrollment periods, insufficient caseworker resources, and other factors. These delays resulted in
applications not being reviewed and approved or denied within the mandated 45-day timeframe. As of June
30, 2019, the Department, along with the Department of Human Services, had 138,479 unprocessed
applications. A portion of these 138,479 unprocessed applications seek Medicaid long-term care benefits. A
preliminary order in a class-action lawsuit was issued on March 29, 2018 indicating the Department was to
give provisional eligibility and ordered the Department to begin paying for those benefits beginning on June
28, 2018. The value of the estimated liability associated with the backlogged applications, including the
applications for which provisional eligibility was granted as well as the remaining unprocessed applications,
is assumed to be in the historic data used in the calculation of the Department’s overall medical accrual liability
estimate recorded in the financial statements as accounts payable.

(e) Noncompliance with Federal Regulations

During Fiscal Year 2018, the Department and the Department of Human Services implemented additional
functionality within the automated eligibility system. Resulting from this transition, the State has experienced
several significant issues, including problems with (1) the transfer of data files, (2) documentation of eligibility
decisions, and (3) noncompliance with federal regulations requiring the timely determination and
redetermination of eligibility for programs. Due to these problems, the U.S. Department of Health & Human
Services, Centers for Medicare & Medicaid Services (Federal CMS) required the Department to finalize and
submit a corrective action plan for approval. On August 30, 2019 the Department received notification from
Federal CMS that it had approved Part 1 of the Corrective Action Plan. Approval of Part 2 of the Corrective
Action Plan remains outstanding.
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Federal CMS has indicated to the Department that, provided an acceptable corrective action plan is
implemented by the State and the State adheres to the timeframes and milestones contained therein, no
disallowances or withholding of FFP is anticipated; however, if Federal CMS determines the State either
ultimately (1) does not submit an acceptable corrective action plan or (2) does not adhere to the requirements
of the corrective action plan, Federal CMS may initiate formal compliance proceedings.

Federal CMS also conducted its Payment Error Rate Measurement (PERM) program to determine improper
payment rates for Illinois and 16 other states for the Reporting Year 2019 (RY2019) for the Medicaid and the
Children’s Health Insurance Program (CHIP). On November 26, 2019, the Department was notified of its
results of the RY2019 PERM. With respect to eligibility errors identified in the PERM, Federal CMS stated
that no recoveries or disallowances would be required. However, Federal CMS also noted that had the
Department not met the good faith effort requirement established by section 1903(u) of the Social Security
Act (i.e., complying with the Medicaid Eligibility Quality Control and corrective action plan requirements
outlined in 82 Federal Register 31158), the total extrapolated dollars would have been available for
disallowance for the Medicaid and CHIP programs. The report reflected an improper payment rate estimate
of 35.37%. The report further notes that improper payments do necessarily represent expenses that should
not have occurred. An improper payment could have been determined due to missing information or
compliance issues. If that information had been available or the compliance requirement was met, the claim
may have been a payable. With respect to other errors identified in the report, the Department has been
informed of federal recoveries of $132,969. As a result of the PERM findings, the Department must develop
and submit to Federal CMS a corrective action plan, within 90 days of notification, to address all errors and
deficiencies identified. The Department’s error rates will be measured again in RY2022.

() Communication of Denied Admission Reports

(@

The State has experienced ongoing challenges in determining eligibility for long-term care services, primarily
care provided in nursing homes. Each individual recipient must be (1) eligible for Medicaid and (2)
functionally need assistance performing certain activities of daily living, including bathing, dressing, and
eating. As a part of this process, a long-term care admission report must be filed with the Department for the
Department of Human Services to determine eligibility. From March 2016 until the implementation of Public
Act 100-0665 by the Department and the Department of Human Services in October 2018, long-term care
providers were not always notified the admissions report had been rejected. Given this condition, the
Department has allowed the long-term care providers to resubmit admission reports that were rejected without
notification being sent to the providers. The Department of Human Services is currently reviewing this
information and will assure the adjudications were done correctly, notify the providers of any transactions that
remain rejected, and allow providers the same recourse opportunities they would have had if notified timely.
If the admission transaction gets approved, the Department will allow the provider to bill the State for unpaid
claims. While the Department has received resubmitted admission information representing roughly 1.024
million unpaid days of care provided, the actual amount that will be owed upon adjudication cannot be fully
estimated at this time. Approximately one-half of the liability amount, once known, will be eligible for federal
financial participation.

Requested Return of Federal Financial Participation

In December 2018, the Department received a total of four Demand Letters from the federal Centers for
Medicare and Medicaid Services (CMS) for the return of federal financial participation (FFP) related to certain
optical service/supply, inpatient psychiatric and Disproportionate Share Hospital (DSH) payments. The total
dollar value of the FFP identified in those letters was approximately $121.5 million ($121.054 million in
Disallowance Letters and $488 thousand without a Disallowance Letter). The Letters were related to services
that go back as far as the year 2000 in some instances. The Demand Letters did not represent formal
disallowances of the identified FFP. The Department notified CMS in writing that it did not plan to return the
FFP and strongly disagreed with the assertions made within the Demand Letters. On September 27, 2019,
CMS issued three Disallowance Letters related to the inpatient psychiatric and DSH payments.
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While the Department is not in agreement with CMS’ position, the possible loss related to the Disallowance
Letters could be approximately $121.054 million dollars, depending upon the content of any potential
substantiated disallowances. Interest on the disallowances cannot be estimated. While the Department has
accrued the liability in the Financial Statements for the Disallowance Letters, it is still assessing its options in
responding to the federal communications. A liability has not been accrued for the referenced $488 thousand,
as a Disallowance Letter has not been issued.

(h) Federal Grants

The Department receives other federal grants which are subject to review and audit by federal grantor agencies.
Certain costs could be questioned as not being an eligible expenditure under the terms of the grants. At June
30, 2019, other than identified above, there were no material questioned costs that have not been resolved with
the federal awarding agencies. However, questioned costs could still be identified during audits to be
conducted in the future. Management of the Department believes there will be no material adjustments to the
federal grants and, accordingly, has not recorded a provision for possible repayment.

Securities Lending Transactions

The State Treasurer lends securities to broker-dealers and other entities for collateral that will be returned for the
same securities in the future. The State Treasurer has, through a Securities Lending Agreement, authorized
Deutsche Bank AG to lend the State Treasurer’s securities to broker-dealers and banks pursuant to a form of loan
agreement.

During fiscal year 2019, Deutsche Bank AG lent U.S. Agency securities and U.S. Treasury securities and received
as collateral U.S. dollar denominated cash. Borrowers were required to deliver collateral for each loan equal to at
least 100% of the aggregate fair value of the loaned securities. Loans are marked to market daily. If the fair value
of collateral falls below 100%, the borrower must provide additional collateral to raise the fair value to 100%.

The State Treasurer did not impose any restrictions during fiscal year 2019 on the amount of loans of available,
eligible securities. In the event of borrower default, Deutsche Bank AG provides the State Treasurer with
counterparty default indemnification. In addition, Deutsche Bank AG is obligated to indemnify the State Treasurer
if Deutsche Bank AG loses any securities, collateral or investments of the State Treasurer in Deutsche Bank AG’s
custody. There were no losses during fiscal year 2019 resulting from a default of the borrowers or Deutsche Bank
AG.

During fiscal year 2019, the State Treasurer and the borrowers maintained the right to terminate all securities
lending transactions on demand. The cash collateral received on each loan was invested in repurchase agreements
with approved counterparties collateralized with securities approved by Deutsche Bank AG and marked to market
daily at no less than 102%. Because the loans are terminable at will, their duration did not generally match the
duration of the investments made with cash collateral. The State Treasurer had no credit risk as a result of its
securities lending program as the collateral held exceeded the fair value of the securities lent. The securities lending
collateral invested in repurchase agreements and the fair value of securities on loan for the State Treasurer as of
June 30, 2019 and June 30, 2018 was $3,103,274,125 and $3,064,814,670, respectively.

Restatement
The Department’s financial statements have been restated as of July 1, 2018, due to the following:

The Department identified Disproportionate Share Hospital (DSH) allotment payments owed to the University of
[llinois and Cook County, dating back to Federal fiscal year (FFY) 2015. The Department receives an annual
allotment from the Federal Government to spend towards DSH claims from claimants. At Federal fiscal year end,
a final review of the costs incurred by the University of Illinois and Cook County occurs prior to the Department
issuing payment of the remaining allotment. A portion of these DSH payments are also reported as receivables
from State of Illinois Component Units and Local Governments for their share of the activity per the
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Intergovernmental Agreements. In addition, a portion of the DSH payments are claimable for Federal financial
participation (FFP), and therefore, reported as a receivable from the Federal Government.

Fund 0136 and Fund 0329 both understated receivables and liabilities, as follows (expressed in thousands):

Account Fund 0136 Fund 0329

Due from Federal Government $ 46,163 $ 12,399

Due from Local Government - 12,329

Due from State of Illinois Component Units 22919 -

Due to Local Government - (24,728)

Due to State of Illinois Component Units (92,001) -

Unavailable Revenue (69,082) (24,728)
$ (92,001) $ (24,728)

As a result, the financial statements have been restated as of July 1, 2018, as shown in the table below (amounts
expressed in thousands).

Governmental
General Fund Activities

Fund balance (deficit)/net position (deficit)

July 1, 2018 as previously reported $  (83,384,311) $ (4,577,333)
Fund 0136 understated liability (92,001) (92,001)
Fund 0136 understated receivable 69,082 69,082
Fund 0136 understated deferred inflows of
resources (69,082) -
Fund 0329 understated liability (24,728) (24,728)
Fund 0329 understated receivable 24,728 24,728
Fund 0329 understated deferred inflows of
resources _(24,728) -

Fund balance (deficit)/net position (deficit)

July 1, 2018, as restated $  (3,501,040) $  (4,600,252)

Subsequent Event

These financial statements do not include any adjustments related to the impact of COVID-19 (Coronavirus) on
programs and benefits the Department administers. The Department anticipates there will be an impact on the
number of individuals that become eligible for healthcare benefits assistance, during this difficult time. The extent
of the impact is currently being monitored and evaluated by the Department.

-41 -



LLL6LL — § 61LT § S8L8¢ § 9v0°66E  $ 87859 $ $06'1 $ 605°80C § TIL'EIl $§ €E€T6E0T $ (SJ1919p) s3duUE[E( PUN PUE ‘SIDINOSIT JO SMO[JUI PALIDJIP ‘SIVI[IGeI] [B)0],
¥9S°1S (LLT) - SSL'E6T (100°02) 290°1 (€£51°96) (929°€01) (£€8909°1) (s110op) saoue[eq puny 0],
- (LLo) - SSL'E6T (100°027) - (€51°96) (929°€01) (€€8°909°1) pausgisseu)
.vow. 1S - - - - N@OJ - - - SAJTAISS [BID0S puUe [)[edY 10J papruuo)
(SLIDIAA@ SAONVIVE ANNA
991°C€ €00°1 - TLL'ST 100°0C 918 €51°96 LEE'SS SST'TIL $32.N0SAL JO SMO[JUI PALIAJIP [€IOL,
S61°9 - - - - - - - - SAOIAIOS 10J SOSIBYD JAY)Q) - SNUIAI J[qe[IBABU)
- - - - - - $88°09 626°CE - syuesS Sunerado 1Y) - ONUIAAI J[qe[IBARUN)
- - - TLL'ST - Sl - - - XE) JUOWISSISSE JoPIA0Id [BIIPIA - SNUIAJI J[qe[IBARUN)
- - - - - - - - Sov'L $OJJ PUB JSUIDIT - NUIAJI d[qR[IBABU[)
1L6°ST €00°1 - - 100°0T 108 89T°S€ 801°CS 099°€0L syuesd Sunesodo [e10po - SNUIAI S[QE[IEABU()
SADANOSTA 40 SMOTANI AAIAAAAA
L¥0°969 £66°1 G8L'8¢€ 615°6L 878°S9 9T 605°80C 160°C€1 116'7£6'C sanIIqel| [e)0,
- - - 7L8°€9 €90y - 86611 £68°1 - JIoInseoL ], 21e)S JO SUIPUO] SANLINGAS IOpUN SUONESIO
260°€ - - - - - - 8S1°0¢€1 9E°11 spun juauoduwos s1our[|[ o d4el§ 0} A
180°1 - - - 91 8 6T - - spuny ATe1onpyy d1el§ Jay10 03 on
LT8°9 - - - 8¢ 1 81 - L90°8 spuny dJe1g 1oy10 0} an(g
05°9€9 - - - - - - - 0€0°906 spuny Juduneda( 10t30 0} an
L1 IS1 G8L°8¢ L1 060°C - €0t'961 - $69°1 [£90] - JUSLIUIDAOF 12} 0} an(]
07 - - - € e 14 - mNO.MBﬁ [eIdpay - Eogchgom Iayjo o) anq
PSP op $ T8l $ - $ 8791 $  879%6S $ <1 $ LS $ - $ TELPEST SonI[Iqel] panIooe pue d[qesed sjunosoy
SALLITIAVIT
LLL'6LL — § 6ILT §  S8L°8€¢ $ 9r0'66E  §  8T8'SY S ¥06°1 $  605°80C $ TILEIl  § €ET6E0T S SJISSE [B)O,
- - - - - - - 66Ty - syun jusuodwod siour|[] Jo 9)e)S Wol dn
000081 - - - - - - - 6¢ Spuny 9)e1S JAYI0 woy an(g
SLY'8 - - - - - - 000t - spuny juouneda(y Jojo woiy an
SP6°08€ - - 9¢y 8T - 8 €1 1L8°91 10U “S9[qRAI0D1 1010
- - - v61°8C 17611 L9€ - - - 10U ‘9]qBAL9AI SOXE,
- - 6 - - - 6£6°09 - - [890] - JUSWIUISAOS JOY}0 WO an(g
708°6€ 61LC 9LL'8E 9TL'6 LTLTE 0P 1 759°88 16¥°LS TLS'P96 [610POJ - JUSLIUIDAOS JOUJ0 WOK dn(
- - - vL8°€9 €90t - 86611 €68°1 - JToInsedl, a1e)S Yim Anba [e10)e[[00 SuIpud| SoNLINOdS
- - - - - - - - 160°€ syuo[eAmnba yses pue yse)
SSSOLT - - 918'96C 690°81 18 8€8°9Y 98¢€°L SLST JoInsedl [, a1e)s Yim Aymba yse
- $ - $ - $ - $ - $ 9z $ - $ - $ $80°€T0T $ suonenidordde papuadxoun
SLASSY
1270 L6E0 SS€0 910 SHEO preo 67€0 9€10 1000
snay, Jud) Surye JOpPIAOI JIPIAOI] da8D) aa IS, JIPIAOI] SIIIAIIS ANUIANY
SALIDA0INYY ewnery, PIBDIPIAI [endsoy UL -SU0TT  YIIM SUOSIdJ £yuno) [endsoy [LAELIETSY
PIV 2lqng uoneINpPy 10) 1dpIAOI 1jon
eadg ae)

(spuesnoyJ, ur passdadxy) 60T ‘0€ dunp
puny je.Jauan)

- $JUNO0YIY JO I[NPIYIS Suruiquio))

S0IAIBS AjIe- pue aseayljesH 4o uswiaedsq
sioul||l Jo syelsS

1

N

<t
1



L96°LESY  § (169°€TS°T) § 9S€°01 $ ISTSKPY'T $ 110°C $ 000°S€EL § SISl S 6071 S

(PT170) - (55€°¢) v09°L18 6LS°1 LIL'SEY (087°C1) -

(0Z8°8¥S°1) - (s5€°¢) - - - (08z°zl) -

9LS LOE'T - - Y09°L18 6LS°1 LIL'SEY - -

LYULIT'T - 8T 698°tC1 - 11ee 08Z°C1 -

S61°9 - - - - - - -

180°S6 - - - - - L9T'1 -

L8L'ST - - - - - - -

S6t°L - - - - - - -

685786 - 8T 698°+C1 - 1€ €011 -

¥90°799°¢ (169°€TS°1) LTF'6 8LLTOL [434 7T6°S6C 8181 607'1

LEOHST - - LST'ES 607 6vT'81 76T -

980°€91 - 8¥L 8IL°9 - €L 068°01 34

11 - - - L - - -

679°CC - 8T 659°L I - - -

000°12 (169°€TS°1) - 112°e - - - -

879 1T - - 019°¢ - - 1€l 9T

10€°26€ - - I I £98°81C - -

TTTe9T § - $ 1598 $  TTE6T9 $ vl $ LEL'SS $ €089 $ oveE'l $

L96°LESY  $ (169°€TS'T) $§  9SE°01 $ ISTSKPY'T  $ 110°C $ 000°S€EL § SISl S 6071 S

9617t - - - - - L9T'1 -

9TL 181 - - - - - L89°1 -

- (169°€TS°1) 00S‘y $50°898 - 0S°9€9 112 -

16S°L1S - - S€0°68 (4 vzl 8 -

6TS°Ty - - LT0°T - - - -

87609 - - - - - - -

T8€°9€L°1 - 6v6' 8ET6LY - 1ee L09TI T8€°1

LEOPST - - LST'ES 60t 6vT'81 6T -

160°¢ - - - - - - -

9SEYLL - L06 6€9°€S1 €56°1 998°9L a4 LT

11eco’r $ - § - $ - § - $ - § - $ - $

1830 suoneurwIfy 8080 €6L0 0tL0 8TL0O 0ZL0 SLSO £0S0
Isnay, JOIY J9pIAOAd  SUIA[0AdY Aeqay Sniq weirdoad Surye AANUIU]
sasodang eIy oy weigoad ur Adudgeauy PIBJIPIIA  PI0IY Y[BIH
[eadg -Ang predqpo [BIIPIN SIINAIIS MU0 Y
[BdPIAl qeyoy
J[udANnp

(SI191J9p) SIdUEB[E(Q PUNJ PUE ‘SIDINOSAI JO SMOJUI PILIIJIP ‘SIDI[IQeI] [BI0 ],
(S)101J0p) SeouR[eq PUNJ [BIO ],
pausisseun
SOOIAIS [RIDOS PUE ()[BAY 10 POPIULIO))
(SLIDIIA@ SAONVIVE ANNA

$32.IN0S31 JO SMO[JUI PI.LIIJIP [BI0 ],
SOOIAISS 10J SOFIRYO JOUI() - ANUOASI J[GBIBABU)
syueld Sunerado 10y - SNUSAI d[qe[IBARUN
XB) JUQLISSOSSE JOPIA0Id [BOIPIJA] - SNUAADI S[qe[IBABU[)
S09J PUE OSUAII - ANUOAJI J[QBIBABU)
sjuesd Sunjerado [eIopa,] - oNUSALI d[qe[IBABUN
SADANOSHA 4O SMOTANI I ALAA

sanIqen [¥30L

JOINSBAI ], 918)S JO SUIPUS] SONLINGAS Jopun suonesiqO

syrun Juouodiuod SIoUI[[] JO 91elS 0} aN(J

spuny A1e1onpiy 9je)s 1030 0j an(g

spuny 9je)§ 1930 03 AN

spuny juounredo(y 1oyjo0 03 ong

[90] - JUWIUIIA0S JOYI0 0} an(J

[I0PAJ - JUAWUIIA0S JOYJ0 0} an(J

SoNI[Iqel] paniooe pue d[qeded sjunoddy
SHILI'TIAVI'T

$JISSE [BJO ],
syrun Juouoduwod SIouI|[[ JO 91e)S Woly on(g
spuny 9Je)§ J9YJ0 WOy (g
spuny juounreda(q Joyjo woxy ong
10U ‘SO[BAIII YO
JOU “O]qRAIOOAT SOXE],
[890] - JUSWIUIOA0S JOYJ0 WOy on(g
[eI0PaJ - JUSWIUISA0S JOYI0 WoIJ on(J
JoINSBAI] 9181 M A)nba [e1oje[jod Surpud| senLmoog
Ssjua[eAINba Yses pue yse)
I0INSEAI], 9Ye)S yim A)nba yse)
suonerdoxdde papuadxaun
SLASSV

(spuesnoyJ, ur passdadxy) 60T ‘0€ dunp
puny je.Jauan)

- $JUNO0YIY JO I[NPIYIS Suruiquio))

S0IAIBS AjIe- pue aseayljesH 4o uswiaedsq
sioul||l Jo syelsS

1

on

<t
1



$9S°1S $ (LLD) s - § ssreer (10002 $ 7901 $ (€5196) ¢ (929°c0D) § (£€8909°D) § 610 0€ ANNC “(SLIDIAA@) SADNVIVE ANNA

979°9S LSO'E (Z0T's) S08 181 (zisTn 5T6 (S6S°1L) (00L°L9) (091°6LS"Y) PAILISAI SB “GTOT ‘I AN[ ‘(SIOLAP) saduL[eq punyg
(290°5) (reee) 0TS 0S6°T11 (68+°L) (061°8) (855%2) (9L6°5€) LTETL6T sddue[eq puny ul AZULYD JON
0€Y €EP°E - (000°5L€) 000°01 (95€°1H) - 000°0T 0+0°S60°9 $32.1n082.1 [BUEULY
JO (S3sn) $32INOS IO JON
LT - - - - - - - - Suroueury osea] [ende)
- - - (000°5L€) (000°02) - - - (6T 11T1) NO-SIQJSUL],
SLTY - - - 000°0€ - - 000°0T - UI-SIQJSUL,
- - - - - - - - 000°0T No-s19Jsuen} SIS JO junowy
- - - - - - - - - ur-s1gjsuel) SINVS JO junowry
- (9€5°8) - - - (L¥S1¥) - - (S€€°T19°€¢) Amseai], oye)§ 0) paprwsuel) pue pajod[0d s1dreoay
- (1¢) - - - (100°1) - - OrI°116°C suoneudodde pasdey
- 00071 - - - 61°1 - - +9G°L86°L 52210521 21e)§ woyy suonerdorddy
SADYNOSTA TVIONVNIA
A0 (SASN) SADINOS YAHLO
(9€°6) (L9L'9) 0TS 0S6°98% (68t°L1) 991°¢E (855%2) (9L6°5S) (€1L°zer’e) S9ANYPuddxd (J9puUN) 1240

SINUIAI JO (AQUIIJIP) SSIIXY

STEE61 796°€1 S91°791 Y1€°L66°C £6£95€ 81 780°0€0°C S6L061 89S TH1°L sarmypuadxa [ero,
¥TET - - - - - - - 1SS skepno fende)
S - - - - - - - - 1SaIUT JTAISS 1q3(]
0z - - - - - - - - [edounid 2914198 199
9L6°061 796°€1 S91°791 P1E°L66°T £6£°95€ 8yl 780°0€0°C S6L061 LIO'THT'L SIOIAILS [R100S PUE I[BdH
STANLIANAIXA
196°€81 S61°L L9E°L91 9T ¥8Y°E $06°8€€ y1E€E $75°S00°C 618€l SS8°810Y SINUIAAL [B)O],
- - - - - - - - €TE1 Reliile)
- - - - S6TYT - - - - JoU ‘saxe) YO
- - - LITTIST L80°S91 $8LLT - - - Xe) JUOWISSASSE JOPIA0Id [EDIPIN
- - - S61°S 128 - +99 LTT - QUWIOJUT JUSWISIAUL JOYJO PUB JSAIdU]
€0I°ST1 - - - - - - - - 19U “‘SOOIAISS 10] SOFIRYD 1010
- - - - - - - - SILST $39J pUB SISUDI]
- - - - - - 686°LEL 056 00L°€tT sjue1d Sunerado 100
85889 $ S6lI°L $ L9€°L9T $ TS6'996T S 100°6¥1 $ 0€S°ST $ 1.8°99T°1 § TH9°66 $ LII'SYL'E $ 10U ‘[e1opay - sjuess Sunerndo
SHONIATH
1210 L6E0 SSE0 9r€0 SPE0 yreo 67€0 9€T10 1000
snag, pEilitle) w-:-—uﬁ“E JIpIaoag JIpIAo.ad dae) aa snaj, SNIARS ANUIAY
SILIDA0Y sune.ry, PIBIIPIA —N«_&mom E.—m,ﬁuwﬂc‘.— I suosd g JIpraoad —Nuwnmcm [eJudn)
pIV d1qng uoyeINPY J0§ 12p1A0Ad funo) 1jon
Tenadg ae)

(spuesnoy I, ur passaadxy) 6107 ‘0€ dung papuy Jedx Ay} 104
puny [eJauan)

- ddueeg pun, ul sdguey) pue ‘soamrpuadxy
‘SANUIAIY JO I[NPIYIS SUIUIquIo))

S30IAIBS AfILue pue aJedyiesH Jo Juswiiedsq
sioul]|l Jo are1s

_44 -



PP 1v0) S - § (Sse) S 109°LI8 S 6LS°1 $ L9L°SEY $ (osTe)  § - S - S

(0¥0°105°€) - (86L°¢€) 1€v' 19 PITT 809°0CF 0r6°L1) 92) -

96L°65T°€ - £rp0€ €LI°€0T Sov 651°S1 099°S 9T -

1S9°10T°L - 000°€¢ TETTY'1 - - - - -

S0T - - 8L1 - - - - -

(000°L9) 6T€6ES°1 - - - - - - -

- (6T€°6£S°T) 000°¢ $S0°T8Y°1 - - - - -

000°0T - - - - - - - -

(81+°799°¢) - - - - - - - -

801°016°C - - - - - - - -

95L°000°8 - - - - - - - -

(SS8°116°€) - €PbLT (650°6LT°1) S9p 6S1°S1 099°S 9T -

£90°88C°81 (€01°ST1) 6L0°8 1LT°98T°S €l (€6£°C1) S06°S1 (S1) SEV61

Tl - STLY 7€9°9 - - - - -

61 - - 14! - - - - -

L9 - - Ly - - - - -

SPLELT'SI (€01°511) yse'e 8LS'6LT'S 43 (g6€°C) S06°ST (9] Ser'6l

80T°9E Y1 (€01°ST1) TTS°SE TITLO0'Y L6S 99L°C S96°1T [ SEP61

166°C - - 91€"T - - T5¢ - -

PI6°T1Y - - 619°L8€ - - - - -

886769°1 - - - - - - - -

12€°11 - - P16°1 8¢ 99L°C 9 - -

- (€01°511) - - - - - - -

¥87°9C - - - 69S - - - -

€68°120°1 - 0L1 - - - ¥0°S - -

LSS'OLITL $ - Tseise $ €9€919°¢  § - $ - $ €911 $ 11 $ sev'el $

e, suop U 8080 €6L0 0bLO 87L0 0ZL0 SLSO €050
ISnAY, JOI[9Y Jap1aoag SuIA[oAdY Aeqay snaq weagorg Suryae AU U
sasodang AIRIYP[BIH weigoad ul Aduddeadyuy PIRIIPIIA [RURE
[enads -Ang presrpajn (&P [ERITWEIN Predy
[8AIPIN qeyay RUTRIEE ]
d[udAne

6107 0€ ANNC “(SLIDIAA@ SADNVIVE ANNA

PpajeIsaI se ‘g7 ‘1 AInr “(sorjop) seoue[eq pun,y

sddue[eq puny ui dSueyd PN

$32.1N083.1 [eIdURULY
JO (S3sn) $32.aN0S I3YI0 JON

Suroueury oses] [eyde)

JNO-SI10JSURI],

ul-s1oJsuel],

Jno-s1ejsuel) SNVS Jo junouwry

ul-s1ejsuer) SNVS Jo junowry

Amsea1], 21e)S 0} PANIWISURN) pue pajad[[0d s1dreoay

suonerudoidde pasde

saoInosor 9je)§ woij suoneridorddy
SHDUNOSTA TVIONVNIA
40 (SFSN) SADANOS YTHLO

SIMIpuadxa (19pun) 1940
SINUIAII JO (AQUIIIJIP) SSIIXF

saamipuadxa [ejo,
skepno [ende)
JSQIAJUI ADIAIAS 19T
[ediourid 9914105 192
SOOTAISS [BI00S PUE [[eoH
STANLIANAIXHT

SINUIAL [B)O,
10
19U ‘SaXe) I_YIQ
Xe) JUSWISSasse 1op1Aoid [eo1pajy
SUWIOOUT JUSWISIAUL JIYIO PUB ISIU]
10U ‘S01AIRS 10§ SaTIRYD IYIQ
$99J puB SASUOI']
sjuerd Sunerado 10410
19U ‘[e1opaJ - sjueld Suneradp

SANNIATA

(spuesnoy I, ur passaadxy) 6107 ‘0€ dung papuy Jedx Ay} 104

pun, [e13uds)

- ddueeg pun, ul sdguey) pue ‘soamrpuadxy
‘SINUIAIY JO IMPIYIS Suruiquio))

$301A9S AjILueo pue areayljeaH 4o Juswiiedsq

siout]i| Jo a1e1s

_45 -



0S6°TLT $50°09 $  ¥60°701 L1 § 08I°L S ¥09 $

1L0°€S 60171 8TS°EE - LLT'S LST

1L0°€S 601°F1 8TS"EE - LLT'S LST

YPL 1 80711 - L1 [ LLT

LLT - - - - LLT

LOYTT 80+ 11 - L1 (44 -

SETL0T 8ESPE 995°0L - 196°1 0L

[atd - - - [Tl -

9rE - €92 - €8 -

9€9°C 9€9°C - - - -

$00°9 116°S T - - 0L

1¥6°L 808°9 €er’l - - -

L85°6 L8S°6 - - - -

80T°6L 965°6 $ 9169 - $ 99% $ - $

0S6°'TLT $§ SS0°09 $  $60'701 L1 $ 08I°L $  #09 $

L - - - L -

000°1¢C 000°1C - - - -

805°8 12T°8 - - 01 LLT

LY¥ 1S TLTST 1+9°s¢€ L1 LIS -

[t - - - [Ava -

€TI°1T T95°ST - - vET'S L€

£5¥°89 - $ €SP°89 - $ - $ - $

[N LSLO €ELO €750 TS0 1#€0
dANR.NSIUIWPY A19A009Y uonedINpy pue J9ysued] 39spng  Isni], Axnbuy
yoddng piryd ) [BIEIN ) AnquIRy| u0sIdg oY) Jpiaotg
0%eqo], SUO)IRLIOD SMO[[0] AQUOA

Jo yudunaedaq

ANUIAFY [e1adg

SIJUB[RQ PUNJ PUE ‘SIVINOSI.I JO SMO[JUI PILIIJIP ‘SINI[IQRI] [BIO ],

SooUE[Eq PUNJ RO,
SOOIAIQS [BIO0S PUE [J[AY JO0] POYPIIO))

SHONVIVE ANNA

$32.IN0SIT JO SMO[JUI PI.LIJIP [€I0 ],
SO9J PUEB ASUIII'T - SNUIAI JqR[IBABU()
syuel3 Sunerddo [eIOpo,] - ONUSAJI J[qe[IBABU)
SHOUNOSHY HO SMOTANI ATIITIAA

SInIIqel] [8)0L

IOINSEAI] 9)e)S JO SUIPUS| SAILINOAS Jopun suonesqQ

sytun Juduoduwos SIOUI[[] JO 93elS 03 an(J

spunj Areronpij 9)e1g Joyjo 03 an(g

spunj 23e}§ 19730 03 N

[290] - JUSWUISA0ST JOYI0 0} an(]

[BIOPA] - JUSWUISA0T JOYI0 03 an(]

sanI[Iqer] panIooe pue da[qeed s)uNodoy
SHLLITIIVIT

$)asse [B)O],
syun Juduodwod SIoul{[] JO JeIS WOy N
spuny jusunteda(q 12yjo woy ang
JOU ‘SA[QBAIDAI 1Y)
[BI9PJ] - TUSUILISAOT I3Y10 WO an(]
JoInseal] 91e)s yim Ajnbo [erdye[joo Surpus| sonLIndeg
I2INSBAL], A1eIS Yim Anbs yse)
suonerdordde papuadxoun
SLASSV

(spuesnoy [, ur passaxdxy) 60z ‘0€ dunp
Spuny [ejudumiuIdIA0Y) hO_.NE=QZ

- J39YS doue[eg SUIUIqUO))

$92IAISS AjIWe pue asedyljesH Jo Juawiredaq
Sioulj| 4o are1s

1

\O

<t
1



1L0°€S $ 601FI1 § 8Tsee $ - § LLT'S § LST $

118°0% 1667C ¥8Y°9 1LSY Shi'S 0TET

09T°C1 (z88°8) ¥r0°LT (1L5%) (892) (€90°1)

879°0LT S00°LT 0LT'SST (Lzs'1n) - -

S S - - - -

000°LT 000°LT - - - -

(¢z8°vs) - (s6T°¢) (Lzs1n) - -

(s€1°0) - (s€1°0) - - -

00900 - 00900 - - -

(88€°851) (L88°5€) (921°821) 9569 (892) (€90°1)

Y91°9%¢ 6Tr Ehl €7 00T - 098 'l

S S - - - -

14 14 - - - -

61 61 - - - -

9€1°9%¢ 10¥°¢p1 £Ev00T - 098 Wl

9LLL8T THS'LOT LOETL 9569 765 6L

LT1 - - - LT1 -

LEE'S LEE'S - - - -

6LE - - - - 6LE

€76 181 $ $0TT0l $ LOETL $ 956 $ SLv $ - $

eI LSLO €€L0 €750 TS0 1#€0
dAneHSIUIUPY %hu\roovm uoneNpy pue Jajsued |, snajg, %.::U-:
ja10ddng priyD JUIWID)IIS JUIWISINQUINY  }93png U0SIdJ ) JIpIAOIgd
03deqo], SUONIR.LIOD) SMO[[0,] AJUOTA

Jo yudunaedaq

ANUIANY [e13dS

6102 ‘0€ ANNC “(SLIDIAAA) SHONVIVE ANNA
810T ‘T An[ “(s1oyop) sooue[eq pun,
SdduB[Eq pUNj ul ASULYd JIN

$32.1N08d.1 [eIOURULJ
JO (S3sn) $32.1n0S J13Y)0 JIN
Suroueury osed] ende)
N0 SIQJSUBI],
ul-sI9Jsuel],
AInseal ] 9)e)S 0) PAIWISULI) pue P)d[[09 s1d1000y
suonerrdordde pasdey
$901n0sa1 9)e1§ woy suonerdorddy
SEDYNOSHA TVIONVNIA
J0 (SdSN) SAOANOS YTAHLO

S3IM)Ipuddxad (19pun) 1940
SINUIAJL JO (AQUIIIJIP) SSIIXF

saamIpuadxa [eyo],
sAepino [ejde)
1SQI0JUI ADTAISS }qO(J
Tedrourid 2o1A10s 199
SOOIAIAS [BID0S puUB )[R
SHTINLIANAIXA

SINUIAJI [B)O ],
QUIOOUT JUSUIISIAUI JOYJO PUL JSAIAIU]
19U ‘SIDIAIIS J0J STIeYD IO
SO9J pue ASUAIIT
jou ‘Te1opoj - syuesd Sunerod
SHANIATH

(spuesnoy T, ur passaxdxy) ¢L0Z ‘0€ dung papuy 1ed X Y} 10
Spuny JejusalmIuIdA0N) hc_,ﬁaﬁcz

- sddueleq puny ul sdguey) pue saampuadxy
‘SONUIAIY JO JUIWI)B)S FUIUIqUIO))

$92IAISS AjIWe pue asedyljesH Jo Juawiredaq
Sioulj| 4o are1s

-47 -



State of Illinois

Department of Healthcare and Family Services

Combining Statement of Fiduciary Net Position -

Agency Funds

June 30, 2019 (Expressed in Thousands)

ASSETS
Cash equity with State Treasurer
Cash and cash equivalents
Other receivables, net

Total assets

LIABILITIES
Accounts payable and accrued liabilities
Other liabilities

Total liabilities

Child Support  Child Support
Enforcement Enforcement
Trust Trust - SDU
0957 2957 Total
$ 13,344  $ - 13,344
304 6,458 6,762
195,525 - 195,525
$ 209,173 $ 6,458 215,631
$ 14,489 $ 6,458 20,947
194,684 - 194,684
$ 209,173 $ 6,458 215,631
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State of Illinois

Department of Healthcare and Family Services

Combining Statement of Changes in Assets and Liabilities -

Agency Funds

For the Year Ended June 30, 2019 (Expressed in Thousands)

Child Support Enforcement Trust (0957)
ASSETS
Cash equity with State Treasurer
Cash and cash equivalents
Other receivables, net
Total assets

LIABILITIES
Accounts payable and accrued liabilities
Other liabilities
Total liabilities

Child Support Enforcement Trust - SDU (2957)
ASSETS
Cash and cash equivalents
Other receivables, net
Total assets

LIABILITIES
Accounts payable and accrued liabilities
Total liabilities

Total
ASSETS
Cash equity with State Treasurer
Cash and cash equivalents
Other receivables, net
Total assets

LIABILITIES
Accounts payable and accrued liabilities
Other liabilities
Total liabilities

Balance at Balance at
July 1, 2018 Additions Deletions June 30, 2019
16,105 § 129,634 132,395 § 13,344
279 79,125 79,100 304
196,707 128,452 129,634 195,525
213,091 § 337,211 341,129 § 209,173
16,132 § 3,362 5,005 $ 14,489
196,959 204,215 206,490 194,684
213,091 § 207,577 211,495 ' § 209,173
1,582 $ 1,155,373 1,150,497 $ 6,458
12 126 138 -
1,594 $ 1,155,499 1,150,635 $ 6,458
1,594 $ 1,155,361 1,150,497 § 6,458
1,594 $ 1,155,361 1,150,497 $ 6,458
16,105 $ 129,634 132,395 $ 13,344
1,861 1,234,498 1,229,597 6,762
196,719 128,578 129,772 195,525
214,685 $ 1,492,710 1,491,764 $ 215,631
17,726  $ 1,158,723 1,155,502 § 20,947
196,959 204,215 206,490 194,684
214,685 $ 1,362,938 1,361,992 $ 215,631
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CERTIFIED PUBLIC ACCOUNTANTS & ADVISORS
I KI H ® Members of American Institute of Certified Public Accountants

132 South Water Street., Suite 300
Decatur, IL 62723

217.423.6000

SIKICH.COM

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS
BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED
IN ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS

Honorable Frank J. Mautino
Auditor General
State of Illinois

Report on the Financial Statements

As Special Assistant Auditors for the Auditor General, we have audited, in accordance with the auditing
standards generally accepted in the United States of America and the standards applicable to financial audits
contained in Government Auditing Standards issued by the Comptroller General of the United States, the
financial statements of the governmental activities, the major fund, and the aggregate remaining fund
information of the State of Illinois, Department of Healthcare and Family Services (Department), as of and for
the year ended June 30, 2019, and the related notes to the financial statements, which collectively comprise the
Department’s basic financial statements, and we have issued our report thereon dated April 9, 2020.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Department’s financial statements are free from
material misstatement, we performed tests of its compliance with certain provisions of laws, regulations,
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. However, providing an opinion on compliance with those
provisions was not an objective of our audit, and accordingly, we do not express such an opinion. The results
of our tests disclosed instances of noncompliance or other matters that are required to be reported under
Government Auditing Standards and which are described in the accompanying Schedule of Findings as items
2019-001 through 2019-004, 2019-006, and 2019-009 through 2019-011.

Internal Control Over Financial Reporting

Management of the Department is responsible for establishing and maintaining effective internal controls over
financial reporting (internal control).

In planning and performing our audit of the financial statements, we considered the Department’s internal
control to determine the audit procedures that are appropriate in the circumstances for the purpose of expressing
our opinions on the financial statements, but not for the purpose of expressing an opinion on the effectiveness
of the Department’s internal control. Accordingly, we do not express an opinion on the effectiveness of the
Department’s internal control.
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Our consideration of internal control was for the limited purpose described in the preceding paragraph and
was not designed to identify all deficiencies in internal control that might be material weaknesses or
significant deficiencies and therefore, material weaknesses or significant deficiencies may exist that have
not been identified. However, as described in the accompanying Schedule of Findings, we did identify
certain deficiencies in internal control that we consider to be material weaknesses and significant
deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow management
or employees, in the normal course of performing their assigned functions, to prevent, or detect and correct,
misstatements on a timely basis. A material weakness is a deficiency, or a combination of deficiencies, in
internal control such that there is a reasonable possibility that a material misstatement of the entity’s
financial statements will not be prevented, or detected and corrected, on a timely basis. We consider the
deficiencies described in the accompanying Schedule of Findings as items 2019-001 through 2019-004,
2019-006, 2019-007, and 2019-009 through 2019-011 to be material weaknesses.

A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less
severe than a material weakness, yet important enough to merit attention by those charged with governance.
We consider the deficiencies described in the accompanying Schedule of Findings as items 2019-005, and
2019-008 to be significant deficiencies.

Department’s Responses to the Findings

The Department’s responses to the findings identified in our audit are described in the accompanying Schedule
of Findings. The Department’s responses were not subjected to the auditing procedures applied in the audit of
the financial statements and, accordingly, we express no opinion on the responses.

State of Illinois, Department of Human Services’ Responses to Findings

The State of Illinois, Department of Human Services’ responses to items 2019-001 through 2019-006, 2019-
009, and 2019-010 are described in the accompanying Schedule of Findings. The State of Illinois,
Department of Human Services’ responses were not subjected to the auditing procedures applied to the
audit of the financial statements and accordingly, we express no opinion on the responses.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance and
the results of that testing, and not to provide an opinion on the effectiveness of the Department’s internal control
or on compliance. This report is an integral part of an audit performed in accordance with Government Auditing
Standards in considering the Department’s internal control and compliance. Accordingly, this communication
is not suitable for any other purpose.

SIGNED ORIGINAL ON FILE

Decatur, Illinois
April 9, 2020
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2019-001

STATE OF ILLINOIS
DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES

SCHEDULE OF FINDINGS

CURRENT FINDINGS
(GOVERNMENT AUDITING STANDARDS)

FINDING (Inadequate controls over eligibility determinations, redeterminations and mid-point
reporting requirements)

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments™) lacked controls over eligibility determinations, redeterminations
and Mid-Point Reporting requirements for Federal programs where such determination/requirement
is documented using the Integrated Eligibility System.

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ Integrated Eligibility System (IES) is the automated system used
by the Departments which intakes, processes (with the assistance of caseworkers), and approves
recipient applications, redeterminations, Mid-Point Reports and maintenance items in order to
determine eligibility and make payments for the State’s human service programs.

In order to conclude if the determination of eligibility was proper, we selected a sample of 60 cases
(29 new applications and 31 redeterminations) and tested whether the cases were properly certified
(approved or denied) based on non-financial, financial and timeliness criteria. For SNAP cases we
also tested whether the Mid-Point Report (MPR) was timely certified, where applicable. Our testing
considered all the documentation contained within the case file, including the scanned documentation
supporting caseworker overrides required prior to certification. In 13 of the 60 cases tested (21.7%)
we noted 15 exceptions where either the case was not certified timely and/or the case file did not
contain documentation supporting eligibility upon certification.

Specifically we noted:

. For 6 cases (10%) the application, redetermination or mid-point report was not
approved or denied timely. For 6 SNAP cases, the approval or denial was between 4
and 264 days late. For 2 Medical cases, the approval or denial was 32 and 175 days
late. (The 2 Medical cases were also SNAP cases.)

. For 1 case (1.7%) the file did not contain documentation of an application for benefits.

. For 1 case (1.7%) the file did not contain the redetermination form.

. For 6 cases (10%) the recipients reported income was not fully supported or not
accurately supported.

. For 1 case (1.7%) the file did not include verification of non-citizen status.

Departments’ management indicated the above errors were due to caseworker error. Caseworkers
did not complete eligibility determinations timely and did not sufficiently scan and upload all
necessary eligibility documentation into the IES case file.

In order to understand the functions performed by the caseworkers more fully, we conducted on-site
observations at three of the Department of Human Services’ local offices. We noted the following
types of issues the caseworkers encountered in their utilization of IES while working with recipients:

. IES timed out and sent the caseworker back to the login screen while entering
recipients’ information. Consequently, the caseworker had to reenter information.
. IES indicated a recipients’ information contained errors; however, the caseworker’s

review of the information noted no errors.
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. IES had technical errors while interfacing the other applications to conduct verification
of the recipients’ information.

. IES had errors in determining the benefits for recipients.
IES had issues determining recipients’ eligibility.
. IES was unable to produce correspondence to recipients.

Department management indicated the above errors and problems were due to IES technical defects.

Further, we noted insufficient communication between the Departments’ internal operating units
which administer IES and related systems and the Departments’ financial reporting units, along with
a lack of communication between the Departments and the auditors. We discovered that in September
2019, HFS’ Bureau of Eligibility Integrity identified system defects which resulted in temporary
eligibility status recipients, or presumptively eligible recipients, maintaining their eligibility status in
error after the Departments had deemed them ineligible. However, this condition was not reported
to HFS’ financial reporting unit to determine the impact of this defect on the Departments’ financial
statements, and it was not made known to the auditors. In fact, it was not until February 2020, during
testing for the Statewide Single Audit performed by other auditors, that exceptions in the other
auditors’ testing and further inquiries related thereto led to HFS’ disclosure of the existence of these
system defects. At our request, HFS performed an analysis of the impact of this defect on the
Departments’ financial statements and determined HFS paid benefits of $4.7 million in error for
recipients who had been determined ineligible and received $217 thousand in federal financial
participation (FFP) from those disbursements, pertaining to fiscal year 2019. The Departments
concluded these errors were not material to the financial statements, and as such no changes to the
financial statements resulted.

The lack of a formal process to communicate matters such as those identified above represents a
significant weakness in internal control over the Departments’ financial reporting. It is essential that
financial-related consequences of system defects be communicated with appropriate fiscal personnel
to determine the potential impact on the financial statements. Further, full and timely disclosure of
potential or known problems to the auditors is essential to avoiding delays in the audits, including
audits of the Departments’ financial statements, the Statewide Single Audit, and the Statewide
Comprehensive Annual Financial Report.

Also, in the Centers for Medicare and Medicaid Services (CMS) findings from its Payment Error
Rate Measurement (PERM) reporting year 2019 report, we noted CMS reported an estimated
payment error rate of 35.37% for Medicaid eligibility issues. CMS used its sample results to project
$4.3 billion in federal benefits payment errors for the 2019 reporting year. It is important to note
that CMS stated in its report that not all payment errors identified in the report are necessarily
indicative that the expense should not have occurred. For instance, if missing information had been
on the claim and/or the State complied with the enrollment requirements, then the claims may have
been payable. Further, CMS did not impose eligibility recoveries or disallowances for reporting year
2019. The more significant eligibility errors identified in the PERM report were:

. Documentation to support eligibility determinations was not maintained.
. Verification/documentation not done/collected at the time eligibility was determined.
. Eligibility was not redetermined within timeliness criteria (See Finding 2019-003).

The Code of Federal Regulations (Code) (42 C.F.R. § 435) requires recipients of Medicaid to provide
documentary evidence of their citizenship, residency, SSNs and income. Further, the Code (42 C.F.R.
§ 431.17) requires the Medicaid agency to maintain records of each applicant and beneficiary,
including records which support the determination of eligibility.

The Code (7 C.F.R. § 273.2) requires that the application or reapplication form (form) for individuals
requesting SNAP be signed to establish a filing date and to determine the State agency’s deadline for
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acting on the form. The State agency shall not certify a household without a signed form. The
application process includes filing and completing an application form, being interviewed, and
having certain information verified. States must meet application processing timelines. All SNAP
applications, regardless of whether they are joint applications or separate applications, must be
processed for SNAP purposes in accordance with SNAP procedural, timeliness, notice and fair
hearing requirements. State agencies shall verify the following information prior to certification for
households initially applying” gross nonexempt income, alien eligibility, utility expenses, medical
expenses, social security numbers, residency, identity, and disability.

The Code (7 C.F.R. § 273.10) requires that the household’s eligibility be determined for the month
of application by considering the household’s circumstances for the entire calendar month in which
the household filed its application. Eligibility for recertification shall be determined based on
circumstances anticipated for the certification period starting the month following the expiration of
the current certification period.

The Code (7 C.F.R. § 273.14) (SNAP recertification) requires that the State agency must establish
procedures for notifying households of expiration dates, providing application forms, scheduling
interviews, and recertifying eligible households prior to the expiration of certification periods.

The Code (7 C.F.R. § 274) indicates that each State agency is responsible for the timely and accurate
issuance of SNAP benefits to certified eligible households, and that all newly certified households
(except those given expedited service) shall be given the opportunity to participate no later than 30
calendar days following the date the application was filed.

The internal control requirements of the Uniform Administrative Requirements, Cost Principles and
Audit Requirements for Federal Awards (Uniform Guidance) within the Code of Federal Regulations (2
C.F.R. § 200.303) requires the Departments to establish and maintain effective internal control over the
human services programs to provide reasonable assurance that the Departments are managing the human
services programs in compliance with federal statutes, regulations, and the terms and conditions and
comply with federal statutes, regulations, and terms and conditions of the human services programs.

Additionally, the Fiscal Control and Internal Auditing Act (Act) (30 ILCS 10/3001) requires the
Departments to establish and maintain a system, or systems, of internal fiscal and administrative controls
to provide assurance that resources are utilized efficiently, effectively, and in compliance with applicable
laws.

Inadequate controls over eligibility determinations resulted in determinations of eligibility that were
not demonstrated or documented prior to recipient certification, and the State expending Federal and
State funds for recipients that may not have been eligible to receive benefits. Poor communication
between internal operating unit personnel and financial reporting personnel could result in a
misstatement of the Departments’ financial statements. Noncompliance with federal laws and
regulations could lead to sanctions and/or loss of future Federal funding, disallowance of costs, and
the requirement to return Federal funds previously received. (Finding Code No. 2019-001, 2018-005,
2017-008, 2016-001, 2015-002)

RECOMMENDATION

We recommend the Departments work together to:

. provide adequate training and supervision of caseworkers;

. implement additional controls to ensure appropriate documentation of eligibility is
obtained at the time of certification and retained in IES,

. complete certifications of applications and redeterminations timely,
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. establish formal lines of communication between operating unit personnel and financial
reporting personnel, and
. correct IES application errors.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS and
DHS are working together to improve staff training materials and communication as well as better
documentation through use of electronic case records. HFS submitted corrective action plans to
Federal CMS to address the PERM report. HFS and DHS continue to address timeliness issues with
both applications and redeterminations through staff hiring and process simplification. The HFS
Division of Medical Programs and the Division of Finance will develop a formal process to
communicate any system defects that may have financial impact. HFS continues to work with DolIT
/ DHS to prioritize defects and enhancements for release into IES to improve performance and
accuracy.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. Training of staff continues
to be an important factor for the successful operation of IES. The Department continues to adjust
and improve mandated IES training as needed.

DHS agrees to work with all staff, including Regional Administration and Policy experts in order to
identify any potential additional controls that would assist in ensuring appropriate documentation of
eligibility is obtained and retained in IES.

The timely certification of applications and redeterminations are a constant and continuous priority.
DHS agrees to continue to communicate to staff the importance of timeliness. Since late in calendar
year 2018, the SNAP timeliness rate has successfully climbed from below 65% to above 95% in
early calendar year 2020.

The portion of this finding related to insufficient lines of communication from operating unit
personnel and financial reporting personnel is specific to HFS. DHS has no comment.

DHS, HFS, and DolT continue to work on system defects and enhancement requests to ensure that
IES is running optimally and handles applications according to relevant policy.
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2019-002

FINDING (Lack of security controls over the Integrated Eligibility System (IES))

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments™) failed to implement adequate security controls over the Integrated
Eligibility System (IES).

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ IES is the automated system used by the Departments which
intakes, processes (with the assistance of caseworkers), and approves recipient applications,
maintenance items, and redeterminations in order to determine eligibility and make payments for the
State’s human service programs.

Environment Security
We requested the Departments provide the population of servers in which IES resided. In response,
the Departments provided a population; however, our testing noted the population was incomplete.

Even though the population was incomplete we tested the population of servers the Departments
provided noting 139 of 198 (70%) servers were running operating systems which were no longer
supported by the vendor. In addition, 36 of 198 servers (18%) were not being backed up.

Furthermore, the Departments did not provide documentation demonstrating antivirus software had
been installed on the servers hosting IES and its data.

Additionally, during the Departments’ internal security review completed as part of its Plan of
Actions and Milestones (2019) report to the Centers for Medicare and Medicaid Services, the
following significant security threats were identified:

. Protected health information and personal identifiable information was exposed to
shared service areas,

Audit logs were not generated,

Inadequate access provisioning,

Inadequate server configurations, and

Multifactor authentication was not enabled.

The Code of Federal Regulations (Code) (45 C.F.R. § 95.621(f)(1)), ADP System Security Requirement,
requires State agencies to be responsible for the security of all automated data processing system (ADP)
projects under development and operational systems involved in the administration of the U.S.
Department of Health and Human Services programs. State agencies are required to determine the
appropriate security requirements based on recognized industry standards or standards governing
security of federal ADP systems and information processing.

The Centers for Medicare and Medicaid Services, MARS-E Document Suite (minimum acceptable
risk standards for exchanges), states that protecting and ensuring the confidentiality, integrity, and
availability of state Marketplace information, common enrollment information, and associated
information systems is the responsibility of the states.

The Departments indicated the lack of resources and oversight contributed to the weaknesses.

User Access Security

During our testing of the Departments’ access provisioning policies, we noted the policies did not
define the time period in which the Departments were required to disable a terminated individuals’
system access. In our review of 26 terminated IES users, we noted 12 (46%) had their access
terminated 2 to 90 days after termination of employment.
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The Code of Federal Regulations (Code) (45 C.F.R. § 95.621(f)(1)), ADP System Security Requirement,
requires State agencies to be responsible for the security of all automated data processing (ADP) projects
under development, and operational systems involved in the administration of the U.S. Department of
Health and Human Services programs. State agencies are required to determine the appropriate security
requirements based on recognized industry standards or standards governing security of federal ADP
systems and information processing.

The National Institute of Standards and Technology (NIST), Special Publication 800-53, Security and
Privacy Controls for Federal Information Systems and Organizations, states an entity is to define within
policies and procedures personal security transactions, establishment and termination of access, based
on assessed risk of the entity’s environment. Additionally, the U.S Department of Health and Human
Services’ Security Rule adopted pursuant to the Health Information Portability and Accountability Act
and published within the Code (45 C.F.R. § 164.308(a)(3)(ii)(C)) requires the Departments to implement
“procedures for terminating access to electronic protected health information when the employment of,
or other arrangement with, a workforce member ends.”

The Departments’ management indicated they believe their access provisioning activities were in
accordance with Departments’ policy, industry standards and the Code.

The Departments’ failure to maintain adequate internal controls over the security of the IES
application and data increases the risk IES may be exposed to malicious attacks, security breaches,
and unauthorized access to recipients’ personal and health information. (Finding Code No. 2019-
002, 2018-008, 2017-010)

RECOMMENDATION

We recommend management of the Departments enhance security controls over the IES
environment, application, and databases. Specifically, the Departments should enhance controls to
address back-ups of all servers on a regular basis and update operating systems for servers which are
running software no longer supported by the vendor. Further, the Departments should enhance
policies governing termination of IES access rights. The policy should be specific in describing the
maximum period of time allowed for terminating the access rights. Finally, the Departments should
ensure a complete and accurate record of all servers on which IES resides is maintained.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
work with DolIT / DHS to ensure a complete and accurate record of all servers is maintained and
servers are backed up. HFS will enhance its policy governing system access.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. DHS and the Department
of Healthcare and Family Services (HFS) continue to work with Department of Innovation and
Technology (DolT) on the acquisition and organization of servers and other infrastructure to support
the Integrated Eligibility System (IES). The current focus of these efforts is to migrate IES system
Databases from end-of-life servers, in order to resolve existing vulnerabilities and allow for backup
of all active IES servers. A complete and accurate configuration listing of active IES servers is in
development and will be maintained throughout this infrastructure reorganization.

The Application for Benefits Eligibility (ABE) web-facing portal Multi Factor Authentication
(MFA) IBM Security Access Manager (ISAM) solution, which replaced the phased-out Fed Centers
for Medicaid Medicare Services (CMS) MFA service, was implemented in March 2020. DolT is
working to expand MFA, using the ISAM solution, to all users accessing the IES application.
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DolT and DHS continue to work with the State’s IES development vendor, toward resolution of
outstanding Plan of Action and Milestones (POAM) items, which includes the addition of detailed
audit logs in IES.

DolT-DHS will assist DHS Family and Community Services (FCS) Division in documenting policies

governing access provisioning, approving access, maintaining access, and deactivation of access to
reduce the risk of unauthorized and/or inappropriate access to IES.

- 58 -



2019-003

FINDING (Untimely processing of applications for benefits and redeterminations of eligibility for
benefits)

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments”) did not maintain adequate internal control to ensure applications
for benefits and redeterminations of eligibility for benefits were completed timely.

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ Integrated Eligibility System (IES) is the automated system used
by the Departments which intakes, processes (with the assistance of caseworkers), and approves
recipient applications, maintenance items, and redeterminations in order to determine eligibility and
make payments for the State’s human service programs.

As part of our audit procedures, we tested the Departments’ compliance with the federal time
requirements for approving or denying applications, conducting redeterminations, and working any

changes communicated by recipients for the SNAP, TANF, and Medical programs.

Initial Applications

The Code of Federal Regulations (Code) (45 C.F.R § 435.912(¢)(3)) requires the Departments to
determine the eligibility of applicants for medical program benefits within 45 days of receipt of the
application for benefits. Additionally, the Code (7 C.F.R § 273.2(g)) requires the Departments to
determine the eligibility of applicants for SNAP benefits no later than 30 calendar days following
the date the application was received. Furthermore, the Code (45 C.F.R §206.10) requires the
Departments to determine the eligibility of applicants for TANF benefits within 45 days of receipt
of the application.

At June 30, 2019, the Departments had a backlog of 107,242 Medical applications, 19,957 SNAP
applications, and 6,476 TANF applications, for which the determination of eligibility to receive
benefits was not complete. Of the 26,433 SNAP and TANF applications, there were 4,194
applications which had applied for both programs.

Additionally, there were 1,279 applications in which the applicant did not specify the program;
therefore, we were unable to determine the timeliness of the application.

Redeterminations

The Code (42 C.F.R § 435.916(a)(1) and 7 C.F.R § 273.14) requires the Departments to redetermine
eligibility for SNAP, TANF and medical programs every 12 months.

As of June 30, 2019, the Departments had a backlog of recipients for which eligibility
redeterminations were required and redetermination information was provided by the recipients. The
backlog at June 30, 2019 included at least 170,720 medical redeterminations, and 980 SNAP and
TANF redeterminations.

In addition to the above known redetermination backlog, because of a defect within IES, the date
information was received was not documented and we were unable to determine the timeliness of
the redeterminations for 68,612 Medical recipients and 2,146 SNAP and TANF recipients.

The 239,332 individuals above (170,720 redeterminations that contained a date and 68,612
redeterminations which did not contain a date) were part of 152,425 cases with pending medical
redeterminations that were incomplete. In addition, there were 863 recipients with pending medical
redeterminations for which information was provided, however it did not document the receipt date.
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Change Documentation

The Code (42 C.F.R § 435.916(d)(1) and 42 C.F.R § 435.952(a)) requires the Departments to
promptly redetermine eligibility upon receipt of information affecting eligibility.

When a recipient encounters a change in their situation, which may have an impact on eligibility, the
recipient is to notify the Departments of such change. As of June 30, 2019, the Departments had a
backlog of 51,903 cases for which information had been received but not reviewed. Because the
information had not been reviewed, the Departments did not know which program(s) might be
impacted. As such, we were unable to determine the timeliness of processing the information.

Center for Medicare and Medicaid Services

In the Centers for Medicare and Medicaid Services (CMS) findings from its Payment Error Rate
Measurement (PERM) reporting year 2019 report, it was projected that $977 million of federal
benefits were considered errors because the determination was not conducted timely. Specifically,
the Departments could not provide evidence they conducted an eligibility determination or the
eligibility determination was not in accordance with timeliness standards (does not apply to
application timely processing) as defined in the federal regulations. However CMS did not impose
eligibility recoveries or disallowances for reporting year 2019.

The Departments indicated lack of staff contributed to the delays in completing the applications,
redeterminations and other information within the required timeline.

Untimely determination of eligibility, redetermination of eligibility and processing of change
documentation is a violation of the Code of Federal Regulations. Failure to make timely
determinations of eligibility could result in hardships for the applicants. Furthermore, failure to
timely redetermine eligibility for benefits could result in the Departments paying benefits to
ineligible individuals as well as then receiving federal financial participation in connection with those
ineligible benefits paid. (Finding Code No. 2019-003, 2018-006, 2017-006)

RECOMMENDATION

We recommend management of the Departments work together to implement controls to comply
with the requirement that applications are reviewed and approved or denied within 45 or 30 days, as
applicable. Furthermore, the Departments should establish appropriate controls to both monitor the
progress of eligibility redeterminations and ensure those redeterminations occur timely along with
any change documentation received.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
continue to cooperate with Federal CMS regarding corrective actions. All backlogs are being
addressed through a combination of staff hiring, enhanced training, process simplifications, policy
streamlining and system enhancements.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. DHS agrees to work with
the Department of Healthcare and Family Services (HFS) to implement controls to comply with the
requirement that applications are reviewed and approved or denied timely.

DHS will continue the practice of assigning and training additional personnel so that initial

applications are worked and redeterminations and maintenance of eligibility are performed within the
timeframes required. DHS has recently implemented Statewide Processing Centers (SPCs) in order to
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handle work from larger offices with heavy caseloads, and effectively redistribute tasks to areas of the
field that have the capacity to handle additional assignments. This has resulted in more timely
performance of task completion within IES; a substantial increase in SNAP application timeliness; a
reduction in the backlog of medical applications; lower wait times for customers who enter the FCRC;
and improved customer service in the timely and accurate distribution of benefits.
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2019-004 FINDING (Insufficient internal controls over changes to the Integrated Eligibility System (IES)
and recipient data)

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments”) had insufficient internal controls over changes to the Integrated
Eligibility System (IES) and recipient data.

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ IES is the automated system used by the Departments which
intakes, processes (with the assistance of caseworkers), and approves recipient applications,
maintenance items, and redeterminations in order to determine eligibility and make payments for the
State’s human service programs.

Change control is the systematic approach to managing changes to an IT environment, application,
or data. The purpose is to prevent unnecessary and/or unauthorized changes, ensure all changes are
documented, and minimize any disruptions due to system changes.

IES Application Changes Policies and Procedures

The Departments did not have documented internal controls over changes to IES during the audit
period. However, on August 31, 2019, the Departments memorialized the change control process in
writing. According to the Departments, this process was to have been followed during the audit
period.

Our review of the August 31, 2019 Change Management Policy and Procedure, noted the Policy and
Procedure did not:
. Define the various types of changes,
Define the requirements for the prioritization or classification of changes,
Define the information required to be entered into the tracking system for each change,
Define the numerical grading for determining impact,
Define the detailed documentation requirements for test scripts and results, impact
analysis, design documentation, or other required documentation, and
. Define when changes were required to include a specific requirement, who was to
review the various steps and when and by whom approvals were required.

Recipient Data Changes Policies and Procedures
The Department did not have documented internal controls over changes to recipient data residing
in IES during the audit period.

Testing of IES Application Changes

As noted above, the Change Management Policy and Procedure did not document the specific
requirements the various types of changes were required to comply with; however, we did note each
IES change was required to include impact scores, requirements and design documents approved by
the Departments, user acceptance testing, release notes, an associated Remedy Ticket, and approval
from the IES Bureau Chief. Therefore, we selected a sample of 60 changes to IES to determine if
they complied with the requirements described above, noting 53 (88%) did not have the Customer
Impact, Caseworker Impact, Level of Urgency, and Regulatory Impact scores completed.

According to the Change Management Policy and Procedure, issues and the status of each change
were to be communicated at the UAT Status Meeting twice weekly. Additionally, the UAT Status
Meeting minutes were to be published on the Department of Healthcare and Family Services website.
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Furthermore, we requested a sample of meeting minutes from the UAT Status Meetings, which were
to be held twice a week. However, the Department stated UAT Status Meeting minutes were not
maintained for the period of July through November 2018.

Testing of Recipient Data Changes

Due to the lack of documented internal controls we could not determine if fixes to recipients’ data
were properly approved. However, we selected a sample of 40 fixes to recipients’ data to determine
if there were documented approvals for the recipient data changes. Our testing noted, although verbal
approval appeared to have been obtained prior to implementation, approvals for 7 (17.5%) recipient
data changes were documented one to five days after implementation.

The internal control requirements of the Uniform Administrative Requirements, Cost Principles and
Audit Requirements for Federal Awards (Uniform Guidance) within the Code of Federal Regulations
(Code) (2 C.F.R. § 200.303) requires the Departments to establish and maintain effective internal control
over the Medicaid Program to provide reasonable assurance that the Departments are managing the
Medicaid Program in compliance with federal statutes, regulations, and the terms and conditions and
comply with federal statutes, regulations and terms and conditions of the Medicaid Program. These
internal controls should be in compliance with guidance in Standards for Internal Control in the Federal
Government (otherwise commonly referred to as the Green Book) issued by the Comptroller General of
the United States or the Internal Control Integrated Framework issued by the Committee of Sponsoring
Organization of the Treadway Commission (COSO).

The Code (45 C.F.R. § 95.621(f)(1)), ADP System Security Requirement, requires State agencies to be
responsible for the security of all automated data processing (ADP) projects under development, and
operational systems involved in the administration of the U.S. Department of Health and Human
Services programs. State agencies are required to determine the appropriate security requirements based
on recognized industry standards or standards governing security of federal ADP systems and
information processing.

The National Institute of Standards and Technology (NIST), Special Publication 800-128, Guide for
Security-Focused Configuration Management of Information Systems, states critical elements are to
include:

. Developed and documented policies, plans, and procedures, and

. Properly authorized, tested, approved and tracking of all changes.

Furthermore, the National Institute of Standards and Technology (NIST), Special Publication 800-53,
Security and Privacy controls for Federal Information Systems and Organizations, states policies and
procedures should be in place detailing who can authorize modifications and how the authorizations are
to be documented. Additionally, documentation of authorizations should be obtained prior to
implementation.

The Departments’ Change Management Policy and Procedure requires that each change to IES have
impact scores completed, Departments’ approval of the requirements and design documents, Remedy
ticket, release notes, and be approved by the IES Bureau Chief to move the change to the production
environment.

The Departments’ management indicated although they did not have a documented process during
the audit period, they believed the process formalized in the August 31, 2019 Change Management
Policy and Procedure was adequate. In addition, the Departments’ indicated the weaknesses
identified during detailed testing were the result of a lack of understanding of the Change
Management Policy and Procedure.

Failure to establish and document internal controls over changes to IES and recipient data diminishes
the Departments’ ability to secure the IES system as well as the recipient data from unauthorized
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changes and accidental or intentional destruction or alteration. (Finding Code No. 2019-004, 2018-
007, 2017-009)

RECOMMENDATION

We recommend management of both Departments work together to determine and document controls
in the Change Management Policy and Procedure for the following:
. Definitions of the various types of changes,
Specific requirements for the prioritization or classification of changes,
Specific information required to be entered into the tracking system for each change,
Definitions of the numerical grading for determining impact,
Detailed documentation requirements for test scripts and results, impact analysis,
design documentation, or other required documentation, and
. Definitions of when changes are required to include a specific requirement, who should
review the various steps, and when, and by whom approvals are required.

The Departments should improve monitoring of established internal control to improve adherence to
the control system by Department employees.

The Departments should also document internal controls over changes to recipient data residing in
IES. This documentation should include the timing for required approvals for recipient data changes.

Finally, the Departments should prepare minutes for each UAT Status Meeting and publish them on
the Department of Healthcare and Family Services website.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
work with DoIT / DHS to ensure controls over IES changes are adequate.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. The current IES Change
Control Document is under review by DHS, HFS, and DoIT. The IES system has moved from a
project to a system in production and with that movement the departments are determining,
documenting, and implementing procedures that best fit maintaining a system of this size and
importance; while being flexible enough to meet the fast pace changes needed by the business users
and the clients. Each agency will strive to improve the internal controls of the Change Management
Procedures as we move forward.
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2019-005

FINDING (Inadequate disaster recovery controls over the Integrated Eligibility System (IES))

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments”) lacked adequate disaster recovery controls over the Integrated
Eligibility System (IES).

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ IES is the automated system used by the Departments which
intakes, processes (with the assistance of caseworkers), and approves recipient applications,
maintenance items, and redeterminations in order to determine eligibility and make payments for the
State’s human service programs.

The Department of Human Services’ Disaster Recovery Plan (Plan) addresses the recovery and
operation of IES. However, we noted the Plan did not include:
. Detailed recovery scripts,
Support staff and vendor contact information,
Responsibilities for the recovery of IES,
Documentation on backups, and
Was not updated to reflect changes to the current environment.

In addition, the Departments had not conducted disaster recovery testing during the audit period.

The Code of Federal Regulations (Code) (45 C.F.R § 95.621(f)(2)(ii))(F), ADP System Security
Requirements and Review Process, requires State agencies’ automated data processing (ADP)
Security requirements to include contingency plans to meet critical processing needs in the event of
short or long-term interruption of service.

The National Institute of Standards and Technology (NIST), Special Publication 800-53, Security
and Privacy Controls for Federal Information Systems and Organizations, includes disaster recovery
plans and the testing of disaster recovery plans as baseline security controls integral to ensuring
appropriate security requirements and controls are applied to information systems.

Department management indicated the Plan had not been updated and testing had not been completed
due to the ongoing project of upgrading the environment in which IES resides.

The lack of an adequate disaster recovery plan and the failure to perform sufficient testing of such
plan could result in the Departments’ inability to recover IES and data. (Finding Code No. 2019-005)

RECOMMENDATION

We recommend management of the Departments enhance the Disaster Recovery Plan to include:

Detailed recovery scripts,

Support staff and vendor contact information,
Responsibilities for the recovery of IES,
Documentation on backups, and

Changes to the current environment.

Additionally, the Departments should perform disaster recovery testing on a regular basis as defined
in the Plan.
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DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
work with DolIT / DHS to ensure the Disaster Recovery Plan is enhanced and tested as soon as
possible.

DEPARTMENT OF HUMAN SERVICES’ RESPOSNE

The Department of Human Services (DHS) accepts the recommendation. The current IES
Information System Contingency Plan v4.0 (10/2018) is under review at this time by the Acting
DolT — DHS Information Security Officer. Detailed scripts, State and the IES development vendor
support / responsible contact information, system backup information are all to be updated on the
v5.0 (04/2020) IES Contingency Plan.

DolT / IES development vendor are not able to participate in Disaster Recovery (DR) exercises for
the IES Application at this time. Disaster Recovery functionality is not available in the current
Production IES Environment as it has outgrown the capacity of the Disaster Recovery hardware.
DolT / HFS is currently working on a multi-phase project to upgrade all IES hardware/software,
these systems include a full DR component that will allow for an annual off-site DR test. At such
time the [ES Infrastructure is fully implemented and ready for DR testing, exercises will commence
annually.

DR Planning Finalization and Execution, conducted by the IES development vendor / DolT is Phase
7 of the IES Long Term System Security Plan (LTSSP) Technical Refresh. Phase 7 of IES Tech
Refresh is scheduled to take place mid-2021. Currently, the DR configuration for Production
Database Environment IES is in the 'build' and 'testing' phase at DolT.
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2019-006

FINDING (Lack of detailed agreement with the Department of Innovation and Technology
(DolT))

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments”) had not entered into a detailed agreement with the Department of
Innovation and Technology (DolT) to ensure roles and responsibilities for the Integrated Eligibility
System (IES) were formally documented.

Management of the Departments have shared responsibility for various human service programs in
the State and for internal controls over the manual and automated processes relating to eligibility for
these programs. The Departments’ IES is the automated system used by the Departments which
intakes, processes (with the assistance of caseworkers), and approves recipient applications,
maintenance items, and redeterminations in order to determine eligibility and make payments for the
State’s human service programs.

The Departments’ IES application and data resides on DolT’s environment. In addition, DolT’s staff
is responsible for coordinating and making changes to the IES application and data. Furthermore,
DolT’s staff assists the Departments with user access security.

However, the Departments had not entered into an agreement with DolT documenting roles and
responsibilities for each function they perform on the Departments’ behalf.

The National Institute of Standards and Technology (NIST), Special Publication 800-35, Guide to
Information Technology Security Services, states as part of the life cycle in making IT security
decisions to outsource services, the organization should document specific attributes of an acceptable
service arrangements and levels of service.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to provide
assurance funds, property, and other assets and resources are safeguarded against waste, loss,
unauthorized use and misappropriation and maintain accountability over State’s resources.

The Departments’ have the ultimate responsibility to ensure their critical and confidential data are
adequately safeguarded.

The Departments’ management indicated they believed the existing general agreement regarding the
relationship between the Departments and Dol T was sufficient.

The Departments’ failure to execute an agreement with DolT increases the risk that IES functions
won’t be performed by each party in accordance with their assigned responsibility. (Finding Code
No. 2019-006)

RECOMMENDATION

We recommend management of the Departments execute a detailed agreement with the Department
of Innovation and Technology (DolT) to ensure the IES System roles and responsibilities required
to be performed by each party, are formally documented.

DEPARTMENT OF HEALTHCARE AND FAMILY SERIVCES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
work with DHS to review the need to execute an agreement with DolT regarding IES
responsibilities.
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DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. DHS will work with HFS
to review the need to execute an agreement with Dol T regarding IES responsibilities.
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2019-007

FINDING (Financial statement preparation weaknesses)

The Department of Healthcare and Family Services’ (Department) internal controls were not
sufficient to ensure its annual financial statements were updated for known changes affecting account
balances for the year ended June 30, 2019.

Annually, the Department reports a liability on its balance sheet for obligations for various medical
claims incurred during the fiscal year. The Department refers to this liability as the medical accrual.
One component of the calculation of the medical accrual liability at June 30, 2019, was an estimated
amount owed related to changes in capitation rates. Although the Department received its 2019
calendar year rates in November of 2018, for various reasons it delayed implementing rate changes
until an amendment of the 2019 rates was received. From January 2019 through June 2019 the
Department had paid claims at the 2018 calendar year rates until such time as the 2019 calendar year
rates amendment was approved and implemented. When the Department initially drafted its financial
statements it estimated the amount payable for the difference of the amounts paid previously using
the old rates compared to what would be owed and retroactively payable under new 2019 rates.
However, on September 25, 2019, the Department received the final 2019 amended rates and
therefore should have corrected its liability calculation using the final 2019 amended rates for its
financial statements. The Department’s failure to update its medical accrual calculation resulted in
an overstatement of liabilities in its financial statements totaling $70.2 million for this issue. The
Department corrected its financial statements after the auditors made it aware of the misstatement.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001), the Department must establish and
maintain a system or systems, of internal fiscal and administrative controls to provide assurance that
revenues, expenditures, transfers, assets, resources, and funds applicable to operations are properly
recorded and accounted for to permit the preparation of accounts and reliable financial reports.
Further, the State Comptroller Act (15 ILCS 405/19.5(a)) requires the Department to provide all
financial information deemed necessary by the Comptroller to compile and publish the State’s CAFR
by October 31%.

Generally accepted accounting principles require the Department to adjust its financial statements
for information that becomes known prior to the issuance thereof (Governmental Accounting
Standards Board Statement No. 56). Further, good internal controls over financial reporting and
compliance require the Department to ensure its GAAP packages and other reported data is accurate
and complete to enable the timely preparation and audit of the State’s CAFR.

Department management stated the error was due to a lack of detailed communication between the
managed care and financial reporting areas which resulted in the estimate not being updated for this
change.

Failure to ensure financial transactions are reported properly in accordance with GAAP resulted in
material errors within the Department’s draft financial statements, negatively impacted the
information compiled within the State’s CAFR, and represents noncompliance with State law.
(Finding Code No. 2019-007, 2018-009, 2017-003, 2016-004)

RECOMMENDATION

We recommend the Department strengthen its internal controls to ensure its financial statements are
updated for known changes affecting year end account balances.
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DEPARTMENT RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS will
strengthen its controls to obtain monthly updates on significant estimates used in the calculation of
the medical accrual liability.
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2019-008

FINDING (Incorrect claim payments)

The Department of Healthcare and Family Services (Department) made incorrect payments to
Managed Care Organizations (MCOs).

In order to administer the State’s Medicaid Program, the Department’s Medicaid Management
Information System (MMIS) processes Medicaid claims submitted by medical providers and MCOs
for services rendered to Medicaid-eligible recipients, and generates the related payments. During
the fiscal year, the Department processed approximately 228,116,398 claims totaling $16.1 billion.

We selected a sample of claim types (Capitation, Non-Institutional Providers (NIPs), and Pharmacy)
from all claim types paid by the Department during fiscal year 2019 to ensure payments were
consistent with the applicable rate tables.

The Department reimburses medical providers using two methods: fee-for-service and managed care
payment methods. Under managed care, the Department makes fixed payments called capitation
payments to MCOs for recipients enrolled in the program. NIPs payments are paid to medical
providers for individuals on a fee-for-service basis. Pharmacy payments are paid to medical providers
for medications that are medically necessary for Medicaid recipients, which includes both
prescription and over the counter products.

Our testing identified 426,029 claims that were paid in error, resulting in an underpayment totaling
$1,678,019. Specifically, the auditors noted the following:

. Capitation Payments
- 2,345 claims did not have accurate provider information and should not have
been paid. As a result, the Department overpaid MCOs $918,993.
- 394,409 claims had a rate used to make the payment which was different from
the defined rate (actuarially approved rate), resulting in the Department
underpaying the MCOs $3,264,370.

. Pharmacy

- 26,846 claims had a net liability amount which did not agree to the auditor’s
calculated net liability based on information provided by the Department. The
net error for these claims is an overpayment to providers of $873,020.

- 1,795 compound drug claims had a net liability amount which did not agree to
the auditor’s calculated net liability based on information provided by the
Department. The net error for these claims is an overpayment to providers of
$15,404.

- 634 Critical Care Provider claims had a net liability amount which did not agree
to the auditor’s calculated net liability based on information provided by the
Department. The net error for these claims is an underpayment to providers of
$221,066.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to establish
and maintain a system, or systems, of internal fiscal and administrative controls, to provide assurance
resources are utilized efficiently, effectively, and in compliance with applicable laws and obligations
and costs are in compliance with applicable laws.

Department management indicated these errors were due to system issues and adjustments that had
not been processed yet.

Failure to establish internal controls to ensure medical providers submit proper claims and the
Department reimburses providers at the proper federally approved rate results in the State not paying
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medical providers the correct amounts, which could also lead to future misstatements of the
Department’s financial statements and the Statewide financial statements.. (Finding Code No. 2019-
008, 2018-013, 2017-005)

RECOMMENDATION

We recommend the Department implement controls to confirm claims are properly processed at the
approved rate. Specifically, the Department should ensure all claims are paid at the correct rate and
all required information is provided by the medical providers and the MCOs. In the event all
information is not provided by the medical provider or the MCO, the claim should be voided.

DEPARTMENT RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation and has
already implemented an additional layer of review of all rates being manually entered and the
components of the calculation. All errors have been corrected in the Department’s systems, and all
overpayments or underpayments are being paid or recouped through adjustments to the payment
records. It should be noted that the Department takes every error very seriously and routinely makes
correction adjustments to MCOs.
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2019-009

FINDING (Insufficient review and documentation of provider enrollment determinations and
failure to execute interagency agreements)

The Department of Healthcare and Family Services (HFS), and the Department of Human Services
(DHS) (collectively, the “Departments”) failed to design and implement adequate internal controls
over the operation of the State of Illinois’ Illinois Medicaid Program Advanced Cloud Technology
system (IMPACT). Specifically, we noted the Departments did not sufficiently review and document
approval for provider enrollments and had not entered into interagency agreements (IA) defining
each agency’s roles and responsibilities.

In July 2015, HFS implemented IMPACT’s Provider Enrollment module, which was designed by
HFS to be the State of Illinois’ book of record for the enrollment of providers offering services for
and on-the behalf of the State of Illinois’ Medicaid recipients.

HFS’ and DHS’ Roles

As set by the State of Illinois’ State Plan under Title XIX of the Social Security Act (State Plan) (Section
1.1), the State’s designated agency responsible for administering and supervising the administration of
the Medicaid Program is HFS. However, Section 1.1 of the State Plan allows for HFS to delegate specific
functions to other State agencies to assist with the administration of the Medicaid Program, pursuant to
awritten [A defining each agency’s roles and responsibilities. As such, DHS administers several human
service programs under the Medicaid Program, including developmental disabilities support services,
rehabilitation services, and substance abuse (prevention and recovery) services.

Auditor Testing and Results

Interagency Agreements
We noted the Departments did not have interagency agreements defining the specific roles and
responsibilities.

Quality/Supervisory Reviews Not Conducted

We noted the Departments do not have a process for supervisors to perform, at least on a sample
basis, quality reviews of the activities performed by staff to obtain independent evidence that staff
members are acting within the scope of their authority and that transactions and events comport with
management’s expectations.

Detail Sample Testing

Based on the population provided by HFS, during Fiscal Year 2019, 26,529 provider applications
were approved. In order to determine if the providers’ applications were approved in accordance
with federal and State laws/rules/regulations, a sample of 40 approved applications were selected for
testing. Our testing of the 40 provider files noted:

. 38 approved provider applications included requests for the applicable Department to
backdate their enrollment beginning dates. Of those 38 approved applications we noted:
- 28 (74%) provider files were for providers who requested the applicable
Department to backdate their eligibility beginning dates. However, the
provider’s file did not contain documentation of the Department’s reason for
allowing an exception and thereby backdating the provider’s enrollment. As a
result, we could not determine if the backdating of enrollment, and the
subsequent payments was proper.
- 4 (11%) provider files were backdated in excess of HFS’ policy, ranging from 19
to 413 days past the 180 day limit.
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. 8 (20%) provider files did not contain documentation the applicable Department
reviewed the provider’s required professional license or board certification to confirm
the licenses/certifications were valid at the time the application was approved.

. 3 (8%) provider files did not have documentation the applicable Department confirmed
the provider’s national board certification end date. In fact the certifications were
recorded with open ended expiration dates within IMPACT.

. 1 (3%) provider file noted a felony charge during the screening process. However, there
was no documentation the application was sent to the Office of Inspector General (OIG)
for detailed review and approval.

DHS Testing
DHS is responsible for the review and approval of the following providers:
. Division of Substance Use Prevention and Recovery (SUPR) — Various Block Grant
Programs,
. Division of Developmental Disabilities (DD) — Community Integrated Living

Arrangement (CILA) Program,

Division of Developmental Disabilities (DD) — Home Based Services Program,
Division of Rehabilitation Services (DR) — Home Services Program,

Division of Mental Health (MH) — Community Mental Health Care (CMHC), and
Division of Family and Community Services (FCS) — Early Intervention.

During our testing, we determined DHS did not utilize IMPACT as the book of record or rely on it
to verify their providers met certain Medicaid requirements prior to approving them to provide
services. In fact, DHS was performing procedures to determine if the providers met certain Medicaid
eligibility requirements outside of IMPACT. Upon completion of those procedures, DHS entered
the information into IMPACT and approved the provider in order to grant the approval for payment.
However, DHS did not regularly follow-up on discrepancies identified upon IMPACT completing
verification of information, background checks, and professional licensing.

Additionally, on a monthly basis IMPACT checks provider profiles against several databases to
determine if the provider licenses are valid and current, and identifies suspected criminal activity.
However, we determined DHS was not regularly following up on noted issues.

Although DHS performed various procedures in determining if providers met the Medicaid eligibility
requirements, we noted there was no consistent process for reviewing issues identified and reporting
to HFS to ensure only eligible providers were paid with federal and/or State funds.

Given IMPACT is the State’s book of record for determining provider eligibility and subsequent
approval of payment to Medicaid providers and the fact DHS is not utilizing IMPACT as intended,
the Departments cannot ensure the payments made to DHS’ providers are appropriate and eligible
for federal reimbursement.

The Code of Federal Regulations (2 C.F.R. § 200.303), Internal Controls, requires the Departments to:
(1) establish and maintain effective internal control over the Medicaid Program to provide reasonable
assurance that the Departments are managing the Medicaid Program in compliance with federal statutes,
regulations, and the terms and conditions; and (2) comply with federal statutes, regulations and terms
and conditions of the Medicaid Program. These internal controls should be in compliance with guidance
in “Standards for Internal Control in the Federal Government” (otherwise commonly referred to as the
Green Book) issued by the Comptroller General of the United States or the “Internal Control Integrated
Framework™ issued by the Committee of Sponsoring Organization of the Treadway Commission
(COSO0).
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The Medicaid Provider Enrollment Compendium notes it is incumbent on the Departments to
mitigate the risk of an improper enrollment, as payments for the backdated period are improper unless
an exception applies. HFS’ Individual Approval Process Checklist states applications may be
backdated up to 180 days, if requested by the applicant.

The Code of Federal Regulations (Code) (42 C.F.R. §455.412(a)) requires the Department to have a
method for verifying that any provider claiming to be licensed in accordance with the laws of any
State is licensed by such state. In addition, HFS’ Approval Process Document, applicable to Atypical
Individuals and Individuals, requires Departments’ staff reviewing licenses to document their review
of ensuring the licenses were valid and current in the comments section in IMPACT.

The Code (42 C.F.R. §455.412(b)) requires the Departments to confirm the provider’s license has
not expired and there are no current limitations on the provider’s license/certification. In addition,
HFS’> Approval Process Document, applicable to Atypical Individuals and Individuals, requires the
end date for required licenses/certifications to be current in IMPACT.

HFS’> Approval Process Document, applicable to Atypical Individuals and Individuals, requires
Departments’ staff to send applications with felonies to the OIG for review and determination of
approval.

The Code (42 C.F.R. 431.17) requires the Departments to maintain records necessary for the proper
and efficient operations of the State’s Medicaid Plan.

In the prior audit, Departments’ management indicated the control deficiencies were due to employee
oversight. In the current audit, Departments’ management indicated they had not had sufficient time
to collect information and develop interagency agreements. Additionally, the Departments’
management indicated the errors associated with the approved applications were due to employee
oversight.

Inadequate controls over the operation of IMPACT, such as insufficient review and approval of
provider enrollment information, may result in providers being inaccurately determined eligible, the
State expending federal and State funds for which provider enrollment has not been adequately
demonstrated or documented, and may result in future expenditures to providers who are ineligible
to provide services to recipients of the State’s Medicaid Program. Noncompliance with federal laws
and regulations could lead to denied claims, sanctions and/or loss of future federal funding and result
in misstatement of agency financial statements. Additionally, failure to execute interagency
agreements could expose the State to unnecessary and avoidable litigation. (Finding Code No. 2019-
009, 2018-003)

RECOMMENDATION

We recommend management of the Departments improve controls to ensure each Departments’ staff
and supervisors are properly obtaining, reviewing, and retaining documentation in IMPACT to
support Medicaid provider enrollment.

Additionally, we recommend the Departments execute detailed interagency agreements defining the
roles and responsibilities of each agency regarding the Medicaid program. The interagency
agreements should sufficiently address the necessary procedures to enforce monitoring and
accountability provisions over IMPACT as required by the Code of Federal Regulations and the State
Plan so the enrollment of providers offering services is carried out in an efficient and compliant
manner.
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Furthermore, we recommend DHS utilize IMPACT as their book of record for provider enrollment.
DHS should also develop controls to review any noted issues and notify HFS of any issues affecting
eligibility.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. The
IMPACT Provider Enrollment Subsystem requires staff to review and update any information that
cannot be systemically verified. Furthermore, the system retains an audit trail which indicates
updates to the system and the corresponding date, time and employee making the update. Although
on some occasions, HFS Provider Enrollment staff failed to properly comment regarding the action
they took to manually verify information, the Department provided post audit documentation to
substantiate that all providers were eligible at the time that they were approved. This should help to
minimize the concern that providers were inaccurately determined to be eligible to provide Medicaid
services. HFS has adopted a formal quality assurance process that has been memorialized in a new
Standard Operating Procedure (SOP). In addition, HFS is updating existing SOPs, where
appropriate, to clearly outline the comment requirements and providing sample comment suggestions
to standardize the process amongst all staff. These updates will be shared with staff during future
staff training sessions. All SOPs have also been incorporated into the sister agency Interagency
Agreements that have been drafted.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. DHS will provide written
documentation in IMPACT of the documentation and databases that were used to manually verify
eligibility. Documentation such as a provider’s license or certification will be maintained on file
with the Department. As the lead Medicaid Agency, HFS is coordinating with each state agency to
define the roles and responsibilities regarding the Medicaid program. DHS will continue to cooperate
and comply with the guidance provided by HFS during the interim while the Interagency Agreement
is being developed. DHS will continue to collaborate with HFS to execute an interagency agreement
that sufficiently addresses the necessary procedures to enforce monitoring and accountability
provisions over IMPACT as required by the Code of Federal Regulations so the providers offering
services is carried out in an efficient and compliant manner.

Furthermore, DHS agrees that IMPACT is the book of record for determining Medicaid eligibility.
DHS will cooperate with HFS to develop adequate controls to ensure applications are reviewed and
a process is established for notifying HFS of any issues affecting eligibility. The process of notifying
HFS of issues affecting eligibility and the roles and responsibilities for determining a provider’s
eligibility will be addressed in the Interagency Agreement.
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2019-010

FINDING (Inadequate general information technology controls over IMPACT)

The Department of Healthcare and Family Services and the Department of Human Services
(collectively, the “Departments™) failed to establish and maintain adequate general information
technology internal controls (general IT controls) over the operation of the State of Illinois’ Illinois
Medicaid Program Advanced Technology system (IMPACT).

In calendar year 2012, the Department of Healthcare and Family Services and the State of Michigan’s
Department of Community Health entered into agreements for the State of Illinois (State) to utilize
Michigan’s existing Medicaid Management Information System (MMIS) and its related
infrastructure with the goal of replacing the State’s MMIS to accommodate the processing of the
State’s Medicaid provider enrollment determinations and all Medicaid claim payments to such
providers. Since 2012, the State has implemented two phases of IMPACT; Electronic Health Record
Medicaid Incentive Payment Program (eMIPP) and Provider Enrollment (PE).

During our testing, we noted the Departments did not have access to or control over IMPACT and
its infrastructure. As a result, we were unable to perform adequate procedures to satisfy ourselves
that certain general IT controls (i.e. security over the environment, disaster recovery assurance, and
change management procedures) over IMPACT were operating effectively during the audit period.
The Third Party Service Provider (TSP) did not obtain or provide the Departments with a System
and Organization Control (SOC) report, which would provide the State and the auditors information
on the design and effectiveness of internal control over IMPACT.

Security over Illinois Users

As we noted in the prior year finding, due to 1) the lack of reporting functionality within IMPACT
and 2) the Departments not requesting the TSP to develop and provide ad hoc reports, the
Departments’ management did not perform access reviews. Although the Departments obtained the
reporting functionality in March 2019, they still had not implemented a formalized review of user
access rights during the audit period.

During our testing of the Departments’ access provisioning policies, we noted the policies did not
define the time period in which the Departments were required to disable a terminated individuals’
IMPACT access. In our testing of 8 terminated IMPACT users, we noted 6 (75%) users had their
access terminated 14 to 482 days after their termination of employment.

As a result of the Departments’ failure to establish appropriate security controls over IMPACT, we
cannot determine if IMPACT and the State’s data are adequately protected from unauthorized access

and accidental or intentional destruction or alteration.

Disaster Recovery and Backups

The Departments did not have a disaster recovery plan for IMPACT and had not conducted recovery
testing of IMPACT during the audit period.

In addition, we requested documentation regarding the backup, including the Departments’ due
diligence in ensuring the backups were generated successfully, of the Departments” IMPACT data;
however, they were unable to provide such documentation.

As a result, of the Departments’ failure to implement disaster recovery controls, including the

successful performance of backups, the Department has failed to adequately protect IMPACT and
the State’s data against the possibility of major disruptions of services and the loss of data.
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Change Management

As aresult of the Departments’ failure to obtain a SOC report, as noted above, or conduct their own
timely independent internal control reviews over how changes were made by the TSP to IMPACT
and its environment, we are unable to determine if the changes made to IMPACT and the State’s
data during the audit period were proper and approved.

The internal control requirements of the Uniform Administrative Requirements, Cost Principles and
Audit Requirements for Federal Awards (Uniform Guidance) within the Code of Federal Regulations
(Code) (2 C.F.R. § 200.303) requires the Departments to: (1) establish and maintain effective internal
control over the Medicaid Program to provide reasonable assurance that the Departments are managing
the Medicaid Program in compliance with federal statutes, regulations, and the terms and conditions;
and (2) comply with federal statutes, regulations and terms and conditions of the Medicaid Program.
These internal controls should be in compliance with guidance in Standards for Internal Control in the
Federal Government (otherwise commonly referred to as the Green Book) issued by the Comptroller
General of the United States or the Internal Control Integrated Framework issued by the Committee of
Sponsoring Organization of the Treadway Commission (COSO).

The Code of Federal Regulations (42 C.F.R. §95.621(f)(1)), ADP System Security Requirement,
requires State agencies to be responsible for the security of all automated data processing (ADP)
projects under development, and operational systems involved in the administration of the U.S.
Department of Health & Human Services programs. State agencies are required to determine the
appropriate security requirements based on recognized industry standards or standards governing
security of federal ADP systems and information processing.

Generally accepted information systems technology guidance (including the National Institute of
Standards and Technology and Government Accountability Office) endorses the development of
well-designed and well-managed controls to protect computer systems and data, and endorse the
formal development and testing of disaster recovery plans. Tests of disaster recovery plans (and the
associated documentation of the test results) verify that the plan, procedures, and resources provide
the capability to recover critical systems within the required timeframe. Generally accepted
information technology guidance also endorses the implementation of suitable change management
procedures to control changes to computer systems.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to provide
assurance that revenues, expenditures, and transfers of assets, resources, or funds applicable to
operations are properly recorded and accounted for to permit the preparation of accounts and reliable
financial and statistical reports and to maintain accountability over the State’s resources.

The Departments’ management indicated the above control deficiencies were due to limited reporting
capabilities of IMPACT, employee oversight, and their belief the TSP was responsible for some of the
internal controls.

The lack of an adequate disaster recovery plan, the failure to perform sufficient testing of such plan
and the failure to successfully and routinely perform backups could result in the Departments’
inability to recover IMPACT and data. Failure to understand and document internal controls over
user access and changes to IMPACT diminishes the Departments’ ability to protect the system and
the data from unauthorized changes and accidental or intentional destruction or alteration. (Finding
Code No. 2019-010, 2018-002)
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RECOMMENDATION

We recommend management of the Departments implement adequate internal control over the
implementation and design of IMPACT, including regular reviews of user access rights, disaster
recovery activities, and change management procedures.

DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES’ RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. HFS has
implemented a user access review process for IMPACT. The Department has worked with Michigan
to develop an IMPACT disaster recovery plan that is near completion, pending final signoff. With
advisory consultation from Illinois technical resources, the Department will work with Michigan to
ensure clearly defined change control measures are established.

DEPARTMENT OF HUMAN SERVICES’ RESPONSE

The Department of Human Services (DHS) accepts the recommendation. DHS will work with HFS
to ensure controls over the implementation and design of IMPACT are adequate.
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2019-011

FINDING (Failure to review external service providers’ internal controls)

The Department of Healthcare and Family Services (Department) did not obtain or conduct
independent internal control reviews of its external service providers.

The Department utilized service providers to provide:

. Software used in the data matching and verification, process management, and reporting
of client's eligibility redeterminations.
. Administration and payment of claims for the enrollees of the State's Dental Program.

An externally developed and hosted application which processed the Medicaid
Incentive Payment Program (eMIPP) and provider credentialing certifications.

. The software and infrastructure for the Department's Pharmacy Benefits Management
System.

. Management and operations of the State's Disbursement Unit for the collection and
disbursement of payments under child support orders.

. IT hosting, software, and data entry services, as well as the establishment of rates and

review of information related to the State's Managed Care Program.

During testing of the 13 service providers, we noted:

. The Department did not obtain System and Organization Control (SOC) reports or
conduct independent internal control reviews for 11 external service providers.

. Although the Department had received a SOC report from two of the external service
providers, an analysis of the reports had not been conducted to determine the impact of
the modified opinions or the noted deviations.

. The Department had not conducted an analysis of the complementary user entity
controls (CUECs) documented in the SOC reports.

The Department is responsible for the design, implementation, and maintenance of internal controls
related to information systems and operations to ensure resources and data are adequately protected
from unauthorized or accidental disclosure, modifications, or destruction. This responsibility is not
limited due to the process being outsourced.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls, to provide
assurance that revenues, expenditures, and transfers of assets, resources, or funds applicable to
operations are properly recorded and accounted for to permit the preparation of accounts and reliable
financial and statistical reports and to maintain accountability over the State’s resources. Strong
management controls, due diligence and fiduciary responsibility require adequate supervision of
external service providers to provide assurance that personal information is properly recorded and
accounted for.

Department management indicated, as it did in the prior years, that staff were unaware of the
requirements to obtain and review SOC reports.

Without having obtained and reviewed a SOC report or another form of independent internal control
review, the Department does not have assurance the external service provider’s internal controls are
adequate to ensure program payments and claims are accurate and secure. (Finding Code No. 2019-
011,2018-014, 2017-011, 2016-003, 2015-004)

RECOMMENDATION

We recommend the Department:
. Obtain SOC reports or perform independent reviews of internal controls associated with
outsourced systems at least annually.
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. Monitor and document the operation of the CUECs relevant to the Department's
operations.

° Document its review of the SOC reports and review all significant issues with
subservice organizations to ascertain if a corrective action plan exists and when it will
be implemented, any impacts to the Department, and any compensating controls.

DEPARTMENT RESPONSE

The Department of Healthcare and Family Services (HFS) accepts the recommendation. In August
2018, HFS staff implemented a process to review existing contracts and new procurements to
determine whether SOC reports were required. Existing contracts requiring SOC reports were then
examined to determine if contract deliverables mandated the production of those documents. The
implementation of an internal compliance review process for provided SOC reports has been delayed
due to development and implementation of the new SAP accounting system and a lack of subject
matter experts within the Department. The Department is actively seeking to procure qualified
resources to provide these unique skills and anticipates improvement within FY2021.
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STATE OF ILLINOIS
DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES

PRIOR FINDINGS NOT REPEATED

FINDING (Failure to perform essential project management functions over the Integrated
Eligibility System)

During the previous engagement, the Department of Healthcare and Family Services and the
Department of Human Services did not adequately execute internal controls over the
implementation and operation of the State of Illinois’ Integrated Eligibility System (IES)
Phase II. Specifically, management of the Departments did not perform adequate project
management functions over the implementation of IES Phase II.

Phase II of the IES implementation was completed in FY 2018 and there were no significant
project management activities in FY 2019. Upon completion of the next significant projection
management activity, the auditors will review the applicable State agency’s development
project. As a result, this finding is not repeated. (Finding Code No. 2018-004)

FINDING (Deletion of four months of intake eligibility files and significant problems
determining eligibility for Human Services programs)

During the previous engagement, the Department of Healthcare and Family Services and the
Department of Human Services lacked controls over eligibility determinations and retention
of intake documentation for the State of Illinois’ human service programs.

During the current engagement, we noted no instances of missing intake documentation for
the IES System. However, we noted continuing issues with determinations of eligibility for
human service programs. For further details, see Finding No. 2019-001. (Finding Code No.
2018-005, 2017-008, 2016-001, 2015-002)

FINDING (Inadequate controls over fiscally monitoring Managed Care Organizations)

During the previous engagement, the Department of Healthcare and Family Services failed to
implement adequate monitoring controls over its Managed Care Organizations (MCQ’s) in
accordance with the Code of Federal Regulations and provisions outlined in the MCQ’s
contracts.

During the current engagement, we noted various activities and efforts by the Department to
adopt and meet federal monitoring suggested best practices and requirements. As a result, this
finding is not repeated. (Finding Code No. 2018-010, 2017-001)

FINDING (Duplicate payments to Medicaid Managed Care Organizations)

During the previous engagement, the Department of Healthcare and Family Services lacked
adequate controls over payments to Managed Care Organizations (MCOs), resulting in
duplicate payments.

During the current engagement, we noted the Department’s internal controls over payments
to MCOs improved; however, we continued to note immaterial problems. As such, this matter
is reported in the Department’s State Compliance Examination Report of Immaterial Findings.
(Finding Code No. 2018-011)
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FINDING (Inaccurate rates used to pay Managed Care Organizations)

During the previous engagement, the Department of Healthcare and Family Services made
inaccurate payments to Managed Care Organizations (MCOs) as a result of utilizing incorrect
capitation rates.

During the current engagement, we noted the Department corrected and used the actuarially-
determined rates. This finding is not repeated. (Finding Code No. 2018-012, 2017-004)

FINDING (Inadequate and untimely disclosures)

During the previous engagement, the Department of Healthcare and Family Services did not
ensure its financial statement note disclosures were complete and appropriate and did not
timely communicate significant matters to the auditors.

During the current engagement, we did not note similar instances of incomplete disclosures or
communications. This finding is not repeated. (Finding Code No. 2018-015)

FINDING (Statewide failure to execute interagency agreements and perform essential project
management functions over provider enrollment in the Medicaid program)

During the previous engagement, the Department of Healthcare and Family Services (HFS),
the Department of Human Services (DHS), the Department of Children and Family Services
(DCFS), and the Department on Aging (DoA) (collectively, the “Departments™) failed to
execute adequate internal controls over the implementation and operation of the State of
[llinois’ Illinois-Michigan Program Alliance for Core Technology system (IMPACT).
Specifically, management of the Departments did not enter into interagency agreements (IA)
defining each agency’s roles and responsibilities and did not perform essential project
management functions over the implementation of IMPACT.

Phase 2 of the IMPACT implementation was completed in FY 2018 and there were no
significant project management activities in FY 2019 at DHS or HFS during the audit period.
Upon completion of the next significant project management activity, the auditors will review
the applicable State agency’s development project. The financial audit of DCFS and the State
compliance examination of DoA are biennial engagements, and therefore the prior year
findings statuses will be followed up on for the reporting year ended June 30, 2020 and for the
two years ended June 30, 2020, respectively. As a result of the aforementioned reasoning, this
portion of the prior year finding is not repeated. The auditors have, however, reported in
Finding 2019-009 that the Departments have not entered into [As defining each agency’s roles
and responsibilities over IMPACT. (Finding Code No. 2018-001)
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