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New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3
Category 1: 0 1 1 2020 21-01 21-08
Category 2: 7 6 13 2019 21-10
Category 3: 0 1 1 2016 21-06, 21-07 21-05
21-11
TOTAL 7 8 15
2005 21-09
FINDINGS LAST AUDIT: 11

INTRODUCTION

This digest covers Governors State University’s (University) Compliance Examination for the year ended June 30,
2021. A separate digest covering the University’s Financial Audit was previously released on June 16, 2022. In
addition, a separate digest covering the University’s Single Audit was separately released. In total, this report
contains 15 findings, five of which were reported in the Financial Audit and Single Audit.

SYNOPSIS

» (21-06) The University did not comply with the Abused and Neglected Child Reporting Act.

* (21-08) The University’s program of internal auditing included deficiencies in completing its
responsibilities in accordance with the Fiscal Control and Internal Auditing Act.

* (21-11) The University had not established adequate controls for its computing environment.

* (21-12) The University did not obtain or conduct timely independent internal controls reviews over its
service providers.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2:  Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.
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GOVERNORS STATE UNIVERSITY
STATE COMPLIANCE EXAMINATION
For the Year Ended June 30, 2021

COMPARATIVE SCHEDULE OF INCOME FUND

REVENUES AND EXPENDITURES FY 2021 FY2020
INCOME FUND REVENUES
Student TUItion and FEES.........ccocvivveeiriecie e $ 36,075,791 $ 36,239,523
INVESIMENT INCOME.......cciiieeeee e 59,001 741,541
MISCEIANEOUS. ......vveeirieictie e - 4,556
Total Income FuNd REVENUES........ccevveveveeeeicreeee e 36,134,792 36,985,620
INCOME FUND EXPENDITURES
Personal SEIVICES......c.ueeciieeie e 22,315,608 20,100,213
Medicare and BenefitS........covvviiiiiiic i 1,424,382 1,445,355
CoNntractual SEIVICES.......vuvviieiiiie e 6,463,731 7,567,652
TIAVEL v it 4,748 187,310
(O00] 101 14100 [ ([T TP 387,872 601,426
Equipment and Permanent Improvements...........cccceeeevereennnnn. 726,719 507,877
TelecommuUNICAtIONS SEIVICES........covviiciriiieeee e 134,859 148,451
Operation of Automotive EQUIPMENL..........cccccovvvvieiiverieiieins 52,002 48,862
Miscellaneous EXPenditures..........cocvevveveeiiiesreeseesee e 6,562 -
Awards, Grants and Matching Funds..........c.ccccvvvvvieienieniene, 518,667 900,234
TUition and FEE WAIVELS........occevveeiiee e 2,402,792 2,089,341
Debt Services Transfer.......oouviiviiicie e 60,640 48,181
Total Income Fund EXpenditures..........c.ccccevvvevveiivesneenne. 34,498,582 33,644,902
EXCESS OF REVENUES OVER EXPENDITURES............. $ 1,636,210 $ 3,340,718
SUPPLEMENTAL INFORMATION (Unaudited) FY 2021 FY 2020
Employment Statistics
FaCUILY ... 335.0 324.7
Academic Professionals...........ccovvverivvie e 161.0 192.0
SUPPOIt SEAfT.....ccoeiie 308.0 254.3
(@1 1= 129.7 176.8
Total EMPIOYEES.......covvieeiieie e 933.7 947.8
Enrollment Statistics
Full-Time Equivalent Students...........cccooveveieeveneeiene e 3,613 3,740
Degrees AWArded..........ccceeoveiiiiiie i 1,038 1,304
Cost Per Student
Total Cost (Instructional Expenses Method)............ccccoeeunnee. $ 59,959,445 $ 43,810,798
Cost Per Full-Time Equivalent Student.............cccccevvrvenennnn. $ 16,595 $ 11,714
PRESIDENT

During Examination Period and Currently: Dr. Cheryl F. Green




31% of employees tested did not
receive required initial reporter
training

51% of employees tested did not
receive up to date training

University agreed with auditors

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

CHILD ABUSE REPORTER TRAINING

The University did not comply with the Abused and Neglected
Child Reporting Act (Act) regarding training. Our testing of
35 employees identified:

e 11 (31%) employees did not receive the required
reporter training within one year of initial employment
or within three months of initial employment if they
were hired after 1/1/2020.

e 2 (6%) employees for which the University did not
have any documentation in which the employee
acknowledged the Act’s reporting requirements.

o 9 (26%) employees did not sign the documentation in
which the employee acknowledged the reporting
requirements of the Act prior to the commencement of
employment.

e 18 (51%) employees signed documents after January
1, 2019 acknowledging the reporting requirements of
the Act; however the form was not up to date as it did
not include information regarding mandated reporter
training provided by the Department of Children and
Family Services. (Finding 6, page 21-22) This
finding has been reported since 2016.

We recommended the University comply with the
requirements of the Act and ensure all employees receive the
proper training within the required timeframe, include the
proper information in the employee’s signed training
statements, and timely obtain signed statements from required
employees.

University officials agreed with the finding and stated the
University will modify its practices to work towards
compliance.

INTERNAL AUDIT DEFICIENCIES

The University’s program of internal auditing included
deficiencies in completing its responsibilities in accordance
with the Fiscal Control and Internal Auditing Act (Act).

The University’s Chief Internal Auditor utilized a risk-based
approach to select discretionary risk areas to recommend in its
two year audit plan, then planned procedures in order to
ensure all 11 major systems of accounting and administrative
controls are included at least every two years.

From the audits provided, we noted the property, equipment
and inventories major system was only minimally reviewed by



One major system was only
minimally reviewed by audits during
the two year period

None of the six audit reports
reported as completed had not been
issued or provided to the auditors

University agreed with auditors

University unable to provide a
complete and accurate listing of
computers

audits during the two year period. Although several audits
were included in the University’s two year internal audit plan
(including an audit specific to the property, equipment and
inventories major system), the only internal audit reports
provided to the auditors included an audit of the Illinois Board
of Higher Education tuition and fee waiver guidelines from
Fiscal Year 2020; and audits of expenditures for the Early
Head Start Grant Program, a pre-implementation review of a
new information system application used for Admissions and
a pre-implementation review of an electronic time entry
application from Fiscal Year 2021.

In addition, the auditors noted the Chief Internal Auditor
reported six other audits were “completed” in the annual
report dated September 30, 2021 to the University’s President;
however, as of February 14, 2022, none of the noted six audit
reports had been provided to the auditors in response to
requests for audits completed. (Finding 8, pages 25-26)

We recommended the University improve its procedures to
ensure all major systems of internal accounting and
administrative controls are fully reviewed at least once every
two years as required by the Act. We further recommended the
Chief Internal Auditor timely finalize its audit documentation
and clearly report the status of audits in its annual reports.

University officials agreed with the finding and stated the
Office of Internal Audit will ensure the efficient completion of
planned audits and timely issuance of the reports thereon.

COMPUTER SECURITY WEAKNESSES

The University had not established adequate controls for its
computing environment.

During the examination, we requested the University provide a
list of computers in order to determine if the University’s
computers were properly secured. In response to our request,
the University provided a listing. We compared the listing to
other records obtained from the University and concluded the
listing was not complete and accurate.

Due to these conditions, we were unable to conclude whether
the University’s population records were sufficiently precise
and detailed under the Attestation Standards promulgated by
the American Institute of Certified Public Accountants (AT-C
8§ 205.36). Even given the population limitations noted above
which hindered our ability to conclude whether a sample
selected could be representative of the population, we selected
a sample and performed testing noting the University’s
computing environment contained significant weaknesses.

We sampled 15 employees who terminated employment in
Fiscal Year 2021, noting 6 (40%) employees with user



40% of terminated employees’
accounts were not timely removed

University agreed with auditors

For 86% of the service providers
tested, the University did not obtain
SOC report

accounts for the University’s ERP system which had not been
removed. These six employees had terminated employment
with the University 88 to 377 days prior to the date of our
testing. The University indicated these employees’ active
directory accounts were deactivated but could not provide
evidence of when the deactivation was performed, so we were
unable to conclude those accounts were deactivated timely.

Further, we noted the University had not established formal
guidelines for configuration of virus detection software.
(Finding 11, pages 33-34) This finding has been reported
since 2016.

We recommended the University maintain a complete
inventory of all computers, ensure the environment is
appropriately secured, and ensure access rights of terminated
or transferred employees are removed on a timely basis. We
further recommended the University establish formal policies
and guidelines for virus detection systems.

University officials agreed with the finding and stated they
will continue to improve its computer security.

LACK OF REVIEW OF INTERNAL CONTROLS OF
SERVICE PROVIDERS

The University did not obtain or conduct timely independent
internal controls reviews over its service providers.

The University maintains numerous cloud-based solutions
with various service providers. These service providers
maintain the hardware, software and the data for various
applications regarding many sectors, such as campus news and
events, student orientation, employment, photographs, student
organizations, visitor tracking, course evaluations, and
emergency notifications.

We selected a sample of seven service providers and requested
the University to provide a) documentation of having obtained
independent reviews assessing the reliability of controls in
place, b) evidence of having reviewed the independent reviews
obtained, and c) the University’s internal evaluation of the
controls related to service providers who did not provide an
independent review report. We noted the following:

» The University had not obtained a System and
Organization Control (SOC) report for 6 (86%) service
providers.

» For the one (14%) SOC report obtained, no evidence of
the University’s review of SOC report was noted along
with reviewing the Complimentary User Entity Controls.
This SOC report also identified a subservice provider.
However, there was no evidence the University obtained
and reviewed the SOC report of the subservice provider



University agreed with auditors

or performed alternative procedures to determine the
impact on the University’s internal control environment.

The University is responsible for the design, implementation,
and maintenance of internal controls related to information
systems and operations to ensure resources and data are
adequately protected from unauthorized or accidental
disclosure, modifications, or destruction. This responsibility is
not limited due to the process being outsourced. (Finding 12,
pages 35-36)

We recommended the University perform the following
procedures for all service providers which the University has
determined that a review of controls is required:

» Obtain SOC reports or (perform independent reviews) of
internal controls associated with outsourced systems at
least annually.

» Monitor and document the operation of the
Complimentary User Entity Controls relevant to the
University’s operations noted in the SOC reports.

» Obtain and review SOC reports for subservice
organizations or perform alternative procedures to satisfy
itself that the existence of the subservice organization
would not impact its internal control environment.

» Document its review of the SOC and other reports and
review all significant issues with subservice organizations
to ascertain if a corrective action plan exists and when it
will be implemented, any impacts to the University, and
any compensating controls.

University officials agreed with the finding and stated they
will work towards completing service providers’ reviews.

OTHER FINDINGS

The remaining findings are reportedly being given attention by
the University. We will review the University’s progress
towards the implementation of our recommendations in our
next engagement.

AUDITOR’S OPINIONS

The financial audit report was previously released. The
auditors stated the financial statements as of and for the year
ended June 30, 2021 are fairly stated in all material respects.

The single audit report was separately released. The auditors
conducted a single audit of the University as required by the
Uniform Guidance. The auditors stated the University
complied, in all material respects, with the types of compliance
requirements that could have a direct and material effect on the
University’s major federal programs for the year ended June 30,
2021.

Vi



ACCOUNTANT’S OPINION

The accountants conducted a State compliance examination of
the University for the year ended June 30, 2021, as required by
the Illinois State Auditing Act. The accountants qualified
their report on State compliance for Finding 2021-001.

Except for the noncompliance described in this finding, the
accountants stated the University complied, in all material
respects, with the requirements described in the report.

This State compliance examination was conducted by
Borschnack, Pelletier & Co.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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