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FINDINGS THIS AUDIT: 3 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3
Category 1: 0 1 1 2020 21-01
Category 2: 0 2 0 2019 21-03
Category 3: 0 0 0 2017 21-02
TOTAL 0 3 1

FINDINGS LAST AUDIT: 3

INTRODUCTION

This digest covers the Northeastern Illinois University’s (University) Financial Audit as of and for the year ended
June 30, 2021. The University’s Compliance Examination and Single Audit will be issued in separate reports.

SYNOPSIS
* (21-01) The University did not have adequate internal control over reporting its census data and did

not have a reconciliation process to provide assurance census data submitted to its pension
and other postemployment benefits plans was complete and accurate.

* (21-02) The University had computer security weaknesses.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2:  Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.
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NORTEASTERN ILLINOIS UNIVERSITY
FINANCIAL AUDIT
For the Year Ended June 30, 2021

STATEMENT OF NET POSITION (in thousands) | 2021 | 2020
Assets
Cash and cash equivalents...........ccocevevereieniise e $ 82,363 $ 64,448
Accounts and student loans receivable, Net..........cocoevveveeiecieenn. 21,223 21,956
Capital aSSEtS, NEL.......c.civeeiiresese e 173,666 178,237
(013 =) SO RORRRRO 2,281 1,786
TOtAl ASSEES.....oeteieiecee ettt 279,533 266,427
Deferred Outflows of RESOUICES..........ccccvveeiiiiiieceec e 2,827 3,631
Liabilities
Accounts payable and accrued liabilities...........c..ccooeevriiininnn. 10,268 8,880
UNEAINEU FEVENUES. ... eeeeeeeeeeeeeeeeeeeeeeeeeeese e eseeeeeeeresseeeesareeeene 1,394 1,445
Accrued compensated abSENCES. .........coveerererereiereieree e 6,563 6,626
Revenue bonds and Certificates of participation............ccc.cc....... 47,050 49,654
Other post-employment benefits...........cccovevveiriiiiiscceceiee, 35,270 41,256
(O] 1] O RO TRRRTTRR 449 1,003
Total Liabilities.......ccveeeieeeeeeceeceee e 100,994 108,864
Deferred Inflows of RESOUICES.........ccciveeiiiiiiececc e, 36,893 33,979
Net Position
Net investment in capital aSSetS........ccvvevvveerevvere e 101,467 103,290
RESITICIEA. ...ttt ettt e e e e et e e e e e e eeeeeaaas 7,549 7,587
UNFESEIICIEA. ...ttt ettt e e e e e e e s e e e e e 35,457 16,339
Total Net POSIION........cccoveiiiiiieeeecece e $ 144,473 $ 127,216
STATEMENT OF REVENUES, EXPENSES AND
CHANGES IN NET POSITION (in thousands) 2021 2020
Revenues
State apProPriations.........cccoveerieieriiere e $ 35,567 $ 35,567
On-Behalf and Special Funding for fringe benefits...................... 70,973 46,215
TUItION AN FEES, NEL.....veeeeee et 45510 46,023
AUXITTIArY BNTEIPIISES. ... 1,516 1,733
Federal and State grants and other contracts..............ccocecvvevnenne. 52,664 45,785
Capital additions..........coceviiiiiieee 1,880 1,240
(@] 13- SRR 1,030 2,542
TOtAl REVENUES. ..ottt e e e 209,140 179,105
Expenses
INSEIUCTION. ..ot 94,618 81,570
RESBAICHN. ...ttt ettt et e et e e st e e e e e e e e r e s 995 1,262
AUXIHTIArY ENTEIPIISES. .. cveiveeeieeieiee e 6,471 6,608
Institutional SUPPOIT.........c.coviiiiiiiiie e 23,968 18,074
ACAAEMIC SUPPOIL....c.veiieiieiicieie et 10,500 9,571
SHUABNT SEIVICES. ...vee ittt ettt r e e et e e s e e s eae e e reeeens 12,541 12,717
Operation and maintenance of plant.........c.ccccoeeveieiiiiiiiinnenns 16,279 15,825
PUBIIC SBIVICE. ..ttt aee e 10,240 12,467
Scholarships and fellowWships........cccoeveveiiiiiiiiireseeee 8,885 8,943
DEPIECIALION. .....cvviiiciiiiiie e ene 6,236 7,727
Termination of federal loan program..........ccccocevevevereeieeiieinsnnns - 657
INEEIEST. ..ottt e e e e e e e e e e e e e s e earraee s 1,864 1,946
TOtAl EXPENSES. ...eevvevieieitiitisiesieieeeeeestesta e ste e seeee e e are e e 192,597 177,367
Increase in Net POSITION.........cccovviiieire e $ 16,543 $ 1,738

UNIVERSITY PRESIDENT

During Audit Period & Current: President - Dr. Gloria Gibson




Internal controls over census data
need improvement

An initial complete reconciliation
had not been performed

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE INTERNAL CONTROLS OVER
CENSUS DATA

The University did not have adequate internal control over
reporting its census data and did not have a reconciliation
process to provide assurance census data submitted to its
pension and other postemployment benefits (OPEB) plans was
complete and accurate.

Census data is demographic data (date of birth, gender, years of
service, etc.) of the active, inactive, or retired members of a
pension or OPEB plan. The accumulation of inactive or retired
members’ census data occurs before the current accumulation
period of census data used in the plan’s actuarial valuation
(which eventually flows into each employer’s financial
statements), meaning the plan is solely responsible for
establishing internal controls over these records and transmitting
this data to the plan’s actuary. In contrast, responsibility for
active members’ census data during the current accumulation
period is split among the plan and each member’s current
employer(s). Initially, employers must accurately transmit
census data elements of their employees to the plan. Then, the
plan must record and retain these records for active employees
and then transmit this census data to the plan’s actuary.

We noted the University’s employees are members of both the
State Universities Retirement System (SURS) for their pensions
and the State Employees Group Insurance Program sponsored by
the State of lllinois, Department of Central Management Services
(CMS) for their OPEB. In addition, we noted these plans have
characteristics of different types of pension and OPEB plans,
including single employer plans and cost-sharing multiple-
employer plans. Finally, CMS’ actuaries use census data for
employees of the State’s public universities provided by SURS
along with census data for the other participating members which
is provided by the State’s four other pension plans to prepare the
projection of the OPEB plan’s liabilities.

During testing we noted the following:

e The University had not performed an initial complete
reconciliation of its census data recorded by SURS and
CMS to its internal records to establish a base year of
complete and accurate census data.

e After establishing a base year, the University had not
developed a process to annually obtain from SURS and
CMS the incremental changes recorded by SURS and
CMS in their census data records and reconcile these



University agreed with the auditors

University did not safeguard their
computing environment by
improperly monitoring access rights,
failing to develop change
management process, not having
encryption, and other noted
weaknesses

changes back to the University’s internal supporting
records. (Finding 1, Pages 81-85)

We recommended the University work with SURS to annually
reconcile its active members’ census data from its underlying
records to a report of census data submitted to SURS’ actuary
and CMS’ actuary. After completing an initial full
reconciliation, the University may limit the annual
reconciliations to focus on the incremental changes to the census
data file from the prior actuarial valuation, provided no risks are
identified that incomplete or inaccurate reporting of census data
may have occurred during prior periods. Any errors identified
during this process should be promptly corrected by either the
University or SURS, with the impact of these errors
communicated to both SURS’ actuary and CMS’ actuary.

University officials agreed with the finding.

WEAKNESSES OVER COMPUTER SECURITY

The University had computer security weaknesses.

The University had invested in computer hardware and systems
and had established several critical, confidential, or financially
sensitive systems for use in meeting its mission. However, the
University did not safeguard their computing environment.
During testing, we noted:

e User access rights to the applications and network were
not periodically reviewed.

e  Access rights were not timely terminated.
e Users were granted excessive access rights.

e A change management process to configure network
devices had not been developed.

e The infrastructure was not properly secured.
e Physical security weaknesses.

e Encryption software was not installed on certain
University laptops.

e Weak password settings. (Finding 2, Pages 86-87)
This finding has been repeated since 2017.

We recommended the University:

e Perform a periodic review of system access rights to
ensure access rights are appropriate and based on job
requirements. In addition, the University should ensure
timely deactivation of users no longer needing access.



e Develop a formal change management process for
changes to network devices.

Ensure security of the infrastructure.

Ensure adequate physical security.

Ensure required laptops are encrypted.

Ensure strong password settings.

University agreed with the auditors  ypjyersity officials agreed with the finding.
OTHER FINDINGS
The remaining finding pertains to lack of controls over service
providers. We will review the University’s progress towards
the implementation of our recommendations in our next
financial audit.

AUDITOR’S OPINION

The auditors stated the financial statements of the University
as of and for the year ended June 30, 2021 are fairly stated in
all material respects.

This financial audit was conducted by Roth & Co., LLP

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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