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FINDINGS THIS AUDIT:  11 AGING SCHEDULE OF REPEATED FINDINGS 

New Repeat Total Repeated Since Category 1 Category 2 Category 3 

Category 1: 2 2 4 2017 18-1 18-3  

Category 2: 5 2 7 2010 18-4   

Category 3:   0   0   0 2007  18-7  

TOTAL 7 4 11     

     

FINDINGS LAST AUDIT:  10     

 

 

INTRODUCTION 

 

This digest covers our Compliance Examination of the Department of Revenue for the two years ended June 30, 

2018.  A separate Financial Audit as of and for the year ended June 30, 2018 was previously released on May 23, 

2019.  In total, this report contains 11 findings, 3 of which were also reported in the Financial Audit. 

 

SYNOPSIS 

 
• (18-04) The Department did not have adequate internal controls over the disclosure and safeguarding of      

  taxpayer information. 

 

 

 

 

 

 

 

 

 

 

 

 

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and 

regulations (material noncompliance).   

Category 2: Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.   

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.   

{Expenditures and Activity Measures are summarized on next page.}



EXPENDITURE STATISTICS (all funds)

Total Expenditures................................................................ 11,716,588,824$  11,647,042,177$  10,968,706,632$  

OPERATIONS TOTAL.......................................................... 2,798,189,428$    2,541,034,077$    241,997,526$       

% of Total Expenditures....................................................... 24% 22% 2%

Personal Services.............................................................. 106,295,290         108,938,118         107,075,755         

Other Payroll Costs (FICA, Retirement)........................... 56,528,560           36,454,676           35,611,068           

Contractual Services.......................................................... 29,392,126           34,665,649           4,056,159             

Electronic Data Processing................................................ 1,811,890             207,102                15,387,596           

All Other Operating Expenditures..................................... 2,604,161,562      2,360,768,532      79,866,948           

AWARDS AND GRANTS..................................................... 367,472,595$       898,338,076$       3,032,228,957$    

  % of Total Expenditures........................................................ 3% 8% 28%

REFUNDS............................................................................... 2,545,858,880$    2,303,147,851$    2,152,298,563$    

  % of Total Expenditures........................................................ 22% 20% 20%

NON-APPROPRIATED FUNDS............................................ 6,005,067,921$    5,904,522,173$    5,542,181,586$    

  % of Total Expenditures........................................................ 51% 50% 50%

Total Cash Collections........................................................... 44,886,654,132$  38,189,588,759$  38,326,887,746$  

Income Taxes........................................................................... 25,013,583,981$  18,708,603,140$  19,253,705,124$  

  % of Total Cash Collections.................................................. 56% 49% 50%

Sales Taxes.............................................................................. 15,304,852,295$  14,840,871,477$  14,407,351,988$  

  % of Total Cash Collections.................................................. 34% 39% 38%

Motor Fuel Taxes..................................................................... 1,293,903,623$    1,275,977,796$    1,277,867,113$    

  % of Total Cash Collections.................................................. 3% 3% 3%

Public Utility Taxes................................................................. 1,469,551,833$    1,511,670,324$    1,536,464,050$    

  % of Total Cash Collections.................................................. 3% 4% 4%

Other Collections..................................................................... 1,804,762,400$    1,852,466,022$    1,851,499,471$    

  % of Total Cash Collections.................................................. 4% 5% 5%

SELECTED ACCOUNT BALANCES

PROPERTY AND EQUIPMENT at June 30,..................... 6,461,507$           7,055,174$           12,027,609$         

NET TAXES RECEIVABLE at June 30,............................

Taxes Receivable.................................................................. 2,962,296$           2,555,543$           2,580,907$           

Allowance for Uncollectible Taxes....................................... (923,428) (928,252) (981,392)

Net Taxes Receivable...................................................... 2,038,868$           1,627,291$           1,599,515$           

SELECTED ACTIVITY MEASURES (Unaudited)

Number of individual income tax refunds issued.................. 3,796,244 4,092,101 3,135,800

Number of individual income tax returns filed electronically 5,300,584 5,222,610 5,180,333

Cost to collect $1,000 of tax and fees (in dollars)................. $4.20 $4.60 $4.30

Tax and fee collections per staff (in millions)....................... $31.40 $26.90 $26.20

Average Number of Employees............................................ 1,349 1,451 1,519

During Examination Period: Constance Beard (through 12/31/18); Edward Buckles, Acting (1/1/19-1/21/19)

Currently: David Harris, Acting (effective 1/22/19)
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Department provided unauthorized 

taxpayer information to another 

State agency. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Department was unable to provide a 

sufficient population of taxpayer 

information provided to other 

parties 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FINDINGS, CONCLUSIONS, AND 

RECOMMENDATIONS 

 

 

INADEQUATE CONTROLS OVER THE DISCLOSURE 

AND SAFEGUARDING OF TAXPAYER INFORMATION 

 

The Department of Revenue (Department) did not have adequate 

internal controls over the disclosure and safeguarding of 

taxpayer information. Specifically, we noted the Department 

provided unauthorized taxpayer information to another State 

agency, the Department was unable to provide a sufficient listing 

of other parties (not the public as a whole) it may have provided 

taxpayer information to during the examination period, and the 

Department failed to adequately secure working areas which 

contained taxpayer information.  

 

The Internal Revenue Code (Code) (26 U.S. Code §6103(a)) 

requires returns and return information to be confidential and no 

State officer or employee shall disclose return information for 

unofficial purposes.  

 

Further, the State of Illinois has disclosure statutes outlined 

within the Retailers' Occupation Tax Act (35 ILCS 120/11) and 

the Illinois Income Tax Act (35 ILCS 5/917). 

 

During statutory mandate testing over the Illinois Income Tax 

Act (35 ILCS 5/917), we noted the following: 

 As part of testing the Illinois Income Tax Act, we 

requested the Department provide a population of 

instances wherein information received from returns was 

made available to other parties (but not the whole public) 

during the examination period. Although the Department 

provided a population, documentation demonstrating the 

completeness and accuracy of the population could not be 

provided. Due to these conditions, we were unable to 

conclude that the population records were sufficiently 

precise and detailed under the Professional Standards 

promulgated by the American Institute of Certified Public 

Accountants (AT-C § 205.35). 

 

Even given the population limitations noted above, we tested a 

sample of instances wherein information received from returns 

was made available to other parties (but not the whole public).  

 

Our testing revealed the following error: 

o The Department provided Federal Tax Information 

(FTI) to the Department of Healthcare and Family 

Services (DHFS). Per the Income Tax Act (35 ILCS 

5/917), the Department is allowed to send DHFS tax 

information for child support enforcement purposes 
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Fed/State Room door unlocked 

 

 

 

 

 

 

 

 

Confidential information was noted 

in open areas when employees were 

not in the building 

 

 

 

 

 

 

 

 

 

 

 

 

Department  accepted  the 

recommendation 

 

 

 

 

 

 

 

 

 

in order to verify sources and amounts of income. 

However, we noted that from the fall of 2017 until it 

was discovered by the auditors in May 2018, the 

Department provided DHFS taxpayer information for 

all individuals who filed tax returns on a monthly 

basis. Specifically, this file included individuals who 

did not receive child support credit or services from 

DHFS. The Department’s data warehouse from 

which the data file was pulled is considered 

commingled with information received from the IRS, 

thus the information provided included accounts 

which contained FTI. 

In addition, during walkthroughs performed in our examination, 

we noted the following weaknesses: 

 While performing a walkthrough of controlled areas on 

December 14, 2018, we found physical access to the 

Fed/State Room was secured by a badge reader; however, 

the physical door was unlocked making the badge reader 

ineffective. 

 While testing controlled areas, we obtained populations 

of individuals who have badge access to the controlled 

areas. Nine out of 25 (36%) of the individuals selected 

for testing did not have adequate documentation to 

determine if their badge access to the controlled areas 

was appropriate. 

 During a walkthrough of the Willard Ice Building, we 

noted 4 instances of confidential information in open 

areas. (Finding 4, pages 21-23) This finding has been 

repeated since 2010. 
 

We recommended the Department ensure FTI received and 

provided is adequately protected from potential unauthorized 

access. We also recommended the Department continue to 

evaluate physical security over its controlled areas and 

confidential information to determine if policies and procedures 

for safeguarding the Department’s controlled areas and 

confidential information are adequate during business and non-

business hours.  

 
The Department accepted the recommendation and noted 

during fiscal year 2019 additional barriers were installed 

restricting public access to operational areas which greatly 

reduces the risk of improper disclosure of taxpayer 

information.  The Department also stated it will continue to 

evaluate physical security over controlled areas and 

confidential information to identify areas for improvement and 

will review its policies and procedures over the release of 

taxpayer information to other State agencies to aid in ensuring 

only authorized information is released and tracked properly. 

(For the previous Department response, see Digest Footnote 

#1.) 
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OTHER FINDINGS 

 

The remaining findings pertain to complete populations not 

provided, inadequate controls over process, approval, and 

payment of vouchers, exceptions in testing personnel, 

inadequate control over contract obligation documents, lack of 

notification to taxpayers of available withholding tax credits, 

inadequate controls over processing and recording of State 

property and equipment, and a lack of agreement to ensure 

compliance with IT security requirements. We will review the 

Department’s progress towards the implementation of our 

recommendations in our next compliance examination. 

 

AUDITOR’S OPINION 

 

The financial audit report was previously released. The 

auditors stated the financial statements of the Department as of 

and for the year ended June 30, 2019, are fairly stated in all 

material respects. 

 

ACCOUNTANT’S OPINION 

 

The accountants conducted a compliance examination of the 

Department for the two years ended June 30, 2017, as required 

by the Illinois State Auditing Act.  The accountants qualified 

their report on State Compliance for Findings 2018-001, 2018-

002, 2018-004, and 2018-005. Except for the noncompliance 

described in these findings, the accountants state the 

Department complied, in all material respects, with the 

requirements described in the report. 

 

The financial audit and this compliance examination was 

performed by RSM US LLP.  

 

 

___________________________________ 

JANE CLARK 

Division Director 

 

This report is transmitted in accordance with Section 3-14 of 

the Illinois State Auditing Act. 

 

 

___________________________________ 

FRANK J. MAUTINO 

Auditor General 
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 DIGEST FOOTNOTES 

 

#1-2017 Controls and Safeguards over the processing of 

Taxpayer Information: The Department accepts the 

recommendation.  Funding has been appropriated, and the 

Department is on target for a completion date within fiscal year 

2018. 
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