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REPORT DIGEST
Management Audit
DEPARTMENT OF CENTRAL MANAGEMENT SERVICES’
TELECOMMUNICATIONS OPERATIONS

DCMS is responsible for providing telecommunications services for State agencies.
Many of those services are provided through a Statewide Network which was established in May,
1989, through a contract with two telecommunications vendors. We concluded that DCMS’ use of
a network has been a cost-effective strategy in providing for State telecommunications’ needs.

The current Statewide Network contract expires in December, 1995, and DCMS has begun
the process of reviewing alternatives to the current strategy. DCMS’ review should consider the
cost-effectiveness of changes to the existing network architecture, including the implementation of
additional technologies. -Other issues discussed in this report,- include:

®  Analysis of State agencies’ telecommunications needs. We found DCMS had not

completed a formal, comprehensive analysis of State agencies’ telecommunications needs
since 1987.

®  Formal written policies and procedures. We found DCMS lacked formal written policies
- and procedures to guide it in carrying out many of its telecommunications responsibilities.

®  Procurement documentation. We found DCMS needed to improve the consistency of its
telecommunications procurement procedures and provide greater documentation for its
purchasing decisions.

®  Billing to State agencies. We found DCMS’ telecommunications accounting system did not
generate sufficient cost information to enable DCMS to charge State agencies for services
and equipment based on the actual cost, including administrative expenses.

®  Vendor invoices. We found that vendor invoices included questionable charges, including
taxes for which DCMS, as a State agency, is not liable. A DCMS contractor identified
over $6 million in questionable charges, as a result of which vendors have refunded over
$1 million to DCMS. We identified $118,000 in taxes on vendor invoices, paid by
DCMS, for which it was not liable. The overcharge has since been refunded.

®  Timeliness of billings to State agencies. Except at the beginning of a fiscal year, we found
bills sent to agencies were generally timely.

RECYCLED PAPER - SOYBEAN INKS




-On April 16, 1992, the Legislative =
Audit Commission adopted Audit
Resolution 97 which directs the Auditor
General to conduct a management audit of
the Department of Central Management * =
Services’ (DCMS’) telecommunications.
operations. The Audit Resolution directs
the Auditor General to determme whether: ‘

1. DCMS has adopted plans and
management strategies that promote
cost-effective telecommunications

. operations; R

2. DCMS has policies and procedures to
effectively guide telecommumcatlons
operations; ‘

‘3. monitoring of telecommunications
operations by- DCMS is adequate; and

4. telecornmunications biliings to State
agencies, and DCMS’ collection of
billings, have been timely and accurate.

The Department of Central - .
Management Services is responsible for-
providing telecommunications services
for State agencies. In Fiscal Year 1992,
DCMS’ telecommunications expenditures -
exceeded $90 million. The 150,000 lines -
leased by DCMS average 7.5 million
calls per month, which would make it
the fifth largest local exchange carrler in
linois.

Telecommunications operations for
the State encompass voice, data, and s
video services. In recent years, the' =
telecommumcatlons industry has been
distinguished by a ‘marked increase in
competition and the mtroductlon of new
technologies and more servnce optlons o

In May 1989 DCMS created a -
Statewide Network for the provnsnon of B
telecomnmmcatlons“servnces to State’
agencies. In thie process, DCMS‘Went
from a subscriber of telecommunications -
services to a manager of a
telecommunications operation. We
concluded that the establishment of a
network has been a cost-effectlve A
strategy S

Network services are currently being
provided under a contract that expires
in 1995. There are a number of issues
which the Department should consider
in planning for the expiration of the
contract. These include alternatives to
the existing network architecture,
alternative access arrangements,
competltlve alternatives to Centrex
services, and an mtegrated network
management system. In addition,
DCMS should undertake or strengthen ’
certain planmng steps, including
conducting a formal, comprehenswe
assessment of agencies’ " :
telecommunications needs and
developmg a new Strateglc Plan

“The Department lacked written -~
policies and procedures to guide it in
carrying out many of its o
telecommunications reSpohsnblilties
DCMS’ management information ,
systems cannot provide cost data to’ -
identify or allocate specific costs for the




- Statewide Network and so cannot set.

~ charges for services and equipment to

. ensure each State agency pays only the

- cost, including administrative overhead,
- of the services and equipment used by it.

‘ Accordmg to DCMS officials, DCMS’

'~ accounting system for

' telecommunications has not been

upgraded since 1980. Accounting

j records have also been inaccurate

: because of the misclassification or

' improper recording of some

~ telecommunications transactions.

Although DCMS is not statutorily

- required to use any competitive method

- to award telecommunications contracts, .
it chose to initiate competitive |
- procedures for the six procurements we

" reviewed. However, in some of these
procurements, DCMS used inconsistent

~ or non-standard terms in solicitation.

documents, did not adequately document

| and/or fully justify some award .

declslons, and changed or used
inconsistent selection criteria durmg the
selection process.

Some telecommunications invoices -
from vendors, which are used to charge
State agencies, were inaccurate. A
contractor hired by DCMS 1dentlfied

 over $6 nulhon in questlonable charges

by telephone companies; the companles '
have repaid DCMS over $1 million. We
determined that DCMS paidan =
additional $118,000 in taxes for which it

- was not liable and which has since been

refunded. .

Billings to agencies were g‘enerally’ on
time. However, some agencies did not
pay their bills in full, and DCMS had to
write off bad debt totaling over $2. 6
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million for Flscal Years 1991 through
1993. However, DCMS also received
payments: or 1ssued credits which it did

not apply to past due account balances,

if they had been appiled the amount of
bad debt would have been less than $2 6
million.

During the course ‘of the audit,
DCMS addressed some of the matters
1dent1ﬁed above DCMS. o

° formed a strategrc planmng ‘
committee for telecommunications
and an Agency Services section to
1mprove mteract;on w1th agencles,

] created some documented pollcles and
procedures,

o reclassrfied certarn accountmg
transactlons, 5

° issued:?Requesjts for Proposals to
develop an integrated network
management system and to review
agency needs, network technologles,
and servrces' and

L4 1n1t1ated plannmg actlvmes to
1mprove the telecommumcatlons
accountmg system. ‘

Whlle DCMS has taken some action
to improve its operations, other issues
need to be addressed. These include
comprehensive planmng for techmcal
and administrative functions, = ‘
development of documented policies and
procedures for all telecommunications
activities, adequate documentation of'
procurement activities, improved

~ management reporting, and formal

evaluation of vendors’ performance.




DCMS serves as the centrallzed source
of telecommumcatlons serv1ces and

equlpment for State agencies. Ilinois
statutes give DCMS the power and duty to
provide and control the procurernent

installation, retentlon and malntenance of

telecommunications equipment or services
used by State agenc1es (20 ILCS
405/67. 18) ‘

Statutes also requlre DCMS to create
an administrative organization to fulfill its
responsibilities for telecommunications.
The Bureau of Communication and
Computer Services (BCCS), a DCMS
division, has primary respons1b111ty for

providing telecommunications services and

equipment to State agencies. BCCS had
86 employees assigned to
telecommunications who were paid from

the Commumcatlons Revolving Fund

The State Finance Act (30 ILCS
105/6p-2) authorized the establishment of
the Communications Revolving Fund
(CRF). DCMS uses the Communications
Revolving Fund to pay vendors for
telecommunications services they provide,
charge agencies for those services, and
receive payments from the agenc1es
Under aceountlng prmmples a revolving
fund is not to retain a profit. However
for Fiscal Year 1992, DCMS reported
CRF revenues of $98.7 million and CRF
operatmg expenses of only $90 3 mllhon

DCMS provides telecommunications
services to approximately 225 agencies
including departments commissions, and
universities. Digest Exhibit 1 presents

vii

various mforrnatlon relatmg to DCMS’
telecommumcatlons operatlons (pages 4-
10)

Digest Exhibit 1 A
DCMS TELECOMMUNICATIONS -
OPERATING STATISTICS*

Number of Calls/Month 7,500,000 -

Number of Leased lines . = 150,000
Data Terminals . 25,000
Radio Devices 21,000
Credit Cards 12 000
1, 000\‘ 7

Cellular Lines

* reﬂe'c;“ approiinzaté’ﬁgufes : '
SOURCE OA_G summary of DCMS data.

To effectlvely manage the provision of -
telecommunications services and
equipment to 225 agencies at an annual |
cost of over $90 million, DCMS needs to
strengthen its techmcal and admlmstratlve
planning. ‘

‘Before DCMS can develop or
nnplement new strategies for
telecommumcatlons it must determine the
current and future technical requirements
of State agencies. While the Department :
obtains some input from : agencies, it has
not conducted a formal, comprehensive
assessment of agencies” technical needs




smce 1987 DCMS also has not formally
updated its Strateg1c Plan smce 1987.

In July ‘1992, DCMS created a Strategic
Planning Committee to address future -
- telecommunications operations. In
. November 1993, DCMS created an .
Agency Servrces section w1thm BCCS to
increase interaction with agencies and .
identify agencies’ telecommunications
needs. 'Also, at the end of the audit .
. DCMS issued a Request for Proposal to -
" hire a consultant who would assist the'
Department in evaluating agencies’
telecommunication needs and the
apphcablhty of new technologies and
services offered by vendors |

Irnproved planning is also needed to
address DCMS’ administrative
responsibilities. While BCCS has an
existing administrative planning group, ‘
many sections responsible. for
telecommunications do' not have
documented. policies and procedures
Given the complex1ty and range of .
responsrbllmes for DCMS’
telecommunications operatlons
documented policies and procedures are
crucial to ensure ‘compliance with laws and

regulations, efficient use of resources, and |

the creatron of reliable data. 7‘ i

'In‘addition while DCMS has
reorgamzed its telecommunications
operations on several occasions, sections
continued to have overlappmg
responsibilities. In November 1993
DCMS completed another reorgamzatlon ‘
It has also initiated plans to eliminate
overlappmg responsrbrhtles among
,sectlons (pages 14- 21)
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In 1989 DCMS unplemented a
Statewide Network through an agreement
with two telecommumcatlons vendors
The Network cons1sts of leased fac1l1tres
(i.e. groups of l1nes) which are -
mterconnected at various sites. The lmes
and the equrpment which route: traffic on
these lines, make up the Statew1de
Network. i

In May 1989 the Network became
operatronal with the installation and use of
long d1stance fac111t1es between Chlcago
and Sprmgﬁeld ‘The Network now
extends to cities throughout Illinois - with
Carbondale as the most southern point
within the Network and Rockford the most
northem locatron :

The move to the Network was a cost-
effective strategy It allowedDCMS to

' take advantage of volume discounts and

economies of scale.

The current contract for the Statewrde
Network explres in December 1995. -
There are a number of i issues wh1ch the
Department should consrder to 1mprove

~ future operations and increase cost

savings, including: the current network
arch1tecture alternatwe access; the grade ,

~ of service; competmve alternatives to .

Centrex services; and an 1ntegrated

- network management system In addition,

DCMS ‘had not analyzed certain cost
components of the Statewide Network,

- such as the aggregate costs of access lines

tied to the Network that are crucral to its
ab111ty to analyze the cost effectlveness of




any proposed alternatrves to the exrstmg
structure.

DCMS should also cons1der ways to’
increase the use of the Statewide Network
by State agencres It is estimated that the .
State, after an initial cap1ta1 investment of -
$3 million, may save as much as $2.8
million a year if the Department of Lottery
and certain universities used all Network
services. In January 1994, Department
officials announced plans to convert the
Lottery onto the Statewide Network
(pages 25- 37)

While statutes allow DCMS to purchase
telecommumcatlons serv1ces and

equipment wrthout engaging in any
competitive process, DCMS generally used
a competitive process for the six
procurements we reviewed. However,
DCMS’ procurement of
telecommumcatrons services and
equ1pment needs to be unproved

DCMS procurement personnel lacked
written policies and procedures. Our
review of six specific procurements
showed that DCMS used non-standard or
inconsistent terms in solicitation documents
for four of the six procurements, did not
adequately document and/or fully justify
award decisions for two procurements, and
changed or used inconsistent evaluatlon
criteria for two procurements. |

Given that the telecommunications
industry is now very competitive and the
significant costs related to =~
telecommunications contracts (as shown in
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ngest Exhzblt 2 . :
DCMS PROCUREMENT ACTI VITY
- FOR TELECOMMUNICATIONS e

‘ FY92 , S

Number of contracts for
telecommumcattons equzpment BT |
and services: | - 608

Total dollar amount for the = o
608 contracts:” = $166 mzllzon o

FY92 expenditures for the
608 contracts: ' $29.9 million

tNumber of master contracts
for telecommunications S
equipment and services: ... . - 15 |

SOURCE: OAG Summary of data from
DCMS and the Comptroller. .

Digest Exhibit 2), the General Assembly
may wish to consider requiring DCMS to
use sealed bids or sealed proposal ‘ ‘
procedures when procurrng
telecommunications services and
equipment. Requiring sealed brds or
sealed proposals would help ensure that o
procurements are in the best interests of
the State. A Best and Final process which
uses established procedures, in conjunction
with a sealed proposal method, wouId grve‘
the Department the ability to further =~
clarify vendor proposals and poss1bly
reduce the prices offered

(pages 39-54)




MATTER FOR CONSIDERATION

BY THE GENERAL ASSEMBLY
- The jGet‘zl(‘érdlv Assembly may wish to revise the
" Purchasing Act (30 ILCS 505/6) to require

DCMS to use a sealed bid or sealed proposal

method of procurement for

- telecommunications services and equzpment

- The General Assembly also may wish to give

' DCMS the authority to conduct Best and

' Final Offer processes according to established
procedures when using a sealed proposal
method of procurement.

DCMS’ management information
systems for its telecommunications.
operations and the Communications
Revolving Fund need to be improved.
DCMS provrdes approxnnately 150,000 -
phone lines to over 225 agencies mcludmg
departments commissions, and
- universities. In addition, the
* Communications Revolving Fund is
DCMS’ second largest internal service |
" fund W1th total operating revenues for.

‘Fiscal Year 1992 of almost $99 mllhon

DCMS’ management information
systems do not provide sufficient cost -

information to set charges for all services.

and. equrpment nor do they allow DCMS
to allocate its administrative costs across
all services provided. The information

. system used to create agency bills and pay
- vendor invoices has not been upgraded
since 1980, according to DCMS officials.
However, since that time many changes

occurred in telecommumcatlons which
increased the demand for more detailed
and different accounting information. In
June 1992, the Department hired a.
consultant to rev1ew its accountmg systems;
and DCMS subsequently initiated planning
efforts to upgrade the telecommumcatlons
accountmg system '

We 1dent1ﬁed three mstances where
DCMS nnproperly recorded or o
misclassified accountmg transactlons In
January 1994 'DCMS officials agreed to
make the necessary adJustments for these
three transact1ons

L] In F1sca1 Year 1990 DCMS unproperly

 classified a lease agreement of
approximately $23 million as an
equipment purchase While there was
no effect on the total assets for the |
Fund, if uncorrected DCMS’ financial

‘ statements would have overstated
equlpment when the 1ease expired 1 m ‘
Fiscal Year 1996

e In Frscal‘Year;l99,2, DCMS deducted
certain revenues owed from vendors to
DCMS from amounts owed by DCMS
to those vendors. The effect has been
an understatement of operating revenues
and expenses by over $3.8 million
within financial statements. Whﬂe th1s ‘
‘accountmg treatment did not
mlsrepresent net income for the CRF,
an accurate accountmg of revenue and

© expenses is important for external
- reporting, as well as for internal =~
budgeting and rate setting purposes.

® In one mstance both DCMS and

I]11n01s State Umversrty recorded an
equipment purchase of almost $6.6
11110n on the1r accountmg records




Most sections of DCMS performing
telecommunications functions provide
management with regular activity reports.

However, DCMS has limited information

regarding the performance of vendors for
maintenance contracts and the
Department’s timeliness in fulfilling -~
agency requests for services. In addition,
DCMS did not complete any
comprehensive internal audits of
telecommunications. (Pages 56-67)

Due largely to errors in vendor
invoices, some agency billings have been
inaccurate. A contractor hired by DCMS
to review vendor invoices identified over
$6 million in questionable charges, of
which over $1 million has been refunded
to DCMS.

In addition, DCMS received a credit of
almost $118,000 after we identified taxes
included on vendor invoices, paid by
DCMS, for which it was not liable.
Further, DCMS did not have adequate
controls over credits sought from vendors
or requested by agencies. During the
audit, DCMS instituted policies and
procedures for credits and also took action
to review vendor invoices for appropriate
taxes. |

Our analysis shows inventory records
used to calculate monthly charges to State
agencies are not completely accurate.
DCMS and the agencies should improve
coordination to keep mventory records
accurate.

xi

Except at the beginning of a fiscal year,
DCMS generally presents agencies with
bills that are timely. The Department had
to write off over $2.6 million in bad debt
in Fiscal Years 1991 through 1993 because
agencies did not pay their telecom-
munications bills; however, the
Department also received payments or
issued credits which it had not applied to
past due account balances (Pages 69-85)

This Report contains thirteen ‘
recommendations to the Department and
one matter for consideration by the
General Assembly. The Department
generally agreed with the :
recommendations. Appengdix C contains
agency responses. ‘

WILLIAM G. HOLLAND
Auditor General

WGHJAW
May 1994
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AMERITECH

AT&T

BCCS =

BEST AND FINAL OFFER
(BAFO)

CENTREX

COMMUNICATIONS REVOLVING

FUND (CRF) = .
ELECTRONIC KEY SYSTEM
®S)
FIBER OPTICS
FRACTIONAL T1

GRADE OF SERVICE

- Previously known as Illinois Bell Telephone and

Illinois Bell Communications.

Vendor that supplies the State with 800 services.

- as well as data transmissions for many off-
network sites.

Bureau of Communication and Computer
Services. The Bureau within DCMS responsible
for telecommunications operations.

A process that allows the State to better -
define its needs, adjust specifications, or address
problems in the procurement process.

A widespread telephone company switching
system that uses dedicated central office switching
equipment. The service allows extension users to
dial outgoing and intercom calls directly as well
as receive calls dialed directly from outside.

. The State’s internal service fund used to

process revenues and expenses for
telecommunications services.

- A small telephone switching system, which

operates on smaller wiring, equipped with

" multiple buttons to permit the user to select an
© appropriate outgoing or incoming line.

.- A transmission technology in which lightwave

signals are sent down hair-thin plastic or glass
fibers to a receiver at the other end.

A technology that allows the leasing of circuits in
multiples of six rather than 24.

The quality of a telephone service system,
described as the probability that a call will be
blocked (busy signal) during the peak busy hour
of the day. |




N ,ILLINQIS ‘BELL COMMUNICATIONS
! (IBC) -

ILLINOIS BELL TELEPHONE
@®T) A

' INTEGRATED SERVICES DIGITAL

NETWORK (ISDN)

LOCAL AREA NETWORK
(LAN) |

| LOCAL EXCHANGE CARRIER

(LEC)

MASTER AGREEMENTS

MONIES

 NEGOTIATION

NETWORK ARCHITECTURE

One of the three co—prIme contractors in the
Statewide Network contract IBC provides

equipment as well as installation and mamtenance

services. Now known as Ameritech.

One of the three co-prime contractors in the

Statewide Network contract. IBT is to provide

equipment, support staff, and various types of
local services (such as Centrex). Now known as
Ameritech. For presentation purposes, this

Report will refer to Iltinois Bell Telephone and
- Illinois Bell Communications as Illinois Bell.

A service that alloWs voice, data, and video to
- be transmitted overiawsingleline. :

- A type of geographrcally limited
communications network intended pnmanly for
*hIgh-speed data transmrssmns S

A telephone company that provides services

‘in a specific geographlc region. In Illinois
there are 56 LECs mcludmg Hlinois Bell.

‘Contracts wh1ch contam a description of services,

dates, terms of use, and sometimes an estimated
contract amount '

‘Management of Network Income Expense

Services; acronym for the software product used

by DCMS for Inventory management, billing, and
‘maintenance of all components in the State

telecommunications network. The software was

purchased from Stonehouse and Company in
1986. g

A procurement method which is considered a
‘competitive procedure if negotiations are

conducted with more than one vendor.
Negotiation with one or more vendors is allowed

- for telecommumcatlons contracts

A framework of principles to facilitate the

‘operation, maintenance, and growth of a

communications network.




NETWORK CONTROL CENTER
(NCC) .

NETWORK STRATEGIES, INC.
(NSp

PRIVATE BRANCH EXCHANGE
(PBX) BRI

REQUEST FOR INFORMATION
(RFI)

REQUEST FOR PROPOSAL
(RFP)

SEALED BID

SEALED PROPOSAL

STATEWIDE NETWORK

US SPRINT

Any centralized network diagnostic and
management control site.

B The company hired by DCMS in 1987 to

develop a five-year strategic plan for the State
telecommunications system. NSI also assisted in

‘the development of the RFP for the Illinois Bell
- US Sprint master agreement.

'Telephone switch located at a customer’s site
* that establishes voice communications with the
_public telephone network. A PBX also provides

switching within the customer site and offers
enhanced features such as least-cost routing and
call detail recording.

A general notification of an intended purchase
for goods or services, including computer or
communications equipment or services, sent to

~ potential suppliers to determine interest and solicit

product materials.

A document supplied to vendors to solicit a
proposal, with prices, that meets the State’s
requirements.

Procurement method that requires advertising and
evaluation of bids with the award made to the
lowest responsible bidder whose bid conforms to
State specifications.

Procurement method used when specifications are
not adequate to award based solely on low cost.
Bids evaluated according to predetermined criteria
with evaluation showing how the winning
proposal is in the best interest of the State.

The State’s network architecture that consists of
leased facilities and equipment at various sites
throughout the State.

One of the three co-prime contractors to the
Statewide Network contract. US Sprint provides
long distance service as well as support staff in
the NCC. Now known as Sprint.




TARIFF

'WIDE AREA NETWORK .

The formal schedule of rates and regulations
pertaining to communi¢ation services, equipment
and facilities. Tariffs constitute a contract
between the user and the common carrier. -

* Telecommunications Billing and Accounts ”

Receivable. A system used by DCMS’
Accounting Division to perform accounting
functions for the CRF.

A network spahning a ilargej‘geog“raphical ‘
area. They typically use circuits provided by
common carriers. |




On April 16, 1992 the Leglslatlve Audit Commission adopted Audlt Resolut1on 97
(Appendix A) which dlrects the Auditor General to conduct a management audit of the -
Department of Central Management Services’ (DCMS’) telecommunications operations. The
Audit Resolution directs the Auditor General to determine whether: :

1. »DCMS has adopted plans and management strategles that promote cost-
- effective telecommumcatlons operauons

2. DCMS has pohc1es and procedures to effectively gu1de ‘
o , telecommumcat1ons operations;

3. monitoring of telecommunications operations by DCMS is adequate; and o

i 4. telecommunications bﬂhngs to State agencies, and DCMS’ collection of
~ billings, have been timely and accurate.

The Department of Central Management Services is responsible for providing

' 'telecommumcatlons services for State agencies. In Fiscal Year 1992, DCMS’
telecommunications expenditures exceeded $90 million. The 150,000 lines leased by ,

' DCMS, which averaged 7.5 million calls per month, would make it the fifth largest loeal

- exchange carrier in Illinois. In addition, DCMS operations included 25,000 data -

terminals, 21,000 radio devices, 12,000 credit cards, and 1,000 cellular lines.

Telecommunications operations for the State, which encompass voice, data
(computers, facsimile machines), and video services, have changed since the AT&T
breakup in 1984. The breakup has resulted in more ‘competition, new technologies, and
more service options being available to the State.

In 1987, a DCMS consultant recommended the State establish its own
telecommunications network to improve services. DCMS adopted the recommendation -
and had a network operational by 1989. In the process, DCMS essentially went from a
‘telecommunications user to a manager of a telecommumcatlons operatlon DCMS’
establishment of a network has been cost-effectlve :
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- The contract for network serv1ces with Illinois Bell and US Sprint (now called

Amerltech and Sprint respectlvely) explres in 1995. There are a number of issues which
: i;'the Department should consider in planning for the explratlon of the contract. These

- include alternatlves to the ex1st1ng network architecture, alternatlve access
arrangements, the grade of network service, and an mtegrated network management
system In addition, while DCMS receives some input from agencies regarding their
telecommumcatlons needs, it has not conducted a formal or comprehens1ve assessment
of agenc1es telecommumcatlons needs since 1987 :

_ The Department lacked written pohcles and procedures to gulde much of its
telecommunlcatlons operations. DCMS did not adequately monitor its
telecommunications operations. DCMS’ management information systems cannot
provide cost data to identify or allocate specific costs for the Statewide Network and
thus cannot properly set charges for services and equipment. Accordmg to DCMS
officials, DCMS’ accounting system for telecommumcatlons has not been upgraded since

'1980. In addition, some accounting transactions were 1mproperly recorded or
mlsclass1fied ‘ N o o o

Although DCMS is not required to conduct competltlve selectlon procedures in
awardlng telecommunications contracts, it chose to m1t1ate competltlve procedures for
the six procurements we reviewed. However, for some. of the six procurements we
reviewed, DCMS used inconsistent or non-standard terms in blddlng documents, did not

- adequately document and/or fully JllStlfy award dec1s10ns, and changed or used
?[mconsxstent criteria. S ‘ |

Some telecommunications invoices from vendors, wh1ch were passed through to
State agencles, were inaccurate. A contractor hired by DCMS identified over $6 million
- in questionable charges by telephone companies; the compames have repald the
Department over $1 million. We determined that DCMS pald an additional $118, 000 in
taxes for wh1ch it was not liable. Although billings to agencles were generally on tlme,
some agencies did not pay their bills in full, and DCMS had to write off bad debt of
over $2.6 million in the past three fiscal years. However, DCMS received payments or
1ssued credlts wh1ch it did not apply to past due account balances ‘

| Durmg the course of the audit, DCMS took the followmg steps to address some of
the matters identified above. DCMS: .

0; . formed a strategic planning committee for telecommumcatmns and revised
the organizational structure for telecommumcatlons to better manage its
operatlons,

“ e created documented pohcles and procedures for credlt cards cellular

phones, vendor credits, and agency credits;
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° implemented security measures for credit’ card and cellular phone data
contamed in DCMS mformatlon systems, '

o reclassxfied accountmg transactlons,

° issued Requests for Proposals to develop an integrated network
' management system and to review agency needs, network technologles,
and services; and -

®  initiated planning activities to improve the telecommunications accounting
system and centralize the receipt and processing of vendor invoices.

While DCMS has taken some action to improve its operations, other issues need
to be addressed. These include comprehensive planning for technical and administrative
functions, development of documented policies and procedures for all
telecommunications activities, adequate documentation of procurement activities,
improved management reporting, and formal evaluation of v‘endors’rperfor'mance.
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‘ Over the past ten years, the telecommunications mdustry has changed dramatically.
In 1982, a federal judge ordered AT&T to divest itself of the regional Bell companies.
‘DIVGStltlll'e allowed State government to choose among several long distance carriers and
~'gave it the option of purchasing telecommunications equlpment New technologlee have
1mpr0ved the efficiency and quality of services available. ‘

| Divestiture changed DCMS’ role from a subscriber of services to a manager of
telecommumcatmns services. . Before divestiture, the State: leased most of its
telecommunications equipment directly from AT&T or the Bell Companies (now called

 Ameritech). Today it can buy telecommunications equlpment cucmts and services from a
. variety of sources. ‘ ‘ ‘

- State government has the opt1on of selectmg long d1stance serv1ces from a number of

| Vendors Prior to 1984, AT&T was the primary company prov1d1ng long distance services.

By 1988, 36 companies offered long distance services in I]]1n01s and by 1992 the number

mcreased to 126.

In Illinois, local service is generally still a non—competitive aspect of the industry -

B jthat is, a local exchange carrier has exclusive rights to sell dial-tone services in a specific
. region. The exception is that, in 1989, the Illinois Commerce Comm1ss1on (ICC) approved
~ requests from one carrier seeking to pr0v1de local exchange service in the Chicago area - in

direct competition with Illinois Bell. Two other carriers were granted similar certificates by
the ICC.. In total there are 56 local exchange carriers in Ill1n01s w1th Il]mms Bell being the
largest provider of local services. :

The development of new technologies provides 0pp0rtun1t1es to DCMS for future cost
savings and improved services. Fiber optic cables send voice and data transmissions by

~ using high-speed pulses of light through glass cables. The benefits of fiber optic cables are

higher capacity of transmissions, longer service life, and less maintenance. Digital switches
use computers and software to route calls whereas the traditional electro mechanical switches
require manual modifications. Digital switches offer greater efﬁc1ency, higher quality
services,. and less maintenance. : ‘

In 1969, the General Assembly authorized the estabhshment of the Communications
Revolving Fund and gave the Department of Central Management Services (formerly the
Department of General Services) control over the State’s telecommunications activities.
Exhibit 1-1 prov1des an overview of major events in State telecommumcat1ons
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Exhibit 1-1
CHRONOLOGY OF EVENTS
DCMS TELECOMMUNICATIONS

1969 Public Act 76-1029 gives DCMS (formerly the Department of General Services) authority
" over telecommunication services. (Chapter 1)

Public Act 76-1030 creates the Communications Revolving Fund to receive payments for
telecommunicaﬁons services to agencies. (Chapters 1 and 5)

1974 DCMS creates the current accounting system for telecommunications (Telecommumcatlons
Billing & Accounts Recelvable) (Chapter 5)

1982 Modiﬁcation of Final Judgment requires divestiture of AT&T; ‘res1;11ts in greater
- responsibility for DCMS in managing telecommunication operations. (Chapter 1)

1984  AT&T formally divested its local telephone companies. (Chapter 1)

1986 DCMS purchases the Management of Network Income Expense Services (MONIES) to
track inventory and bill agencies. (Chapter 5)

1987 - A DCMS consultant, Network Strategies, Inc deveiops a five-year strategic plan for State
' ) telecommumcatlons (Chapter 2) - o

| 1988 - - DCMS signs a seven-year contract w1th Illinois Bell and US Sprmt to develop a Statewide
- Network (Chapters 3 and 4)

1989 . DCMS initiates network services in Spﬁhgﬁeld and Chicago. (Chapter 1)

' 1990 ’ DCMS moves telecommunications staffi into a Communications Facility owned by Illinois

Bell. (Chapter 2)

SOURCE: OAG summary of documents from- DCMS Illinois Compiled Statutes and Qllinois
Commerce Commission.

The Department of Central Management Services (DCMS) serves as the centralized
source of telecommunications services and equipment for State agencies. Illinois statutes
give DCMS the power and duty to provide and control the procurement, installation,

retention, and maintenance of telecommunications equlpment or services used by State
agencies (20 ILCS 405/67.18).

Statutes also require DCMS to create an administrative organization to fulfill its
responsibilities for telecommunications. Exhibit 1-2 presents an overview of DCMS’
organizational structure and shows the sections within DCMS involved with
telecommunications. ' |
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Exhibit 1-2 :
o DCMS ORGANIZATIONAL STRUCTURE
‘ HIGHLIGHTING SECTIONS RESPONSIBLE FOR TELECONIMUNICATIONS

DCMS
DIRECTOR
" | 1 L : il | IR ‘ 1
INTERNAL GOVERNNENTAL LaAL ‘ ofFIcE oF '} | ' OFFicE oF OFFICE OF
Aup1rs . APFAIRS . ; ‘ . PUBLIC AFFAIRS | | UMAN RESOUACES' FINANCE L MOMT
1 ‘ i ’ S 1
i ASSISTANT ' ASSOCTATE o ASSISTANT
© ] omecror ‘ o DIRECTOR reo : DIRECTOR :
INTERMAL SECURITY WINORITY AND " BUREAU OF BUREAU OF ‘ . BUREAY ‘ BUREAY
‘ FENALE BUSINESS COMMUNICATION AND ‘ . OF - i oF
INVESTIOAT IONS ENTERPRISE COMPUTER SERVICES PROPERTY MOMT ‘ " BENEFITS © | surron semvices
| L
[}
]
[}
1
grmeerencmnnan [ prevecastanscmrarssonenann
] ]
! !
. BUREAY OF : OFFICE OF
CONMUNICATION AND ‘ ‘ . R B ‘
CONPUTER SERVICES ‘ ‘ i T ] rInance & wowr
‘ 1 ‘
o B N o1 1 .
TELECOMMUNICAT ION INFORMAT ION INFORMAT XOM AoMTMISTRATION | - AR memdd  ACCOUNTING
DIVISION SERVICES DIVISION NONT. SERVICES PLANNING DIVISION ‘ ‘
. ‘ ‘ N BUDOET
VOICE ORDER BUDGET o m—
= S o P ‘ © orfIcE
PROCESSING ADMINISTRAT 0N Co
NETWORK ‘ ‘ ‘ BuND ‘ A b contmacr
B p— '  —— . .
ENOINEERING WAMAGENENT ‘ ‘ ADMINISTAATION
NETWORK CONTROL ‘ NONIES SYSTEM ‘ o
— : o : AESEARCH
CENTER ADMINISTRATION S — N
R ‘ ‘ ‘ Co : - AND ANALYSIS
o | MARKETING AND : - ' oFFICE ‘ : ‘
— ADMINISTRATION s o 1
CONSULTINO AND SUPPORT I SR THIRD PARTY
| . . ' h— |
FINANCING
ADMINISTRATION
AND SUPPORT

SOURCE: OAG summary of DCMS ’ documenjts“ |

The Bureau of Commumcatlon and Computer Serwces (BCCS) has prlmary |
respon51bﬂ1ty for prov1d1ng telecommumcatlons serv1ces and equ1pment to State agencws.‘
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BCCS had 86 employees dssigned to telecommumcat1ons who were pa.1d from the
Commumcauons Revolvmg Fund.

Within BCCS, the Division of Telecommunications has responsibility for:

: fulﬁlhng requests from State agencies for services and- equ1pment (V01ce Order

Processing and the Network Control Center);
operating the telecommunications network (Network Control Center);
procuring equ1pment and systems for agenc1es (Marketmg and Consultmg),

and
des1gn1ng new segments to the Statew1de Network (Network Engmeermg)

The Division of Adm1mstrat1on and Planmng performs several funct1ons mcludmg

rece1pt and processing of vendor invoices (Budget Admlmstratlon and Fund
Management); ‘
creation of various parts of agency bills (Fund Management), :
development of budgets and spending plans and momtormg of expend1tures

* (Budget Administration); and

administration of a management information system (MONIES) .

The Office of Finance and Management has responsibility for the financing (Contract
Administration) and accounting activities (Accounting) associated with telecommumcatlons
The Accounting section has ten staff assigned to telecommunications. Contract
Administration’s employees work on telecommunications contracts on an as-needed basis.

Prior to d1vest1ture State government relied on AT&T and the subsidiary Bell-
companies to manage the State’s telecommunications operations. The broad effect of
divestiture was to shift the management of telecommunications, from AT&T and Illinois
Bell, to DCMS. This shift meant DCMS would have greater administrative and decision-
making responsibilities for selecting the appropriate services for State agencies.

A primary role of DCMS is to serve as a broker betWeen telecommunications vendors
offering services and the agencies seekmg them. In this capac1ty DCMS has several
responsibilities including: .

° Consulting with the agencies requesting services and equipment;
® soliciting bids, proposals, and offers from vendors; and
® evaluating vendor proposals and awarding contracts.
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~ During Fiscal Year 1992, DCMS had 608 contracts in effect for telecommunications
operations. These 608 contracts totaled almost $166 million. Over 50 percent of the
contracts (329) involved one-time purchases occurring in Fiscal Year 1992. Fiscal Year
1992 expendltures for all telecommunications contracts were. over $29 9 million.

‘ DCMS had 15 master contracts in effect (as of June, 1992) Ten of the contracts
allowed the Department to purchase services or equlpment on an as-needed basis while the
remalmng five provrded revenue for DCMS from phones in State offices or buildings.

‘ Master contracts allow DCMS to obtam volume d1scounts and reduce the
administrative burden associated with individual purchases. ; Since. DCMS purchases services
and equipment on an as-needed basis, it does not obligate funds when it executes a‘master
contract. However, the Comptroller’s Uniform Statewide Accounting System (CUSAS)
manual requlres DCMS to file master contracts with the Comptroller S Ofﬁce

In addrtlon to contract expendltures DCMS had other expendltures of $52 3 million -
primarily for services provided by local exchange carriers and long distance companies.
DCMS. did not have contracts for these services because the carriers provrde services based
on the demand of State agencies. In addition, carrier charges are liased on tariffs rather than
a contract amount. o S SRR |

The State Finance Act (30 ILCS 105/24. 3) defines telecommumcatrons services as
telecommumcat1ons interconnection equipment and related supplies, maintenance, space, and
personal services. Equipment includes telephone, radio, teletype teletypewnter computer
and other voice, data or video mterconnectlon systems. : :

Before divestiture, the Department’s primary role was to order and pay for services
provided by a monopolistic industry. Divestiture forced changes on the Department because
conducting business in the traditional manner was not cost-effective. Consequently, DCMS
became responsible for identifying alternative methods to provrdmg services and equlpment
and selectrng the most appropriate alternative. ‘ : -

DCMS provides telecommunications services to apprommately 225 agencies including
departments commissions, and universities. In comparison to local exchange carriers, the
number of State lines would make it the fifth largest local carrier operating in Illinois (as of
June 1992). Exhibit 1-3 shows the six largest local carriers operatmg in Illinois. As of June
1992, the State had 150,000 leased phone lines in operatron These lines transmitted
7,500,000 calls per month. ‘ . , ‘
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"‘Not only does -
DCMS provide standard

phone services described

-above, it also controls

other services and
equipment used by State
agencies. These include -

- 12,158 credit cards, 4,830

pagers, 21,000 radlo
devices, 1,035 cellular
lines, and 953 cellular

phones. - In addition, the -
~State had 24,552 data

terminals connected to

‘State lines.

, Besides pfoviding |
specific services, DCMS

is responsible for large
scale projects including -
the development of a -

“Statewide Network. _The 7

Network consists of

-leased lines from Illinois
Bell and US Sprint which -
‘are interconnected at
-various sites. The lines

and the equipment, which

“route traffic on these

lines, make up the
Statew1de Network

" Exhibit 1-3 :

- COMPARISON OF LEASED LINES USED BY DCMS
 TO ACCESS LINES OF THE SIX LARGEST
LOCAL EXCHANGE CARRIERS IN ILLINOIS

AS OF 1992
- | . NUMBER OF
- COMPANY ~ ACCESSLINES
llinois Bell Telephone o 5,584,936
GTE-North* ~ | ‘ 585,134 ‘7
Centfal Teleph0ne : o . 7 207 385
Contel of Illinois* - ) . 165,236
DCMS (State of Hlinois) 9 150,000
Tlinois Congoridated‘ | o 79,984
Alltel Tllinois . 40,598

* GTE-North and Contel of Ilinois merged on Aprﬂ 1, 1‘9‘93'

: Note: Number of DCMS lmes as of June 30, 1992 the number
-of local exchange carrzer lines as of December 31, 1992.

SOURCE: OAG summary of data from the Illlinois Commerce
Commzsszon and DCMS.

In May 1989, the Network became operat10na1 w1th the msta]latlon and use of long

distance facilities between Chicago and Springfield. The Network now extends to cities

throughout Illinois - with Carbondale as the most southern point within the Network and

‘Rockford the most northern locatlon

The State Finance Act (30 ILCS 105/6p- 2) authonzed the establishment of the
Commumcatlons Revolving Fund (CRF). DCMS uses the Commumcauons Revolvmg Fund
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't pay for telecommumcatrons services received from vendors, charge agencres for services,
and. recerve payments from the agenc1es :

| ‘ The CRF is an internal service fund Accordmg to genera]ly accepted accountmg

- principles, the objective of an internal service fund is not to make a profit but to recover,
over a perrod of time, the total cost of providing services. The total cost of providing
services would include administrative costs such as personnel To recover. administrative
costs, which amounted to $5.7 million in Fiscal Year 1992, statutes allow- the Department to
establish charges for services and equipment provided to the agen01es

‘ Exhrblt 1-4 shows that revenues to the CRF increased from ‘$81 8 miﬂion in Fiscal
Year 1988 to $98.7 million in Fiscal Year 1992. Operatlng expenses also mcreased from
1988 ($81 6 million) to 1992 ($90.3 m11110n)

‘ j Exhibit 1-4 _ ‘
SUMMARY OF TOTAL OPERATING REVENUES, EXPENSES & NET INCOME
- FOR THE COMMUNICATIONS REVOLVING FUND 3 ‘
FY88 through FY92 ‘
(in thousands)

Fys8  FYS9  FY9  FY9l  FY92

‘Total Operating Revenue ~ $81,757  $86,395  $92,123  $97,965 **§08,672
Total Operating Expenses - 81.624 86,387 91.037 96.}96 o 190.25‘7"7
| Net Income 8133 *$16 §V$1,0fssi $L769  $8.415

Includes nonoperating revenues of $8 thousand. : o
o Includes an accounting adjustment of approximately $5 6 mzllton This ad]ustment reﬂects :
" an increase to revenues and also increases net income. .

Note: FY92 revenues and expenses are understated by $3 8 mtllton See Chapter Ftve
. for further discussion. ‘ ‘ ‘

| SOURCE,' ' OAG Financial Audtts F Y88 FY92 for the Department of Central Management ‘
"~ Services :

"As will be discussed in Chapter Five, Total Operating Revenue for Fiscal Year 1992
in Exh1b1t 1-4 is understated because DCMS did not record $3.8 million from commissions
f and signing bonuses as revenues in the Commumcatrons Revolvmg Fund Rather it
“deducted the $3.8 million from vendor bills, thereby also understatrng Total Operating

Expenses. While Net Income would remain the same at $8.4 million for Fiscal Year 1992,
“both operating revenue and operatlng expenses would increase by $3 8 million to. $102.5
million and $94.1 million respectively. For the purposes of this Report the figures $98.7
million and $90.3 million will be used.
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This audit was conducted in accordance with generaliy accepted government auditing
standards and the audit standards promulgated by the Ofﬁce of the Audltor General at 74 1lL.
Adm Code 420 310 : :

, Aud1t work mcluded reviews of statutes and admmlstratlve rules obhgatlon and
expenditure reports based on Comptroller data, the Comptroller’s: UmfonnStatewrde
Accounting System (CUSAS) manual, contract documents filed with the Comptroller’s
Office, and documents at DCMS. Fieldwork for this audit began in October 1992 and ended
in June 1993

The period' under review for this audit generally included Fiscal Years 1992 and -
1993. Some contracts, which were executed prior to Fiscal Year 1992, represented major
management strategies of DCMS and thus were included under the scope of the audit. Also,
in some cases we include information beyond F1sca1 Year 1993 to recogmze unprovements or
new act1V1t1es of the Department ‘ ‘ :

In conducting the audlt, we interviewed officials and/or staff at the Office of the .
Comptroller, the Illinois Commerce Commission, and the Departments of Central
Management Services, Corrections, Revenue, State Police, and Public Aid. We also
interviewed officials from private companies including Iflinois Bell, US Sprint; and D-

Square.

We reviewed DCMS’ internal controls and conducted risks assessments for
telecommumcatlons ‘operations. We also reviewed the assessments conducted in the Auditor
General’s financial and compliance audits for DCMS. Our review showed weaknesses in the
internal control system for the Telecommunications Division, the Division of Administration
and Planning, and the Accounting section which handles telecommunicatiOns transactions.

~ We also found inaccuracies in the financial statements for the Communications Revolving
- Fund. These matters are disclosed in this Report and have been referred to our Comphance

Audit Division.

We assessed the application controls for the management information systems used for
telecommunications. As a result of our review we noted several control weaknesses within.

these systems. These are discussed in Chapter Five.

In addition, we tested the accuracy of DCMS’ database used to record
telecommunications inventory owned or leased by DCMS. Testing included the random
selection of a statistical sample of 384 records which provided a confidence level of 95
percent and an error rate of (plus or minus) five percent. (See Appendix B for a description.
of methodologies for this task and others applied during the audit.)
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. Aud1t work included a review of DCMS” procurements: for telecommumcatrons
serv1ces and equipment. Procurements were selected based on dollar amount of contracts

‘and the types of contracts executed by DCMS

We contracted w1th Mr. Martm Skeer, Ph.D.. of Martm Skeer Assoc1ates to assist us
in our rev1ew of management strategies and certain technlcal aspects of DCMS’ +
telecommunications operations. Due to the limited cost data and. documentat1on regarding
network operations available from DCMS, our consultant’s review focused pnmarlly on
future opportunities to improve Network operations rather than an analys1s of the
cost—effectlveness of current operations. ;

‘The remamder of the audit report is orga.mzed as follows

o jChapter Two discusses planmng efforts for DCMS’ techmcal and adm1n1strat1ve 3
functions, its organizational structure, and management controls in place for
telecommumcatlons functions; : i

'® Chapter Three addresses DCMS’ strategrc planmng efforts to meet the techmcal needs

of State agencies including the development of the Statew1de Network

. Chapter Four discusses the procurement systems used by DCMS to obtain services

‘ and equipment for agencies;

K ,j ' Chapter Ftve addresses the management inforrnation systenls used by the Department"

o Chapter Six d1scusses the systems and methods used to pay Vendors and b1]l agencres
for services and equipment; : :

° Chapter Seven discusses issues which were beyond the scope of jthis audit. ;
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7 DCMS needs to improve its planning efforts for telecommunications. With
responsibilities of meeting State agencies’ telecommunications needs, and with total
annual telecommunications expenses of over $90 million, improved technical planning i is
needed to gulde DCMS’ development of long term telecommumcatlons strategies.

~In July 1992, DCMS,created a Strategichlanning Committee;;to address future
telecommunication operations. DCMS provided minutes for only two meetings in 1992 -
and memos to show two other meetings were scheduled in 1993. Also, the Department
received two reviews of the Statewide Network performed by: Illmms Bell and US Sprint.

7 Before DCMS can develop or 1mplement new strategles for telecommumcatlons, it
must determine the current and future technical requirements of State agencies. DCMS
obtains some input regarding agencies’ technical needs. It conducts technology forums
and periodic meetings with telecommunications coordinators. There is also some
coordination within the Department to assess agencies’ needs for transmitting data.
However, the Department has not-conducted a formal comprehensnve assessment of
agencles techmcal needs since 1987 :

In November 1993, DCMS created an Agency Services section to improve
‘interaction with agencies and identify telecommunications needs. Also, at the end of the
audit DCMS issued a Request for Proposal to hire a consultant who would assist the
Department in evaluatmg agencies’ telecommunication needs and the apphcablllty of
new technologies and services offered by vendors

'Improved planning is also needed to address DCMS’ administrative
-responsibilities. Many sections lacked documented policies and procedures. In
addition, while DCMS has reorganized its telecommunications operations on several
- occasions, sections continued to have overlapping responsibilities. In November 1993,
DCMS completed another reorganization. It has also initiated plans to eliminate some
overlappmg respons1blllt1es ameng sections.

DCMS did not comply with statutory planning requlrements when it agreed to
use space in an Hlinois Bell facility in December 1988. As part of the master agreement
for the Statewide Network, Illinois Bell built a facility for DCMS’ use. From August
1990 to December 1995, DCMS will spend an estimated $9.8 million to house BCCS
staff and a Network Control Center. When the current lease expires in December 1995,
DCMS will need to renew the lease or seek space elsewhere. Prior to December 1988,
DCMS did not conduct a cost-benefit analysns of purchasmg or constructmg space as
required by statutes.
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Illinois statutes define DCMS’ mission and long range goals for telecommumcations.
DCMS is "to provide for and control the procurement, retention, installation, and -
maintenance of telecommunications equipment or services used by State agenc1es in the
interest of effic1ency and economy " (20 ILCS 405/67. 18) o ‘

Statutes require DCMS "to develop and nnplement a comprehensrve plan to
coordinate or centralize communications among State offices at different locations. . The plan
shall be updated based on a continuing study of communications problems of State
government and shall include but not be limited to telephone, teletypewrrter use in computer
operations, the use of voice, data, and video communications systems, and any other form of
commumcatlons system which may be apphcable " (20 ILCS 405/67 08)

~ In Lfanuary 1987, DCMS formed a?:FBlue Ribbon Advisorjr Commlttee to hel‘p‘ it
develop telecommunications strategies. The Blue Ribbon Committee included representation
from the Governor’s Office, the Board of Higher Educatron the’ Bureau of the Budget and

several State agencies.

In ‘F‘ebmary 1987, DCMS h]l'ed a . "The State has only one realtsnc avenue for

consulting firm, Network Strategies ensurmg the network remains capable of supporting ‘
Inc (NSI) to a’nalyze the ‘ ’ Sfuture requzrements the State must centrallze the
. ’ "

. . planning function. Ihzs centralization can take the
telecommunications needs of State form of a standing commlttee responsible for high

agencies and to deVelop a formal | level planning and a planmng group responszble Sor
strategic plan. In consultation with the day to day admtmstratton
Blue Ribbon Advisory Committee, NSI

completed the Strategic Plan in June

SOURCE.' Network Strategzes, Inc., June 1987; ‘

1987. . . S :

The 1987 Strategic Plan addressed: the technical needs of State agencies and specific
approaches to meet those needs. It contained several recommendations to improve services
to agencies ‘including: : Lo ‘

e creation of a Statewide Network (Network) w1th new data and v1deo
: .. services; ‘ :
@ local networks for Ch1cago and Sprmgﬁeld
- State management of network operations; and
®  creation of a planning committee. |
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To ensure the Network remained capable of supporting future growth and new
applications, NSI recommended DCMS develop a permanent planning committee. This
would serve DCMS in its long term planning efforts and provide direction for daily
activities. :

The Department needs to improve its planning efforts for telecommunication
operations. Strategic planning requires: a regular assessment of agencies’ technical needs;
identification of the services and technologies available to serve those needs; and '
assessments of the costs and benefits of services and technologies considering the competition
within the telecommunications industry. DCMS has not formally updated its Strategic Plan
since 1987. : : . ‘ +

~ . After this audit began, DCMS organized a formal strategic planning committee in July
1992 According to DCMS officials, this group meets quarterly; however, DCMS provided
minutes for only two meetings in 1992 and memos to show two other meetmgs were
scheduled in 1993.

DCMS obtains some input regarding agencies’ needs. The- Department conducts
periodic meetings with telecommunications coordinators, holds periodic technology forums,
and develops spending plans in consultation with agencies. Further, when purchasing
specific services or equ1pment for agencies, DCMS serves as a technical advisor: to the

agenmes

Also DCMS’ Information Management Services receives annual plans of mformatlon

. systems from State agencies. DCMS officials stated these are forwarded to the

Telecommumcatlons Division to review agencies’ telecommunications requrrements for-data
services. However, DCMS supplied limited documentation regarding the extent to which -
these plans are analyzed and used by the Telecommumcauons D1v1s1on -

Regardmg the review of services and technologies, Illmols Bell and US Sprint are
required to conduct evaluations and redesigns of the Network, as part of the master contract
for Statewide Network services. Illinois Bell and US Sprint submitted two redesigns: one in
1990 and another in 1992. These redesigns are to identify changing traffic patterns and
demands at State locations. DCMS officials noted however, that the recommendations made
in these doeuments are not always 1mp1emented because they may not be cost-effective for
the State

7 While DCMS receives some input regarding agencies’ needs, a more formal,
comprehensive assessment is needed. A technical needs assessment would require a more
thorough and systematic analysis of each agency’s technical needs including the suitability of
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new services and equipment. Without a comprehensive assessment DCMS cannot determine
if current services are adequate or cost-effecuve and adequately plan for future operatrons
An assessment of agency needs would include: : : X

e - the full scope of each agency’s current and future 1nformat10n
~ requirements including voice, data, and video; and .

‘e . current and planned State agency initiatives related to services
prov1ded by the Statewide Network and initiatives which are not now
within the Network; these include Local Area Networks W1de Area
Networks and specmhzed Networks (rad1o and ce]lular)

Usmg 1nformat10n from a technical needs assessment DCMS could formulate a
comprehensive assessment of the needs of State government. This analys1s could be revised
each year | based on changes in goals and strategies of the agenc1es ‘

" In November 1993, DCMS created an Agency Services Sectron within the Bureau of
Commumcatron and Computer Services (BCCS). According to DCMS officials, this section
will have six staff assigned to it. “Staff would be responsible for mteractmg with agenmes to
identify agen01es needs. !

In addltron in Déecember 1993, the Department 1ssued a Request for Proposals to
select a consultant who would assist the Department in identifying. agen01es technical needs
and the appropriate services and technologies to serve those needs. ' Based on the results of -
these two tasks, the consultant will be responsible for creating a new strategrc plan. '

Department of Central Management Servxcos Response

3 "Th1s recommendation does not accurately reﬂect the crted statutes There is no.
requirement in those statutes calling for the Department or its strategrc plannmg committee
to' meet on a regular basis to update the strategic plan, nor is there any requirement that
there be a formal assessment on a regular basis of agency telecommunications needs. The

- way the recommendation was written implies a violation of statute where no such violation
exists. (* see Audltor s Comment on next page)

: ‘(continued on next page)
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AGENCY RESPONSE (continued)

DCMS, nevertheless concurs with the recommendation that the strategic planning
_ committee should meet on a regular basis to update the strateglc plan and formally assess
the telecommumcatlon needs of State agencies. - :

The auditors’ assertlon notwithstanding, the strategic planning committee was formed

~ before the audit began and has met at least quarterly during the past three years. (** see

" Auditor’s Comment below) As we now spécifically prepare for the issuance of an RFP to
address the period beyond the current statewide network contract, the committee meets at
least twice per month. In addition, DCMS has held quarterly telecommunications
coordinators meetings and emerging technology forums to keep the coordinators informed
of new services offered and to receive input as to additional telecommunications services
_they requlre DCMS agency services staff meets with agencies on an ongomg bas1s to
develop . solutlons to meet their telecommumcatlons needs." . -

Auditor’s Comments:

* 20 ILCS 405/67.08 requires DCMS to "develop and implement a comprehensive plan to
- coordinate or centralize communications among State offices at different locations. The
* plan shall be updated based on a continuing study of communications problems of State

government. . . [emphasis added]." 20 ILCS 405/67.18(e) requires DCMS to analyze the
present and ﬂ_ure aims and needs of all State agencies in the area of telecommumcatzons L
services and plan to serve such aims and needs in the most efficient and effective manner
[emphasis added].” Since 1987, DCMS has not formally updated its Strategic Plan or
conducted a formal, comprehensive assessment of agencies’ telecommunications needs.

** The first evidence provided by DCMS of its strategtc planning committee were minutes from
a July 1992 meeting. ; :

The Department has an ex1st1ng administrative planning group for the Bureau of
Communication and Computer Services. However, DCMS needs to improve its planning
activities to administer telecommunications operations. Improved administrative planning is

- needed to ensure that DCMS has appropriate management controls for telecommunications.
activities. Management controls provide reasonable assurances that the agency will ,
cons1stent1y follow laws and regulations, efﬁc1ent1y use resources, and produce rehable data.

Two important elements of management controls include a suitable organizational
structure and documented policies and procedures. ‘An organizational structure is an .
illustration of how management has allocated resources. Documented policies and
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procedures commumcate management’s objectives as well as specrﬁc dlrectlves to ach1eve

goals.

'DCMS has made several orgamzatronal revisions to sectlons respons1b1e for

telecommumcatlons 0perat10ns

However, these changes have not dealt w1th the overlappmg

respons1bﬂ1t1es among various units.

A DCMS ‘report, completed mt‘ . t “ ‘ ‘

March 1991, found that even though -
DCMS” responsibilities expanded, it had
- not-addressed this expansion in its

_ ‘organization or staffing assignments. It-
concluded that some functions were
performed in multiple organizational

units.

Smce the March 1991 report the
Bureau of Communication and
Computer Services (BCCS), within

"The tmplemen‘tatzo‘n‘ of the Statewide nerwork in
essence made the Bureau of Commumcatton and

1 Computer Services a ﬁ4l1 service telephone company

. Even though responsxbtlzttes increased

‘ s;gmf cantly, few changes were made to the
organization structure or staffing levels . . .
Consequently, some business functions are
pelformed in multiplei organizational units. "

SOURCE DCMS reponf ”Busmess Functions and Orgamzatzon
Plan for Statew:de Telecommumcanons Managemem v
March ‘1991. ‘

i

DCMS revrsed its organizational ‘
structure (or reassigned personnel) several tnnes once in 1991 and tw1ce in 1992 In
addition, DCMS provided us with a new organization chart in November 1993 after.

ﬁeldwork ended.

Wh11e DCMS has
made several revisions to
the organ1zat10na1
structure these have not
reduced the overlap of
responsibilities among
various. units. For
example Exhibit 2- I
shows four dlfferent
sections that receive
invoices from vendors:
Accountlng, Budget
Admlmstratlon Fund
Management and Voice

Order Processmg Three ‘

‘ Ofﬁcefof Finance

Exhlblt 2 1 ‘ ‘
SECTIONS RESPONSIBLE FOR PROCESSING '
VENDOR INVOICES

Bureau Of ‘CoMumcation R
and Comnuter Serv1ces

and Management
° Admlmstratlon and Plannmg D1v131on
- Fund Management
- Budget Admmlstratlon

® Accounting

0 Telecommumcatlons D1V1s1on ‘
- Voice Order Processing

| SOURCE: 0AG summary of BCCS ’ d\o\cuments;
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- and Consulting section within the

~executes contracts for

sections (Accountlng, Fund Management and Voice Order Processing) currently compile
portlons of agency bills. :

- However, these sections review vendor invoices and compile agency billing data using -
different procedures. This has resulted in DCMS’ inability to verify vendor invoices in the
same level of detail. In September 1993, after the conclusion of our fieldwork, DCMS
started planning activities to centralize the processing of vendor invoices. Chapters Five and -
Six discuss these issues in greater detail. - ‘

Many sections responsible for teleccommunications do not have documented policies
and procedures. Given the complexity and range of responsibilities for DCMS’
telecommunications operations, documented policies and procedures are crucial to ensuring
compliance with laws and regulations, efﬁc1ent use of resources, and the creat1on of rehable

data

The importance of documented 1 o 7
policies and procedures increases with "The Division of Telecommunications currently has
the importance or critical nature of the limited formal policies and procedures. This has

. . often caused confusion and has resulted in
function. For example, the Marketing ' degradation of services to agencies. "

Telecommunications Division has an . SOURCE: DCMS report "Business Functions and Organization -

important function since it seeks and Plan for Statewide Teleconimunications Management";
‘ T " March, 1991. S

telecommunications services and
equipment for State agencies. In Fiscal
Year 1992, expenditures for telecommunications contracts were apprommately $29. 9 million.
As shown in Exhibit 2-2, Marketing and Consulting did not have written policies and -
procedures. - Chapter Four discusses DCMS’ procurement activities for telecommunications
in more detail. ‘ ‘

Slm11ar1y, documented policies and procedures are important for Accounting as it
processed approximately 27,000 vendor invoices in Fiscal Year 1992, according to DCMS
officials. Accounting creates bills for approximately 225 agencies including departments,
commissions, and universities and generates the financial statements for the Communications
Revolving Fund. - Chapters Five and Six discuss accounting activities in more detail.

Exhibit 2-2 shows only a few units have documented policies and procedures. During
the audit, DCMS created some documented policies and procedures for certain vendor
invoices, credits cards, and cellular phones. DCMS officials also assigned staff to develop
policies and procedures for some sections involved with telecommunications.
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| Department of Central Management Services Response:

"DCMS concurs with the recommendation that DCMS should continue to conduct
administrative planning activities to ensure that the Department has an appropriate
organizational structure and documented policies and procedures for telecommunications
functions. The auditors clearly recognize that administrative planning is taking place since
~ the recommendation encourages DCMS to continue to conduct administrative planning
activities. \ ' '

Administrative planning has been conducted within BCCS on an ongoing basis. Examples

 during the past three years include budget plans, information system plans and a business
plan for telecommunications. ' The DCMS report referenced in the audit draft report is an
example of administrative planning. It outlined both organizational structure and staffing =

- plans required to achieve our goals. Most recommendations of that report have been

- implemented during the past three years as need and resource availability have allowed.
DCMS will continue to conduct administrative planning activities to ensure an appropriate
organization structure is maintained and policies and procedures for telecommunications
functions.are documented." (see Appendix C for full response.)

DCMS did not comply with statutory planning requirements when it secured space for
telecommunications operations in December 1988. DCMS did not assess the cost-benefits of
purchasing or constructing a communications facility prior.to December 1988. DCMS will
have spent an estimated $9.8 million, over five and a half years, for this space when the
lease expires in December 1995. In December 1995, DCMS will have to renew the lease or
find new space. B ' '

- DCMS uses approximately 83,000 square feet of space in a Communications Facility
owned by Illinois Bell. This building houses BCCS’ telecommunications and information
services staff. It contains the Network Control Center which consists of 'approximately
10,000 square feet. . | '

The Departmént was awate of the need for space prior to selectinjg Iilinois Bell and
US Sprint to develop the Statewide Network. During the final negotiation process, DCMS

Page 21




submltted bulldmg specifications to the three vendors seekmg the Statew1de Network
‘contract. DCMS requested price estimates for 69,000 square feet of space from the three
jvendors In addition, the master agreement shows DCMS had fmal approval regardmg plans
3and specrficatlons o o ‘ ‘ I | D

DCMS moved into the Commumcat1ons Facﬂ1ty in August 1990 The Department

}drd not 1mt1a]ly sign a lease for the Communications Facility. Instead the Tllinois Bell US
Sprint master agreement for the Statewide Network included a “facilities fee.” While DCMS
‘and Tliinois Bell regarded payment for the Communications Facﬂlty as a "facilities fee," the
‘terms in the master agreement reflect language normally found in a lease agreement For
-example, as part of the facilities fee, DCMS was requlred to pay: ! real estate taxes, |

insurance; utilities, tenant repairs and maintenance expenses, as we]l as other costs incurred

by Illinois Bell in connection with the Communications Facility. ‘From August 1990 through
; December 1992, the State paid Illmo1s Bell $4.09 million for the use of th1s bulldmg (in
f fa0111t1es fees) o

DCMS officials signed a lease with Illinois Bell on June 30 1993 ‘The lease
document shows the provisions were retroactive to July 1992 and thus the term was for a

ﬂpenod of three and one-half years (through December 1995). The lease requires base
“payments of $1.06 million for calendar year 1993. The base rent mcludes an estimated
“amount for indirect and direct expenses. In addition, DCMS is to pay approximately
'$38,000 per month as a result of change orders requested by DCMS When the buﬂdmg was
gconstructed ‘ ‘

In total DCMS will pay Illinois Bell approxrmately $9 8 mﬂhon for rent and

Eoperatrng expenses for the period from August 1990 to December 1995. The Department’s
current lease will expire in December 1995 At that time, it w1]1 need to negotiate a new

3lease or fmd space elsewhere.

| DCMS statutes (20 ILCS 405/67 02) requrre that for leases over 10, 000 square feet
the DCMS Director, in consultation with the Executive Director of the Cap1ta1 Development
Board, must certify that the lease is in the best interest of the State considering other

avallable State-owned property, the user agency’s programmatlc needs and the cost-beneﬁts

of purchasmg or constructing new space.

' For the lease signed in June 1993, DCMS documents showed the D1rector had
reviewed the cost-benefits of leasing and that DCMS had consulted with the Executive

‘Director of the Capital Development Board. However, before signing the master agreement

for the Statewide Network in December 1988, DCMS did not perform an analys1s to

" determine if purchasmg or constructing a building would be more: cost-effective. Further,

when we requested a review of the leasing files in August 1992 DCMS officials stated the
Department did not have any documentation in its leasing files, except a copy of the master
contract. Given the estimated payments ($9.8 million) to Ilhn01s Bell, a cost-benefit analys1s
would have determined whether leasing was the most cost—effectn/e alternatrve =
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~ Further, we note that previous audits of DCMS leasing activities have made similar
conclusions. A July 1992 management audit of the St. Anne’s lease found DCMS did not
formally assess the cost-benefits of purchasing or constructing new space prior to leasing St.

~ Anne’s Hospital. A 1986 audit of DCMS’ lease of the Lottery Building also showed DCMS
~did not conduct the required cost-benefit analysis. - -

Department of Central Management Services Response:

"DCMS concurs with the recommendation that, in consultation with the Capital
Development Board, a cost-benefit analysis of construction, purchase or lease should be
conducted prior to leasing space of more than 10,000 square feet as required by the statute
(20 ILCS 405/67.02). The space procurement in 1988 was determined by DCMS not to be
a lease procurement. (* see Auditor’s Comment below) In FY93, DCMS determined a
lease to be appropriate and conducted a cost-benefit analysis in consultation with the
Capital Development Board." '

Auditor’s Comment:

* The terms of the 1988 agreement included language typically contained in a lease
agreement. For example, DCMS was required to pay real estate taxes, insurance, utilities,
tenant repairs and maintenance expenses, and other costs incurred by Illinois Bell in
connection with the facility. '
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DCMS began Statewide Network services in May 1989 through a master
- agreement with Illinois Bell and US Sprint. The move to the Network was a cost-
effective strategy. It allowed DCMS to take advantage of volume dlscounts and
economies of scale S

: The Hlinois Bell US Sprint contract for the Statewide Network expires in
December 1995. There are a number of issues which the Department may want to
consider to improve future operations and increase cost savings. DCMS should analyze

the cost-benefits of the current network architecture and determine if alternatives could
“ provide future cost savings. Issues such as the use of new technologies, alternative

access, the grade of service, and competitive alternatlves to Centrex serv1ces need to be -
reviewed as potentlal sources of cost savings. :

DCMS has not collected or analyzed detailed costs associated with the Network
whlch is important to determining its cost-effectiveness. For example, DCMS could not
provide us with the distribution of costs for voice services and data services or the

‘common costs assoclated with each. The Department had not analyzed costs associated

w1th access lines.

- DCMS should also consider ways to increase the use of the Statewide Network by

| State agencies. Illinois Bell and US Sprint estimated the State, after an initial capital

investment of $3 million, may save as much as $2.8 million a year if the Department of
the Lottery (Lottery) and certain universities used all Network services. In January
1994, Department officlals announced plans to convert the Lottery onto the Statewide

' Network

, A new strategic plan would provide the Department with a blueprint in choosing
future technologies and services for State agencies. As it did when it developed its last
strategic plan in 1987, DCMS issued a Request for Proposal in December 1993 to hire a
consultant to create a new strategic plan.

- To develop a Statewide Network, DCMS, Illinois Bell and US Sprint executed a
seven-year contract in December 1988 at an estimated cost of $108 million. The Network
became operational in May 1989. The contract expires in December 1995. Exhibit 3-1
outlines the major responsibilities of the three parties to the contract.
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Exhlblt 3- 1

MAJOR RESPONSIBILITIES OF PARTIES IN THE .
STATEWIDE NETWORK MASTER CONTRACT

'STATE

. ‘Technical design
information

® _ Administration of
~Network Control
Center, ‘

- ® Payment of facility

fee & operating expenses

.. of the Communications

Facility

" ILLINOIS BELL

Network equipment

& circuits for intra-
LATA voice, data &
video services ‘

: Equipment,;;.SOftware,‘
- & staff support :
for Netwoik: Control Center - '

for intraLATA service"

Training for State

~ personnel

Analysis of the redesign
of the intraLATA portions
of the network

‘ Provrde space for Network
" Control Center & Commumcatlons 1
Facﬂlty ‘

‘USSPRINT“‘

‘Network equlpment

& circuits for inter-
LATA voice, data,

& video services

Equlpment software
& staff support

. for Network Control Center‘
- for mterLATA service

Training for State
personnel

- ‘Analys1s of the redes1gn |
of the interLATA portlons -

of the network

Note: « IntraLATA services refer to services provided within spéciﬁc geographic areas - crzlled

Market Service Areas. InterLATA servzces refer to those provzded Jfrom one Market Service

Area to another.

Sbttrcé: Iltinbis Bell US Spri‘mf Master‘Cohtract -

In February 1993, DCMS estimated the Network would save State agencies $76

million over the life of the seven-year contract. While we agree that the move to the
Network was a cost-effectlve strategy, the actual cost savmgs are dlfﬁcult to quantrfy

To. develop 1ts cost—savmgs estlmate DCMS used data for 1oca1 mtrastate and
interstate voice. traffic which occurred in'November 1992. It also used December 1992
figures for data circuits within the Statewide Network. For voice trafﬁc DCMS compared
what it charges agencies to telephone company rates for local intrastate, ‘and interstate calls. -
Similarly, for data circuits, DCMS compared its rates to prOJected AT&T c1rcu1t costs.
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‘ DCMS developed this estimate of savings based on data from two months and
extrapolated this over a seven-year period. This estimate may be subject to variation because
it is a "snapshot" of savings for a specific period. Costs to the State and changes in tariffs

- . over a seven-year period would affect this estlmate

DCMS compared its network rate of 11 cents a minute to a tariff rate offered by
AT&T for intrastate calls. This comparison assumed that DCMS would not receive
discounts from the long distance carriers if it had not developed the Network.

Further, DCMS could not provide us with network costs which are essential to
developmg a valid estimate of cost savings. An appropriate method for estimating network
'savings would be a much more complex undertaking. This would require identifying direct
~ and indirect costs associated with network- operatlons (DCMS’ inability to compile cost data
s fully discussed in Chapter Five.) ’

In addition to cost savings assomated w1th the development of the Network, there are
further potential savings available.” In association with our consultant for this audit, Martin
- Skeer Associates, we reviewed the Network architecture, the 1987 Strategic Plan, redesigns
by Illinois Bell and US Sprint, and several technical areas for cost-effectiveness and
efficiencies of operation. Potential areas for further network improvements follow.

The Network makes use of leased facilities (i.e., groups of lines) from Illinois Bell, .
US Sprint, and other interexchange carriers (i.e., long distance carriers). The State Network
uses State-owned and leased equipment at various sites throughout the State to route '
transmissions among State offices. Together, the facilities and equipment make up the
backbone of the Statewide Network. Exhibit 3-2 shows the primary routes of the Statew1de
Network. :

The master agreement for the Statewide Network requires DCMS to use Illinois Bell
to provide the access lines from a user location to network access points within the area.
This condition holds forth when Illinois Bell is the authorized local exchange carrier in areas
such as Chicago, Springfield, Champaign, Peoria, and the St. Louis metropolitan area. For
long distance services, the Statewide Network makes use of facilities leased from US Sprint.
In addition, DCMS uses US Sprint’s network to route calls to sites which do not have
sufficient traffic to be directly connected to the Network. US Sprint’s network is also used
as an overflow route to complete calls when the Statewide Network is fully utilized, or in the
event of a failure on the Statewide Network. | . '

Although not part of the master agreement for the Statewide Network, the use of
Centrex switches, leased from Illinois Bell and General Telephone Company, are also
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‘ ‘Exhibit 3-2 o
'STATE OF ILLINOIS | L
TELECOMMUNICATIONS NETWORK B
OVERVIEW OF PRIMARY ROUTES

Rockford

© Dixon B Chijcegd

.

i q ij)i\rersity i
Jolict® | Park

ﬁ‘f;lx:‘;d i Ottawa '~

Macomb
Champaign
‘Quincy o
Springfield 1 ‘
Paris
Charleston
Effingham
Collinsville
. i " .
St. . -
Louis
P Carbondale

SOURCE: BCCS Network
‘ - Engineering Staff

unponant elements in the current network arrangement. These Centrex sw1tches are’ :
connected to the Network by facilities from the Centrex to the State s equlpment Iocated in
Sprint s1tes The Centrex sw1tches ‘ ‘

e route voice ‘calls among’ State offices or to other local destmatlons

® receive and route calls originating from remote sites; and .
e route calls to Sprint’s or other interexchange carriers’ hnes
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Data traffic is routed differently than voice traffic, since data lines are not switched
by the Centrex. An access line is normally leased from a local exchange carrier (such as
Illinois Bell) to carry data traffic to another State site. At this site, the data line is combined
with other data lines and carried to the State’s equrpment located at a Sprmt location. The

~ data traffic is then sent on facilities leased by the State from Sprint (or another mterexchange )

carrier). The traffic is sent to another Sprint location near the destination point where it is
moved to local lines to 1ts final destination.

To route traffic among Sprint’s facilities, the Statewide Network uses equipment at
the Sprint locations. This equipment directs trafﬁc along predetermined routes to endpoints

“in the Network. Thus, there is no "per call” switching whrch occurs in the State’s equlpment

located at Sprmt sites.

The Statew1de Network also leases facilities for diverse routing of calls. Because
DCMS and agencies place a high priority on umnterrupted data services, DCMS has facilities
which do not travel the same paths as the primary routes. If a failure occurs on a pnmary
route, data traffic is automatically rerouted to the d1verse facilities.

One of the identifiable cost benefits to the Statewide Network is that DCMS leases

 dedicated lines at fixed monthly rates. This arrangement differs from the traditional method
“of paymg for voice ca]ls based on the duratlon and tlme of day of the transmrssron

. The development of the Network has been cost-effective. However, since 1988,
when DCMS signed the contract for the Statewide Network, s1gmﬁcant changes have
occurred regarding competition within the mdustry, development of new technologies and -
applications, as well as new service offerings. All of these issues are lrnportant

‘considerations to design the most cost-effective network. Further, agencies’ needs have
~ changed since 1988 and will likely continue to change in the future.

~ The current contract for the Statewide Network with Illinois Bell and US Sprint
expires in 1995. ' Thus, in planning for the procurement of a new contract, DCMS should
reexamine its approach to operating the Statewide Network after a formal assessment of
agency needs is completed. Specific areas which DCMS should consider include:
' 1) the mtroductlon and use of new technolog1es and serv1ces
2) access costs assoclated with the Network
3) grade of network service;

- 4) improvements in network control center operations;

5) consideration of private branch exchanges as a competitive altematlve
to Centrexes; and
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6 greater use of network facilities by the Lottery and Stateiuniversities.

| In December 1993 the Department issued a Request for Proposals to select a

- consultant to prov1de recommendatrons regardmg the future of the exrstmg Network and

| 1mplementat10n of new technologies over the next five years In its review of the existing
Network DCMS should examine whether alternate network des1gns such as using one or
two: pnmary hub switches within the Network, to concentrate traffic from remote sites, route
long distance traffic, and serve as a platform for new technologles would increase the cost-
effectrveness of the Statewide Network. :

, In addition, the Department needs to develop better management mformatron
regarding network costs. For example, the Department could not provide us with the -
distribution of costs for voice services and data services assocrated with the Network or the
common costs related to each. Further, as discussed in the| fo]lowmg sections, DCMS had
not analyzed network access costs. As managers of the Network this mformatron is
1mportant to 1dent1fymg and monitoring network costs. (The issues of cost mformatron and
DCMS’ rates for services are also drscussed in Chapter Frve )

The expiration of the master agreement with Illinois; Bell and Us Sprmt in 1995 gives
DCMS the opportumty to evaluate potential improvements to the current network. - The May
1992 redesign of the Statewide Network, completed by Hlinois Be]l and US Sprint,
recommended DCMS consider deployment of new technologies in the future. In addition,
the Request for Proposals, issued by DCMS in December 1993 for a network. consultant also
requ1res the consultant to identify various technologiés based on agen01es needs. ‘

‘Exhibit 3-3 lists some of the new technologies now avallable to the State. - DCMS
officials stated that, on a limited basis, it deploys some of the new technologres listed in’
Exhibit 3-3, including SONET, S$S7, and’ ISDN. DCMS officials stated that to deploy these
new technologres throughout the Network has not been found to bel cost-effective.. However,
- as noted in Chapter Two, DCMS has not conducted a formal, comprehensrve assessment of
. agencies’ telecommunications needs. A formal assessment, performed by the new network
consultant, may find that agencies will have addrtronal needs wh1ch requrre the
implementation of new technologies. ‘ \ -
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Exhibit 3-3
NEW TECHNOLOGIES INTRODUCED
SINCE THE 1987 STRATEGIC PLAN

_| SONET Synchronous Optical Network. New type of broad band fiber optic network that provides
: - an enhanced capability to monitor network operations and performance.

| ISDN: - Integrated Services Digital Network is a service that allows voice, data, and video to be
' transmitted over a single line. ‘

Fractional A new service that allows large users to lease multiples of six circuits rather than the 24
T-1 - currently offered by carriers. This technology allows users to lower costs and still
‘ _ efficiently utilize leased circuits. ‘ ‘

Asynchronous VA new sw1tch1ng technology that bundles mformatlon into packets before dlrectmg a
| Transfer Mode transmission towards a destlnatlon

887 : , Signaling System Seven. A digital switching application that allows a customer to identify -
. the phone number of the caller, block certain calls, and automatically return calls.

SOURCE: 0AG summary of documents from DCMS and OAG consultant

‘The Illinois Bell US Sprint master agreement expires-in 1995. Until expiration,
DCMS has only limited ability to reduce costs associated with local access circuits. DCMS
officials estimate local access circuits account for two-thirds of the costs associated with the
current network. However, DCMS had not analyzed costs associated with local access
circuits. :

DCMS’ hmxted ablhty to reduce these costs is due to the prov1s1ons of the master
agreement with Illinois Bell and US Sprint for network services. The master agreement
requires the State to lease local access lines from Illinois Bell, when Hlinois Bell is the local
exchange carrier, unless Illinois Bell gives the State permission to obtain alternative access
arrangements. In some areas, Illinois Bell is not the local exchange company (such as
Carbondale where GTE is the local phone company). In these areas, the master agreement
allows DCMS to seek alternate. access if it becomes available.

Illinois Bell is the local exchange company in Springﬁeld and Chicago where the State
has the most access lines. These local access circuits are, in turn, interconnected to
equipment which forwards traffic to long distance lines. DCMS leases long distance lines
from US Sprint. -

Today, alternative access providers are available in the Chicago“area but are not
present in Springfield. Companies offering alternative access provide large users with the
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means to connect directly to long distance circuits thereby bypassmg local telephone ‘company
facﬂltles

| DCMS officials stated that they consulted with one of the alternatrve access providers
in March 1992. The Department concluded that it was unable to utilize alternative access
serv1ces from this provider due to the use of Centrex services in Chrcago

Wh11e the Department had not analyzed the costs related to local access, DCMS
ofﬁcrals estimated that access costs account for about two-thirds of total network Ccosts.
Since alternatlve access providers now operate in the Chicago area, in the future DCMS
should continue to evaluate these alternative access arrangements to- determine potential
savings associated with this service. (As will be discussed in a subsequent section, the
Department should also evaluate the cost benefits of Centrex servrces in companson to
pnvate branch exchanges.) ‘ :

~ The grade of service for the Statewide Network is generally comparable to that found
in the public network. However, this grade of service may not be the most cost-effective.
DCMS could reduce network costs'if agencies could revise the grade of service accordmg to
their needs.  State agencies might choose a lower grade of servrce 1f it means lower costs.

The grade of service means that a network w1]1 have a certam percentage of calls that
are not completed during the "busy hour" of service. If the grade of service is P.05, then
there i isa ﬁve percent probablhty of non—completron of a call durmg the busy- hour

The Illinois Bell US Sprint master agreement requlres a P 05 grade of service.
However, the State’s Network has a functional grade of service of P 00 since no blocking
occurs within the Network In the State’s Network, if no circuits are available, it directs the
call to UsS Sprint’s network or the Public Sw1tched Network. While a caller does not
experrence a reductlon in quality of serv1ce the use of other networks mcreases the costs of
the call ‘ T ‘

Cost reductions would occur if the Network mcluded some features to block low
prionty calls. These features hold a call in'a queue until a circuit is free. ‘Agencies could
also have authorization codes which would allow high priority communications to overflow to
the US Spnnt network if c1rcu1ts were busy on the Statewrde Network | '

" The use of queumg and authorization codes, as supplemental features could allow the

Network to use a P.05 (or lower) grade of service. A lower grade of service (P 05) would
reduce the total number of circuits required for the Network thereby reducing network costs.
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However DCMS has not performed a formal analysrs of the cost beneﬁts of usmg aP.05
grade of servrce or sought input from agencres regardmg this issue.

The current activities of the Network Control Center fall short of what is requlred to
‘manage a modern telecommunications network. In addition, DCMS needs to improve 1ts
management systems for network operations. o

As stated in the master agreement with Illinois Bell and US Spnnt the primary

'purpose of the Network Control Center is to administer network operatrons Admlmstratlve

duties mclude

addmg new services or equlpment to the Network;
monitoring network services and equipment;
resolving network problems;

engineering and design of network components; and
managing databases. '

As recommended by the 1987 Strategic Plan, and defined in the Illinois Bell US

: Sprmt master agreement, DCMS has overall responsibility for the Network Control Center. o

Ilinois Bell and US Sprint staff also work in the Network Control Center to monitor and

- correct network problems. DCMS management within the Network Control Center stated

that most of their work involves problem resolution of data circuits. However, increased
involvement by DCMS regarding repair or mamtenance activities for v01ce serv1ces would
improve DCMS control over these vendor activities. ‘

If an agency has a problem with a voice lme or equipment, DCMS requests vendors ,
under contract, such as Illinois Bell, to repair voice equipment or lines. If Illinois Bell is
required to make the repair, under the maintenance contracts between DCMS and IHlinois
Bell, it will dispatch a technician to the site. DCMS relies on Illinois Bell to document its

- activities and submit reports to DCMS. However, as will be discussed in Chapter Five,

DCMS does not produce formal evaluatlons of maintenance act1v1t1es performed by Ilhnors

Bell.

DCMS has moved the Statewide Malntenance Sectlon which monitors vendor -
maintenance and repair activities for voice services, into the Network Control Center.
However, using the Network Control Center to dlspatch technicians for voice service
problems could also increase DCMS’ control over operatlons

In addition, the Network Control Center does not have an adequate management
information system. Currently, the Network Control Center uses a variety of systems rather
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~ than one integrated system. Thus, daily operations still require manual processes to
'~ administer trouble tickets for network service problems. For example, if an agency reports a
- problem with a network line, Network Control Center staff create a trouble ticket and then
~ use DCMS’ management information system to obtain detailed information about the line.
~ Tllinois Bell and US Sprint staff then use their own systems to identify the problem. After
~ Tifinois Bell or US Sprint staff correct the problem, DCMS staff enter this information into
~ the DCMS information system. The effects are: daily operations are more complex than
" they need to be; the systems require more data input than nCcessary; and DCMS is-
" dependent on Iltinois Bell’s and US Sprint’s systems to diagnose and correct network.
- problems. S o

g DCMS previously sought vendor proposals to improve the network management
information system although the Department did not act on these offers. In September 1993 .
the Department issued a Request for Proposal to upgrade its network management system.

~ Cost-effective alternatives may exist to DCMS’ cur‘rént use of Centrefx‘ services. In
September 1988, DCMS signed an agreement with Illinois Bell, separate from the Illinois

Bell US Sprint master agreement, in which Illinois Bell would provide Centrex services in
Springfield. DCMS later amended this agreement to provide Centrex services in Chicago.
Centrex services provide internal communications and access to network lines through digital
switching services. = S

. In NoVembe: 1989, DCMS se;furéd an insta]iment loian‘rz‘lgreément to pay fo‘fr‘thef,
Springfield and Chicago Centrex services as well as Centrex services in other cities. The
finance agreement shows DCMS was to pay approximately $23 million for Centrex services
in Spﬁngﬁeld, Chicago, and four other cities in Illinois. :

' Department officials stated that Centrex services wﬁfe not required to allow.

= implementation of Illinois Bell’s network proposal. In fact, the State could have used private
- branch exchanges in place of the Centrex services. A A o o

~ The Illinois Bell US Sprint Statewide Network proposal shows that Illinois Bell
offered a lower price for the Centrex services if DCMS chose the Illinois Bell US Sprint
proposal for the Statewide Network. Thus while the two transactions were separate, Illinois
Bell’s Centrex proposal was contingent on the award of the Statewide Network.

* The current Centrex agreement expires in Décj:cmb;ef 1995. | Other technologie‘s‘e):;ist

which serve the same functions as Centrex. Private branch exchanges, or PBXs, are
primarily voice systems which provide similar services. However, customers often purchase
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- The Ilhn01s Bell S
Us Spnnt contract - - | . - Exhibit3-4 o
US Sprint to performa | EXPANDED USE OF THE STATEWIDE NETWORK -
yearly; evaluation of the -ESTIMATED BY ILLINOIS BELL US SPRINT-
Network. Illinois Bell -
and US Sprint . Estlmated '
Estimated One-Time . |

recommended the " Annual - Capital
conversion of the Lottery , Savings <~ Investment

- from using private lines to Lottery & Non—Lottery S e
using the Statewide | Data Circuits . . $2,493,864  $2,657,000 |
Network. IllinoisBell - | e ' P -
and US Sprint, as well as . | Umversrtles -
DCMS officials, stated Eastern. Ilhno1s Northern » = L
that this conversion would | Illinois, & Western lllinois 302,280 365.200 | -
make greater use of = = | C : o S
Network facilities and ~ - | Total S 82,796,144 $3.022.200
lower costs to all users. ‘ R - : AR '

The 1992 Tifinois - SOURCE: onfrgliull;le’;;agsoé 519n9t2 Redeszglt Presentation from |

Bell US Sprint redesign

PBXs while Centrex services aref leased services. A cost-benefit analysis would enable the
Department to determine the most appropriate alternative (e.g. Centrex vs. PBX).

The Department of the Lottery (Lottery) does not use the Statew1de Network to
transmit sales data from locations throughout the State to a central computer in Sprmgﬁeld
DCMS officials estimated that the Lottery’s expenses for telecommunications services amount
to over $8 million annually. In January 1994, Department ofﬁc1als announced plans to

convert the Lottery onto the Statew1de Network

The 1987 Strateglc Plan 1dent1f1ed the Lottery as an lmportant element to developmg a
Statewide Network. Accordmg to- DCMS - officials, Lottery had been reluctant to switch to-

“the Statewide Network. However, DCMS officials stated that statutes (20 ILCS 405/67. 18) :

give DCMS the authonty to require the Lottery to use the Network.

estimated that if the
Lottery, as well as other
agencies, used the Statewide Network the State could realize savings of almost $2 5 million
annually (see Exhibit 3-4). This would require a one-time capital investment of almost $2.7
million as well as the allocation of personnel and other resources to accomplish this goal.
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‘In addition, some universities use data services on the Statewide Network but do not .
~use the Network for voice transmissions.. These universities are Western Illinois University
" in Macomb, Northern Illinois University in DeKalb, and Eastern I]hnors University in
Charleston As shown in Exhibit 3-4 the 1992 Illinois Bell US Sprmt redesign estlmated that
convers1on of these universities would result in savrngs of over $300 000 per year ‘

3 - In Frscal Year 1993 DCMS submrtted a proposal to provrde servrces to the Lottery
In J. anuary 1994, Department officials announced plans to convert the Lottery onto the ‘
Statewrde Network RN

; ; The issues dlscussed in the prev1ous sectlons could in the future provrde further cost
savings for DCMS and State: agencies. ' A technical plannmg committee should be responsible
 for revrewrng and analyzing these issues. = After completing these analyses the Department

- would benefit from the creation of a strategic plan. A new strategrc plan would provide the

. Department with a blueprint in choosing future technologies ‘and services for State agencies.

~ As discussed in Chapter Two, the Department issued a Request for Proposal to hire a
‘consultant to evaluate the technical needs of State agencies, review the approprrateness of ‘

© new’ technologles and services, and develop a new strategic plan.’ -The RFP also addresses -

- the need for the consultant to assist the Department 1n evaluatrng vendor proposals for new.
network services. |

‘Department of Central'Managernent Services Response'

"DCMS concurs with this recommendation. A detailed plan and schedule have been
‘developed addressing these issues and continue to be followed. We have a strategic
' planning committee that has been meeting quarterly for three years As we now

‘ spec1ﬁcally prepare for the issuance of an RFP to address the perrod beyond the current
‘ ! (contmued on next page)
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- AGENCY RESPONSE (contmued)

contract, the committee meets at least twice per- month With the Network Contract now
within two years of termination we have issued an RFP to select a consultant to assist us
with the effort.

® DCMS has completed comprehensive network reviews in two annual redesigns which

- included evaluation of new technologies. They were fully examined for applications and
cost effectiveness. To date ISDN and SS7 are installed in our network, and ATM is
being discussed with some users. New technologies such as these are being used every
time where they are determined to be cost-effective. The network is capable of
providing for other new technologies when it is determined that they serve a purpose.
The State’s network utilizes the "switch as a hub" concept or tandem switch. Centrex
translations are programmed to provide least cost routing. The majority of the State’s .
network traffic has three routlng option ch01ces with the least cost option always
selected first.

® Access costs are analyzed regularly and available alternate access solutlons continue to
- be explored. (* see Audltor s Comment below)

® Installation of an 1nferior grade of service has been reviewed and deemed as
inappropriate. :

@ Comparisons are routinely completed whenever DCMS reviews the choice of PBX or
- Centrex.-

® With full cooperation of the Lottery, DCMS is converting the Lottery, which is the final
-and most complex agency, onto the Network. DCMS is planning the conversion of
NIU and WIU’s voice traffic onto the network. Data traffic from WIU is already on
the Network along with video for distance learning. All voice conversions will provide-
significant savings to the State.

e DCMS already has announced an award to purchase a network management system as a
result of a competitive procurement." -

Auditor’s Comment:

*  DCMS provided no documentation to show it had summanzed or analyzed all access costs
associated with the Statewide Network.
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DCMS’ procurement of telecommunications services and equipment needs to be
improved. DCMS personnel lacked written policies and procedures for procurement
activities. In addition, our review of six specific procurements showed that DCMS: used
non-standard or inconsistent terms in bidding documents in four of the six
procurements; did not fully document and/or fully justify award decisions in two of the
six procurements; and in two cases, changed or used inconsistent evaluatlon criteria
durmg the selection process.

- While procurement of telecommunications equipment and services is exempt from
the competitive selection requirements of the Purchasing Act (30 ILCS 505/6), DCMS
generally used competitive procedures to select vendors. Multiple vendors part1c1pated
in the six procurements we reviewed. Given that the telecommunications industry is
now very competitive and the significant costs related to telecommumcatlons contracts,
the General Assembly may wish to consider requiring DCMS to use sealed bid or sealed

- proposal procedures to procure telecommumcatlons services and equipment. Requmng
sealed bids or sealed proposal procurements would help ensure that procurements are in
the best interests of the State : :

DCMS serves as the centralized agency for telecommunications procurements. In this
capa01ty DCMS can realize the advantage of volume discounts and economies of scale to
reduce costs and promote efficiency for telecommumcatlons operatlons

Tlinois statutes (20 ILCS 405/67.18) speaﬁca]ly glve the Department the authonty to
purchase telecommunications equipment and services. This authority extends to all
departments, officers, universities, and commissions, but does not include the General
Assembly, leglslatlve service agencies, and all Officers of the General Assembly

The Purchasing Act (30 ILCS 505/6) exempts the purchase of telecommunications
equipment and services from competitive selection procedures. However; in five of the six
procurements we reviewed, DCMS initially used a formal competltwe process to seek
responses from vendors. :

DCMS proéurement rules (44 I1l. Adm. Code 1.5720) list three methods by which the

Department can purchase goods and services. These processes include: 1) a sealed bid in
which DCMS must select the lowest responsible bidder that meets specifications; 2) a sealed
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proposal in which price and other factors are taken into consrderatron and 3) negotiation in
which the Department can negotiate with one or more Vendors or use a combmatron of
methods to award a contract to a vendor best filling the State’s needs Further, any of the
procedures described above, except negotiation with one: vendor are considered competitive

procedures and may be used to conduct competitive procurements (44 Ill. Adm. Code
1. 515)

Durmg Fiscal Year 1992, DCMS had 608 contracts w1th Vendors providing -
telecommunications services or equipment.’ Total dollar amounts for these contracts were |
- almost $166 million while Frscal Year 1992 expendrtures totaled over $29. 9 mﬂhon

DCMS also had 15 master agreements in effect for telecommumcat1ons services and
equipment as of June 1992. Ten were for the purchase of equ1pment and services while five
provided revenue from phones located in State offices or buildings. Master agreements
include a description of services, dates, terms of use, and sometrmes an estimated contract
amount. DCMS secures master agreements to gain volume d1scounts and eliminate. the
admmrstratrve burden of starting a procurement process for each purchase

3 The Marketmg and Consultmg section within the Telecommumcatrons D1v1s1on has
N prrmary responsrblhty for recommending the selection of vendors and negotiating contracts
‘w1th them Marketmg and Consultmg may 1mt1ate a procurement for several reasons :

L an agency may request a service or equrpment ‘ ‘
° the Department may recognize the need for a service or equipment; or
® a vendor may present an unsohc1ted proposal to provrde a service. .

| As discussed in Chapter Two, the Marketmg and Consultmg section d1d not have
documented policies and procedures to guide it in procurement act1v1t1es

| To test DCMS’ comphance with applicable laws and regulatlons we reviewed the
processes and documentation related to four master agreements and two individual contracts
The four master agreements and two individual contracts exammed include: o

®  the master contract to prov1de servrces for the Statewrde Network srgned
" in December 1988; ‘
®  the master contract for Statewide mamtenance of commumcatlon systems
~ signed in October 1989; ‘
®  an individual contract for a communication system for Logan Correctronal

Center signed in June 1991
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° the master contract for 800 servrces used by State agencres srgned in
’ October 1991; : :

e an individual contract for a communication system for Southern Illinois
University at Edwardsville (STU-E) signed in November 1991 and
® the master contracts to provide communication systems (ca]led Electronic Key
Systems or EKSs and Private Branch Exchanges or PBX5s) signed in December
- 1992,

- Our review of the processes used to procure these contracts showed the following
problems

° mconsrstent or non—standard language used in advertrsements Request for
Proposal - (RFP) documents and Request for Information (RFI) documents in
four of six procurements;

.o inconsistent criteria used in two of six procurements; and'
2 inadequate or missing documentation in five of the six procurements.

As shown in Exhibit 4-1, in the procurement of the Statewide Network master
contract, DCMS announced in advertisements that it was seeking "sealed bids" from
vendors. However, when DCMS developed the RFP for this procurement, it requested -

"sealed proposals" from the vendors.

: There are distinct differences in what is required of DCMS when requesting "sealed
bids" as opposed to "sealed proposals.” Administrative rules (44 1. Adm. Code 1.520) .
require DCMS to select the lowest responsible bidder that meets- specific requirements when
it requests "sealed bids" from vendors. If DCMS requests "sealed proposals," DCMS must
use pre-established criteria, of which cost may be one consideration, to award a contract.
DCMS must also conduct an evaluation of the "sealed proposals" to show the contract award
best suits the State’s needs.

DCMS also used terms not found in its administrative rules. For example, in 7
advertisements related to the STU-Edwardsville and Logan Correctional Center procurements,
DCMS requested vendors to submit "sealed bids." Within the bid specification documents,
DCMS requested "sealed RFPs" from the vendors. The term "sealed RFP" is not found in
the administrative rules. : ’ B

_In five of the six procurements reviewed, DCMS did not have adequate
documentation regarding bids or proposals received from vendors or decisions reached during
the procurement process. When DCMS procured services and equlpment for the Statewide
Network, it did not adequately document an evaluation which led to contract award.

Further, DCMS did not fully _]llStlfy that the award for Statewide maintenance was in the
State’s best mterests
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‘ DCMS used a Best and Final process in five of the six procurements reviewed. Best
and Final offers are requested at the drscretron of DCMS During a Best and Final process,

' o - Exhibit 4-1 ‘ a :
SUIVII\/IARY OF PROCUREI\/IENT REVIEW FOR SIX CONTRACTS
; Contracted
S Inconsistent Inadequate Amount or
Contract Inconsistent . Useof  .orMissing - Expenditures
)ate) ‘ Terms Used Criteria for: Dfocumentation for: 'FY92
Statewide‘ Sealed bids requested in ~ Best & Final Fmal Award Unavailable*
Network =~ advertisement; sealed pro- ~  Process Evaluatlon o
(12/23/88) " posals requested in RFP SR b ‘
Statewide  Sealed proposals requested in L S Fmal Award - $1,429,351
Maintenance advertisement; proposals ‘ 1 Co Justlﬁcatron :
(10/17/89) ‘ requested in RFI ‘
Logan cc ' Sealed bids requested in } § o | -~ | ‘7 ' $165,041
Switching ~ advertisement; sealed RFPs ‘ o b
System - rrequested in RFP ‘
(6/11/91)
800 o e B . Mgmt Declsrons . $635,091
Service ‘ ‘ ‘ ; K Durmg Process ‘
(10/25/91) | | | ‘
SIU-B. - Sealed bids requested in ‘Mgmt. Decisions ~ © $274,147
Switching -  advertisement; sealed RFPs ‘ ‘ | During Process T
_ System . . requested in RFP Co Co .
(11/13/91)
EKS/PBX o Best & Fmal ‘ Mgmt Declsrons Unavailable***
Equipment - . S ~ Process Dunng Process ‘
(12/18/92) B | R ‘ ‘
* | DCMS does not track costs assocrated wzth the Statewuie Network contract (see Chapter F tve)
~ In 1988 DCMS estimated seven-year costs at $108 million.
** | Not applicable due to the informal negotiation process used to procure thzs master agreement.
%% Contract was signed in F Y93. Expenditures for this type of equtpment for FY92 under the
R prewous master ‘contracts totaled almost $545 000. = ‘
| SOURCE.'; . OAG review of DCMS procurement ﬁles .

DCMS reserves the right to negotiate with one or more vendors. While DCMS rules allow
it to negotiate with one or more vendors when procuring telecommunications services, the
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Best and Final process is not defined in its rules. In addition, Exhibit 4-1 shows that,
during the Best and Final process in two of the six procurements, DCMS changed the criteria
from that which was presented in the RFPs.

The following sections provide more detailed discussions of the six procurements we
examined.

The Department did not adequately document its evaluations and decisions for the
procurement of the Statewide Network as required by the State Records Act (5 ILCS 160/ 8).
DCMS used inconsistent evaluation criteria during the Best and Final process.

The Department received "eleven" proposals in response to the RFP developed for the
Statewide Network. Four responses were considered complete offerings. The Department
had extensive documentation related to initial vendor evaluations. It organized committees to
rate the technical aspects of proposals as well as the financial factors related to each. A Blue
Ribbon Committee, which was initially established to develop the 1987 Strategic Plan for
telecommunications, also participated in the initial technical and financial evaluations
completed by DCMS staff. As a result of these evaluations, DCMS narrowed the number of
proposals under consideration to three: Illinois Bell and US Sprmt AT&T and Arthur
Andersen, and MCI and IBM. . o

DCMS requested "Best and Final" offers from the three groups of vendors. The
Department then met with the three vendor groups and requested technical modifications to
each of the three vendors’ initial proposals.

DCMS had two documents regarding the Best and Final offers. ‘One document listed
whether the three vendors addressed mandatory and suggested technical modifications. In
addition, the Department developed a spreadsheet containing cost saving estimates to
compare each of the three final offers. DCMS had no documentation, other than the cost
savings spreadsheet, to show it evaluated the Best and Final offers and that the Illinois Bell
US Sprint offer was the best proposal to fill the State’s needs. Given that DCMS requested
mandatory changes and recommended other modifications to the vendors’ initial proposals, a
formal evaluation of the quality of each Best and Final proposal was warranted. The State
Records Act (5 ILCS 160/8) requires State agencies to document management decisions.

DCMS also modified a cost estimate presented by Illinois Bell US Sprint when it
developed its cost savings spreadsheet. The Best and Final offer of Illinois Bell US Sprint
did not include a seven-year cost estimate for a Communications Facility as requested by
DCMS. Rather, Illinois Bell US Sprint submitted a one year estimate for 10,000 square feet
for a Network Control Center and stated that the cost of 69,000 square feet would be about
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$12 50 per square foot. However the I]]mcus Bell US Sprint proposal also noted that a
specrﬁc square foot rate would have to be negotlated DCMS used the $12.50 square foot
estimate when it calculated Tllinois Bell US Sprint’s total costs in. thie DCMS cost savings
spreadsheet which was used to compare the three Best and Final offers. However, MCI and
AT&T, in their Best and Final offers, submitted speuﬁc costs to. provrde a Communications
Facrllty S ‘ :

Wh]le administrative rules (44 IIl. Adm. Code 1. 1120 (])) g1ve DCMS the ability to
make pricé adjustments to ensure evaluations are made on the same basis; the Iilinois Bell
US.- Spr.lnt estimate for 69,000 square feet in a Communications Facﬂlty was subJect to
negotlatron Thus, Illinois Bell US Spnnt did not meet the Tequirements set. by DCMS when

A it requested costs for 2 Communications Facility. . Also, DCMS documents show that the

requirement to ‘submit the costs for a: Commumcatlons Facrhty was only partlally met by

, Illmors Be]l US Sprmt

; DCMS awarded the contract for development of the Statewrde Network to Ilhno1s Bell

US Sprint in June 1988. Estimated expendltures over the seven-year life of this master-
. contract totaled $108 million. After the award notification, the two, unsuccessful vendors

(AT&T and MCT) filed protests to the award in June 1988." DCMS rules (44 Ill Adm Code .
1. 2100) provrde vendors the opportumty to ﬂle protests ' GICREE PO ‘ f

Among the issues rarsed in the protests AT&T asserted that the b1ds had not been o

- evaluated according to criteria presented in the RFP. -In response the Director stated ‘that

DCMS followed the criteria in the RFP, However .DCMS had no documentat1on to. show

~ Best and Final offers were evaluated according to RFP criteria. In addltron MCT argued
that, due to differences in presentations among the-three vendors, the Best and Final offers

could not compared on an equitable basis. When we analyzed the Best and Final offers, we"
aiso could not compare specific costs mcluded in DCMS’ cost savmgs estimates. '

DCMS conducted meetings with these two groups to d1scuss their protests in July
1988 - The DCMS Drrector demed these protests in’ September 1988 g : '

‘ The Department did not fully Justlfy that the. award of the Statewrde mamtenance -
contract was in the State S best interest. . : - e

In July 1988, the Departiment issued a, Request for Informatron (RFI) to seek
information on a prospectrve master agreement fo maintain voice systems: located throughout ,
the State. 'DCMS already had individual contracts with. manufacturers of the equipment.

- DCMS viéwed a master agreement as a means to reduce ‘the admmlstratrve respons1b1ht1es |

assouated with the various contracts and realize cost savmgs
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The RFI explicitly stated that the State’s needs were not as well defined as would be
in a Request for Proposal. Vendors could submit information on services for the entire State
or for any of the five geographical regions defined in the RFI. Based on information
gathered in the RFI process, the State reserved the right to negotiate with one or more
vendors. The State also could award contracts to more than one vendor.

DCMS received responses from two vendors, Illinois Bell and Ushman ,
Communications, which were considered compliant bids. Illinois Bell submitted information
on the entire State while Ushman submitted information for three areas of the State. DCMS
had documentation to show an evaluation of these initial offers. ‘

An October 11, 1988 decision memo to the DCMS Director presented three
alternatives as to how BCCS should proceed. The first alternative consisted of requesting a
Best and Final offer from Illinois Bell. The remaining two alternatives discussed seeking
Best and Final offers from Illinois Bell and Ushman Communications. In discussing the
second alternative, the decision memo noted that the Ushman bid for Centrex maintenance
provided a savings of $399,768 over I]lm01s Bell’s bid for the three regions in which
Ushman bid.

DCMS did not provide any documentation to show the Director acted on this October
11, 1988 decision memo. On November 29, 1988, DCMS requested a 90-day extension to
determme the contract award. - Exhibit 4-2 shows a chronology of events for this
procurement.

On April 20 1989 Ushman Communications sent a letter to the DCMS Director
inquiring as to the status of this procurement since it had not been informed of the status of
the project since the request for a 90-day extension (in November 1988). The DCMS
Director responded to Ushman Communications in a May 5, 1989 letter’ stating "This project
is still under evaluatlon . . You will be notified as to the d1sp0s1t10n of this RFI upon final
determination of award.

DCMS documents show that Illinois Bell had submitted a Best and Final offer on
April 12, 1989. We found no evidence, however, to show that Ushman was requested or
allowed to submit a Best and Final offer However, as noted above, the RFI allowed DCMS]
the right to negotiate with one vendor.

Attached to a May 18, 1989 decision memo was a comparison of prices from Illinois
Bell’s Best and Final offer with Ushman’s initial offer, as summarized i in Exhibit 4-3. The -
Ushman proposal included prices for three areas of the State; thus the comparison involved
only these three areas. Data included in the cost comparison showed that Ushman had the
lowest costs by almost $51,000 for these areas.

The May 1989 decision memo recommended negotiating with Illinois Bell to provide
maintenance for the entire State. The decision memo based the recommendation on savings
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;that would result from a

~ Statewide contract with this

vendor. However the
memo and supporting
documentation did not
explain how the Illinois Bell
proposal would result in
- lower costs when compared
. to. Ushman S bid.

o The DCMS Dlrector
agreed wrth BCCS’ '

b ‘recommendatlon to. negotrate .

further, wrth Ilhnors Bell to
prov1de Statewide service.
DCMS: later awarded a
contract to Ilinois Bell on
June 5, 1989 The 1mt1a1
‘marntenance master -

agreement term lasted from - S
| Mays, 1989

July 1,,1989 to June 30,
1992. F]scal Year l992
‘expenditures on this contract
totaled over $1.4 million.

o DCMS extended this contract - |.
through June 30 1993 and at -

the end of ﬁeldwork were

working on a new RFP. for
‘St‘atewrde}Mamtenance“ .

Ushman filed a
protest after the award was

announced. A primary issue
was that DCMS did not seek

‘a Best and Final offer from
this vendor. The protest
noted that this was -

fpartrcularly pertmentsmce .
the protestor’s initial bid was

clearly lower than Illinois
Bell’s Best and Final offer.

Exhlblt 42

" CHRONOLOGY OF EVENTS o
|STATEWIDE MAINTENANCE CONTRACT

S July 12, 1988

October 11, 1988 =
’Norvember 29, 1988

3 ‘March 2, 1989 |

| apritiz, 1989

April 20, 1989

‘May 18, 1989

© May 30, 1989

June 5, 1989

| June'12, 1989

June 23 1989

: OCtober 1 7 1989

Request’ fo‘rflnformation issued.

,Declsron memo regardmg 1n1t1al :
- proposals : :

DCMS requests 90 day extensmn for‘
‘ proposal rev1ew DR o

Explratlon date for proposal rev:ew

‘Illmors Bell subm1ts amended Best
' and F1na1 response

Ushman Commumcatlons 1nqu1res
about status of pl‘O]eCt

‘ DCMS responds to Ushman that
' evaluatron is still on—gomg ‘

Declsron Memo recommendsr

~_ negotiation for a thr'ee “year contract

wrth 111111013 Bell

Dlrector approves recommendat1on in

decision.memo.

Contract aWarded:to Tltinois Bell for
StateWid‘e Maintenance. '

Ushman Commumcatmn protests the
award DR

DCMS demes protest

: Contract s1gned by DCMS

—SOURCE: OAG summa;ry*of DCMS doquments. -

'The DCMS Director stated in the protest response that the Department did not dispute

‘that Ushman s bid was lower than Ilhnors Bell’s for three areas of' the State
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Illinois Bell submitted pricing for
the entire State and DCMS
deemed this to be advantageous.
Further, the Director stated "we
did notice the price difference in
the three regions and negotiated a
price with Illinois Bell to deal
with that issue."

The RFI gave DCMS the
right to negotiate with a single
vendor, as well as choose one
vendor for the entire State.
However, considering Ushman
had a lower bid for three regions
of the State, it would have been
in the State’s best interest to
formally solicit a Best and Final
offer from Ushman, either for
the three regions or the entire
State. We found no evidence,
however, that DCMS asked -
Ushman to submit a Best and
Final offer or to show that it
requested Ushman to amend their
initial proposal to provide
Statewide coverage.

~ Exhibit 4-3
STATEWIDE MAINTENANCE CONTRACT
BID COMPARISON

ILLINOIS BELL USHMAN
) est & Final (Initial Bid)

Statewide Proposal: ‘

Areas 3,4,5 ‘ :
Maintenance $621,702 $562,473
MAC Labor 466,151 517.946

Sub-Total $1,087.853  $1.080.419

Rolm/Obsolete Equipment:

Areas 3,4,5 ‘ .
Maintenance $54,870
MAC Labor 34,530

Sub-Total $120,177 * $89.400

~ Universities: ,
Areas 3,4,5 $562,955 $550.481
TOTAL - $1,720,300

$1,770,985

* Vendor chose not to bid on this equipment/service

and DCMS applied the currexjt costs in the
comparison. ‘

SOURCE: OAG summary of DCMS documents

Appendix C for full response.)

Response from Ushman Communications: '

. We were not even called back for the best and final, even though eriginally we were
approximately $400,000.00 per year under Illinois Bell Communication’s proposal.

Supposedly, one of the main reasons CMS awarded Illinois Bell Communications the project
was to get all service under one contract. However, CMS asked us to continue service on
several facilities, some of which we had not even installed, because Illinois Bell

Communications could not or would not service them (ie Iilinois State Police Headquarters,
Springfield and Department of Children and Family Services, Quincy among others) (see
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DCMS used terms not found in administrative rules' when it sought a voice
communication system at Logan Correctional Center. Further, it used different terms in the
bid advertisements and the. Request for Proposal. However, it d1d select the vendor w1th the
\lowest b1d as requlred of a sealed bid procurement method. ‘ :

. To solicit vendor proposals for a new communrcatlon system at Logan Correctronal
‘ Center DCMS advertised for "sealed bids." However, in the bid document, DCMS
"requested the vendors to submit "sealed RFPs." This term is not found in admnnstratwe :

rules wh1ch defme procurement methods L : :

‘ Ushman Commumcatrons Mlinois Bell and Ficek Electnc submltted compliant
Tesponses to the RFP The Department had documentation regardmg evaluations of each
“proposal Criteria used to evaluate the vendors included cost for equipment, installation, and
| vmamtenance over a ten-year period. DCMS selected Ushman Commumcatlons as the lowest
- compliant bid. The Director approved a decision memo to award the contract in March

1991 The Fiscal Year 1992 contract amount. for this system was over $165 OOO

: The Department used an mformal process when 1t contracted w1th AT&T for 800

‘,serv1ces in October 1991. By obtammg initial bids, and subsequent Best and Final offers-
from AT&T and two other vendors, the Department obtained the 800 services for 23 percent
less than AT&T’s initial bid. However, the Department did not adequately document some
key decisions that led to a contract award. Expendltures related to th1s contract exceeded
$635, 000 in Fiscal Year 1992 , ‘ :

Rather than formally bidding the 800 contract, AT&T contacted DCMS in June 1990

and initiated a project to examine ways for DCMS to achieve greater discounts for their 800
services. - AT&T later submitted proposed rates to DCMS for 800 services. Using this |
~proposa1 BCCS . staff forwarded a Decision. Memorandum to the DCMS Director in
‘November 1990 recommendmg a conversion. to this AT&T service.: DCMS had no .
documentation to show that the Director acted on this recommendauon DCMS staff
- subsequently solicited proposals from other vendors and rece1ved oifermgs from three

vendors AT&T, US Sprmt and MCI IERNREREE L

After DCMS received and analyzed the Vendors 1n1t1al proposals a second Dec1s1on '
Memo to the Director in July 1991 recommended contracting with MCI (based on savmgs
estimates). The memo also recommended that DCMS not initiate a' formal bid process -
because all three vendors confirmed these were their best offers. However, there was no
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documentation to show the Director acted on this recommendation. Rather, BCCS staff
stated the Director verbally requested them to solicit Best and Final offers from the three
vendors.

BCCS staff said they requested Best and Final offers from the three vendors by
telephone. When the vendors submitted Best and Final offers, BCCS staff found the AT&T
offer was significantly lower than the final offers submitted by US Sprint and MCI. This
was a result of AT&T lowering their initial bid by 23 percent. Based on the final offers,
DCMS awarded a master contract to AT&T since AT&T’s offer would result in the greatest
savings. ‘

While the process used for the 800 contract resulted in cost savings for the State, the
process could have been better documented. Proper documentation would serve to protect
the Department’s interests, such as documenting that staff recommendatmns were actually
considered and acted upon by the Dlrector

- DCMS had limited documentation regarding evaluations of vendor bids for the
procurement of a voice system at Southern Illinois University-Edwardsville. In addition, the
Department used terms not found in its administrative rules. :

In June 1991, the Department issued a Request for Proposal to procure a PBX for the
Alton Dental School campus of Southern Illinois University at Edwardsville. Similar to the
RFP for the system procurement at Logan Correctional, this RFP requested "sealed RFPs"
from the vendors, which, as stated earlier, is not deﬁned in procurement rules.

DCMS had limited documentation to show it received initial offers from vendors or
that it had conducted a formal evaluation of these offers. Other documents show that it
requested Best and Final offers from two vendors. -

While DCMS did not have documentation to show it formally evaluated the Best and
Final offers from Illinois Bell and BellSouth Communications, a decision memo shows that
BellSouth Communications submitted the lowest bid in the Best and Final process. The
decision memo also noted that BellSouth had provided one other voice system and had
maintenance responsibility for systems in use at two SIU-E campuses. The final amount of
the contract, which included an option to provide networking between three campuses of
SIU-Edwardsville, totaled $247,147.
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Durmg the procurement process for the purchase, 1nstallat10n and maintenance of
yoice commumcatlon systems [called private branch exchanges (PBX) and electronic key .
systems, (EKS)], the ‘Department changed the crrterla as defined in the Request for ‘ ‘
Proposals. 'DCMS perm1tted Hlinois Bell to submrt a mamtenance b1d that was 1ncons1stent
w1th b1d spe01ficat10ns ' ‘

In February 1992, DCMS issued two Requests for Proposals (REPs) to secure two
master agreements for the purchase, installation, and maintenance of voice communication
systems - The language within the RFPs for the EKS/PBX master contracts was also
‘contradlctory since, in one passage, they stated that the lowest bid would be accepted after

svendors submitted "sealed bids"; however the RFPs also stated that b1ds would be evaluated :

‘on predetermined criteria which would indicate a "sealed proposa would be expected from
Vendors o

R DCMS rece1ved proposals from seven Vendors for the two RFPs After an, 1mt1al
‘evaluation, DCMS determined that only four proposals, two for each region, followed all b1d
spe01ﬁcat10ns listed in the RFP. Ficek Electric and Illinois Bell were the vendors cons1dered
in Region One. Ushman Communications and Illinois Bell were comphant with -
spec1ﬁcat10ns in Region Two. DCMS also conducted an extensive'analysis of the costs Eh
included in the four proposals. DCMS requested Best and Final' offers from these Vendors
June 1992 , C :

‘ DCMS selected I]lmors Be]l to partrclpate in the Best and Fmal process even though
its m1t1a1 proposal did not comply with the RFP spemﬁcatlons In 1ts initial proposal Illinois:
Bell provided multiple service costs to maintain the voice systems. In the correspondence
requesting‘ a Best and Final offer, a DCMS official wrote "Your bid response includes
'various maintenance rates. for each system. IBC must provide a s single per-station, .
jmamtenance rate as requested on page 87, paragraph C.1. a" of the RFP. (emphasrs added)

When Iilinois Bell submitted its Best and Final offer it 11sted -various rates for station
mamtenance and noted that a DCMS official approved this: method In December 1992,

- ‘DCMS awarded a master contract to- I]l1n01s Bell and another to Ushman Commumcat1ons to

provrde and maintain voice systems throughout the State. DCMS documentatron showed the
‘Department selected the low ‘bidders for the contract awards S SRR

| After DCMS announced the awards it recerved protests from two vendors not
- selected. ‘One protest asserted that Illinois Bell submitted multlple prices for station
- maintenance. The RFP required a single monthly service cost per statron (such as $3.00 per

- statlon per month) for ail systems.
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In response to the protest the Director noted that DCMS verbally informed all
vendors participating in the Best and Final process that multiple prices for station
maintenance were permissible. While DCMS did not have documentation to show all
vendors were informed of this alternative, BCCS staff stated that vendors were verba]ly
notified. Using inconsistent criteria (by allowmg vendors to submit different price methods
than specified in the RFP), and not adequately documenting its correspondence with vendors
reduces the control DCMS ‘has over the procurement process. It also i increases the r1sk that
every vendor is not given the opportumty to part1c1pate in the process ‘

Our reviéw of six tele'communications procurements showed ‘thatl DCMS: -

L uused mcons1stent or non-standard language in advertlsements Request for
Proposal (RFP) documents and Request for Informatlon (RFI) documents;

® - did not adequately document the selectron process and management decrs1ons
- as required by the State Records Act; and ‘ ‘

° did not use consistent criteria in the selection process to ensure that all vendors
‘were treated equitably.

Considering the significant costs to the State for the six contracts reviewed,
improvements are needed to ensure that the State’s best interests are protected in the
procurement of telecommunications services and equ1pment

Finally, we found no evidence that DCMS filed the Statewide Network contract with
the Comptroller’s Office. The Comptroller’s Uniform Statewide Accounting System
(CUSAS) manual requires that agencies file master agreements for reference purposes.
DCMS officials stated the contract for the Statewide Network was- ﬁled however, the
Comptroller S Ofﬁce was unable to locate this master contract. :
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Department of Central Management Servnces Response :

~ "DCMS concurs w1th th1s recommendatlon and follows all apphcable statutes and
] adm1n1strat1ve rules when procurmg telecommumcations equlpment and serv1ces

e DCMS documents even when not required, the selection process and management
decisions specified-by the admm1strat1ve rules and the State Records Act. (* see
‘ Audztor s Comment below) ‘ | ‘

. DCMS ﬁles all requ1red contracts w1th the- Comptroller ] Ofﬁce

: 0 DCMS uses cons1stent cr1ter1a in the selectlon process and treats all vendors equltably," |
~ and more importantly, procures in the best interests of- the State as shown by 'the
~ considerable savings the procurement process provrdes " ( * see Audltor s Comment
 below) :

| ‘Anditor’s Comment:

* As noted in the text, certain documentation was lackzng in ﬁve of the six procurements
. revzewed also, in two procurements, inconsistent crztena were used
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The Purchasing Act (30 ILCS 505/6) and procurement rules (44 Ill. Adm. Code
1.520) allow the Department to negotiate telecommunications procurements with one or more
vendors. In many procurements, this process may no longer be appropriate considering the
extent of competition within the industry. Competition now makes it feasible for the
Department to secure "sealed bids" or "sealed proposals” from multiple vendors for major -
services provided by DCMS including: long distance services, credit cards, cellular phones,
and office communication systems. For the procurements hsted in Exhrbrt 4-1, DCMS
recerved offers from multrple vendors m a]l six cases. ‘

Some services may not be compet1t1ve1y procured because they can only be obtained
through a single source. For example, local calling services generally. can only be procured
from the local telephone company Current regulations do not allow more than one local ‘
phone company to operate in a specific area except in Ch1cago

Because of the volume of contracts and the significant costs to the State related to
these contracts, the use of a "sealed bid" or "sealed proposal” method of procurement would
best protect the State’s interest. The use of these two methods would also help ensure that
the State receives the lowest offer which either meets the State’s specifications or best suits
the State needs.

While this revision would eliminate DCMS’ authority to negotiate contracts for
telecommunications services and equipment, a Best and Final process which uses established
procedures, in conjunction with a sealed proposal method, would give the Department the
ability to further clarify vendor proposals and possibly reduce the prices.offered. This
process could be included in any new statutory language.

Department of Central Management Services Response:

"DCMS would support legislation mandating competitive procurement procedures since
that is consistent with current Department procedures. DCMS also uses a Best and Final :
(continued on next page) !
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i AGENCY RESPONSE (conitinued)

" Offer process when appropriate;"’

1 Audttor s Comment

As currently deﬁned competmve procurement procedures allow methods other than
competitive sealed bids or competitive sealed proposals to be used in procuring = .
telecommunications services. These other methods include negotzaaon with more than one

. vendor. . The Matter for Conszderatlon recommends that procurement methods be lzmlted fo

' either competmve sealed bids or competmve sealed proposals ‘The Matter for =
" Consideration also recommends that DCMS’ current use of a Best and Fmal process be
- conducted accordmg to establzshed procedures - ‘
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DCMS’ management information systems are not adequate to manage its -
telecommunications operations and the Commumcatlons Revolving Fund.. The systems
do not provide sufficient cost information to set charges for all services and equipment,
nor do they allow DCMS to allocate its administrative costs across all services provided.
Staff must also use manual processes to record and report financial transactlons In
June 1992, the Department hired a consultant to review its accountmg systems and
subsequently initiated planning efforts to upgrade the accountmg system used for
telecommumcatlons : «

We identified three instances w‘h‘ere'DCMS improperly recorded or misclassified
accounting transactions. In January 1994 DCMS officials agreed to make the necessary
adjustments for these three transactions:

. ® In Fiscal Year 1990, DCMS improperly classified a lease agreement of
‘ : approx1mately $23 million-as an equlpment purchase “This ... ‘
misclassification was not identified in previous audits and has resulted in
- inaccurate financial statements for the Communications Revolving Fund
(CRF). While there was no effect on the total assets for the CRF, if
uncorrected, DCMS’ financial statements would have overstated -
equlpment when the lease expired in Fiscal Year 1996.

o In Flscal Year 1992, DCMS deducted revenues recelved as a result of
commissions and bonuses, from vendor billings. The effect has been an
understatement of operating revenues and expenses by over $3.8 million
within financial statements. While this accounting treatment did not
misrepresent net income for the CRF, an accurate accounting of revenues
and expenses is important for external reporting as well as internal
budgeting and rate setting purposes.

] In one instance, both DCMS and Illinois State University recorded an
equipment purchase of almost $6.6 million on their accounting records.

In addition, DCMS has limited information regarding the performance of
vendors for maintenance contracts and the Department’s timeliness in fulfilling agency
requests for services. DCMS did not. complete any comprehensive mternal audits of
telecommumcatlons :
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- The Department provides approximately 150,000 phone lines to over-225 agencies . .
mcludrng departments commissions, and universities. - In comparison to other local
telephone companies, this would make DCMS the fifth largest local telephone company in
Illinois. The ‘Communications Revolving Fund is DCMS’ 'second largest mternal servrce |
fund w1th total operatmg revenues for F1sca1 Year 1992 of almost $99 mﬂhon

- To- effect1ve1y manage such a large telecommunrcatlons operatron accurate and tlmely
mformatron must be available to DCMS managers. DCMS currently relies on two systems
to prov1de management with information. The Division of Administration and Planning uses
the Management of Network Income Expense Services (MONIES) system to record and track‘
mventory, process agency orders for services, record network service problems, and comprle
agency bills. The Accounting Division uses the Telecommumcatrons Billing and Accounts.

; Recelvable (TBAR) system to bill - agencies and pay vendors. Accountmg staff also use :
- TBAR as a source of ‘information for fmancral statements ‘f‘ S R : A

TBAR is the Department s primary accountmg system for telecommumcatrons
However TBAR cannot produce financial statements or cost information needed for rate
settmg which are essential given DCMS’ responsibilities for telecommunications. TBAR’s
limitations also require accounting staff to perform many manual procedures. The volume of
transactions, the growth in revenues and expenses associated w1th telecommunications, and -

. the need for timely and accurate financial information requlre that DCMS obtam an
. accountmg system wh1ch will perform needed functrons ToRTL

The TBAR system is an on- lme/ batch. computer system that the Department developed
in 1974 The Department created this system to pay vendor i invoices and create agency bills.
Staff enter vendor invoice data and the system then creates a corresponding agency bill and
. prints'a voucher to pay the vendor. According to DCMS officials, the. system processes
. about 27 OOO vendor mvorces for telecommumcatlons each year

: DCMS des1gned thls system in. 1974 and accordlng to DCMS ofﬁcrals it made only
one change to TBAR (in 1980). This allowed DCMS to better track obhgatrons within the
Communications Revolving Fund. However, since 1974 many changes occurred in
telecommumcatlons which increased the demand for more detailed and different accounting
} mformatlon ' Divestiture meant DCMS.could purchase equipment and set its own rates.

: ‘Also revenues to-the Communications’ Revolving Fund have increased significantly. since:

~ 'divestiture. In Fiscal Year 1984, revenues from agencies to the CRF were about $53.

mllhon Revenues to the CRF in Fiscal Year 1992 were almost $99 m11110n or almost an 87
percent increase from Fiscal Year 1984.
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TBAR’s hmrtatlons requrre staff to manua]ly complete many accountmg procedures
For example, to charge agencies a-different amount than that listed on the vendor i invoice,
staff need to make two data entries into the system. ~ Staff responsible for paying vendors
must manually identify which vendors can be paid based on fund balances They must
manually input sequentially numbered vouchers into the system. Staff must also perform
manual procedures to prepare fmancral statements

- TBAR cannot compile ﬁnanc1a1 mformatron usmg the accrual’ accountmg method
An accrual method means income and expenditures are recorded when they are '
earned/incurred rather than when cash is actually received/paid.” Management needs accrual
accountmg information to properly manage the CRF. Further, accounting pnncrples drctate
that internal service funds use dccrual accounting methods ‘when recording transactions and
generating financial statements. Due to' TBAR’s hm1tat10ns Accounting staff must perform
manual procedures to create th1s mformatron

- The use of manual procedures results in inefficiencies and, in some cases, inaccurate
mformatron For example TBAR cannot post an expense to the February fmancral statement
if the payment is processed in May. To compensate for this limitation, accounting staff track
the larger invoices on computer spreadsheets for accrual’ purposes However, staff monitor _
only the larger invoices for accrual purposes but do not monitor smaller i mvorces to ensure'a
complete and accurate postmg of all accruals :

TBAR cannot provide cost accounting information which is cr1t1ca1 to managmg the -
Communications Revolving Fund. In addition, DCMS does not allocate or distribute
administrative costs across all services. DCMS officials have stated that obtaining accurate
cost information is a top priority. In June 1992, DCMS signed a contract with a consultant
to review DCMS’ accounting systems including TBAR. ‘The consultant’s report, completed
in March 1993, recommended changes to TBAR to provrde better cost mformatron for
telecommumcatrons

The State Finance Act (30 ILCS 105/6p-2) authorizes DCMS to set charges for ‘
telecommunications services. Accounting practices dictate that charges in an internal service - i
fund should be set to recover the cost of provrdmg services mcludmg deprecratron and
administrative costs.

The Department has made an effort to set rates for services and equipment according
to costs. We obtained several rate analyses performed by staff and, at one time, DCMS
hired a consultant to assist it in developing charges to agencies. However, the Department
lacks sufficient cost data to properly set rates.
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TBAR does not have the capablhty to complle cost data for specrﬁc services provrded

;‘ by the vendors Instead, DCMS officials stated that staff 1dent1fy costs by obtaining

expendrture information from TBAR and activity information from MONIES. While these

1 procedures may prov1de general cost mformatron they wﬂl not 1dent1fy detalled costs for - .
serv1ces,,.;. o : : ‘ | SR

Two reports one completed by DCMS and the other by a DCMS consultant
1dent1ﬁed system limitations. A March 1991 DCMS report found the Department recerved
1nsufﬁcrent information to control and monitor costs. It noted the Department did not use

cost accountmg prmcrples to set charges for some serv1ces /DCMS; also hired .a consultant in .

June 1992 to review DCMS’ accounting systems The. consultant’s Teport, completed in -

‘March 1993, recommended combmmg TBAR with another accountmg system to 1dent1fy E
spemﬁc costs and thus enable the Department to properly manage the CRF. e S

In add1t1on the Department is currently unable to. 1dent1fy all admmlstratrve costs '

(L e overhead) associated with each type of service provided by DCMS.  If DCMS is to set “
rates properly, it needs to. identify overhead costs associated with: each type. of service. ‘For

example overhead costs to provide credlt cards to agencies may, be different than. overhead
costs, associated with phone calls made on the Statewide Network. W1thout a dlstmctlon R
between, overhead costs among services, some rates may be subs1dtzmg others SR

- For some services DCMS could not prov1de an explanauon of the specrﬁc Lo
admmlstratrve costs included in a- particular agency rate. For example DCMS estimates

- costs of about six-cents a minute for intrastate calls made on the Statewide Network; DCMS"
- charges State- agencies 11 cents per minute. DCMS ofﬂ01a1s could not prov1de us with data

to show the administrative costs which would require this add1t10na1 charge of five cents.
Similarly, | DCMS charges agencies $16.50 per month for a Centrex line. Illinois Bell
charges DCMS $5.60 for each Centrex line. :A DCMS official also could not 1dent1fy the :
osts Wthh result in an agency charge of $16 50 U NN

Staff do not allocate admlmstrattve costs to a]l services provrded by the Department

DCMS does not. reprice approximately $28 million in vendor invoices a year and agency bﬂls

reflect the same charges submitted by the vendors. Therefore, administrative costs are not -
recovered for these services and equipment. In effect the Department has set rates for some
services to recover all its admlmstrattve costs (See Chapter er for a hstmg of vendor
mv01ces whrch are not repnced ) ‘

The use of some services to recover all admmlstratwe costs provrdes some

L explanatton as to the charges for intrastate calls on the Statewide Network. A DCMS official

stated that the Network rate for intrastate calls ensures the solvency of the CRE.- While the

current rate is 11 cents per minute, it has ﬂuctuated as h1gh as 19 cents per minute dependmg '

on- the cash needs of the CRF.
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The inability to accurately charge agencies is also reflected in the retained earnings of
the CRF. Operating revenues for the CRF increased almost 21 percent from Fiscal Year
1988 to Fiscal Year 1992, while operatlng expenses increased almost 11 percent in the same -
time frame. The difference resulted in an increase in retained earnings of over $11 million
since Fiscal Year 1988 (although almost $5.6 million of this was the result of an.accounting
ad]ustment) In total the CRF had retamed earnmgs of over $17 mﬂhon at the end of Fiscal |
Year 1992 o : )

Further, without accurate cost information the State may be Tequired to repay the
federal government for reimbursements it made to the State. The federal government
reimburses State agencies for a portion of the telecommunications costs associated with
federally funded programs administered by the State. Federal agencies are currently
reviewing expenditures and costs associated with the CRF. ‘Previously, federal officials
conducted a similar review of charges and costs for the Statistical Services Revolvmg Fund
As a result of this rev1ew, DCMS repa1d the federal govemment over $5 mﬂhon '

The Department has attempted to compile financial information using manual
processes and an automated system (TBAR) that has a limited function. However, DCMS’
responsibilities have increased to the extent that the Department needs better management
information to properly allocate admlmstratwe costs, set rates for services, and momtor fund
activity.

Department of Central Management Services Response:

"DCMS concurs with this recommendation that the CRF accounting system should provide
for cost accounting information and accrual basis accounting. Actually, DCMS has been
involved in.an ongoing effort for eighteen months now to accomplish this goal. During the
Summer of 1992, we initiated a comprehensive internal review of DCMS accounting
systems with the assistance of The Bronner Group in order to identify needed
improvements. Study recommendations were finalized in March of 1993. DCMS
management accepted the study’s general insights and recommendations and assigned-
responsibility for developing plans to address the issues to the Office of Finance and
Management (OOFAM)." (see Appendix C for full response)
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o ‘;DCMS purchased the Management of Network Income Expense Serv1ces (MONIES) g
system in 1986 to serve as an inventory database and to bill agencies for services and | ;
equipment. AT&T’s divestiture in 1984 prompted the purchase because, as the manager of
telecommunications, DCMS needed to mamtam an mventory of both leased and owned

‘ telecommumcatlons equrpment o : -

- Since 1986, DCMS has upgraded the capablhty of the MONIES system Ongmally, k
MONIES served as an mventory database and billing functlon In March 1990, DCMS
initiated a. pmJect to expand the use of MONIES and i nnprove the. extent of mformatron o
which could be produced from the system. After completlon of the pr0Ject DCMS could
then use seven of the eleven modules. Currently DCMS uses MONIES for several purposes o
‘mcludlng -

| 0 3‘:_ processing calhng mformatron jfrom yendors;‘j B
e . “pricing the calls based on DCMS’:r‘at‘ess;
e mamta;lmng and updatmg mventory records
- . o processmg agency requests for serv1ce and
) . | ‘compl,]mg agency bﬂhng;mformatlon.
MONIES also serves as a deposnory for mformatlon about the Statew1de Network If
a problem occurs on the Network, Network Control Center staff use MONIES to 1dent1fy '
specific information regarding network circuits and equipment. After Network Control
Center. staff resolve a problem, they enter the pertinent information about the network trouble

‘1nto MONIES. This allows comprehensive analyses of network troubles In addition, staff
use MONIES to access mformatron needed to des1gn network ClI'CllltS ' S

. Because the TBAR and MONIES systems are cntlcal to the telecommunications
operations, we performed application control reviews on both systems. Neither system had
been formally reviewed previously (by DCMS or external auditors) to determine the

- adequacy of application controls We concluded that controls needed strengthenmg for both
b systems
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We reviewed controls over input, processing, and output to determine whether they
were sufficient to promote and preserve data mtegnty We also reviewed the adequacy of
system security. Primary conclusions of our review of TBAR mclude the following: .

o aff using TBAR d1d not have access to user manuals

° there are no documented procedures for handhng and processmg vendor
~ invoices; -
o updates to the master vendor list can occur without management approval; and
[ ‘a duplicate edit function should test othet data in addltlon to date -amount, and
. vendor name. : SR .

MaJor conclusions from our review of MONIES include:

o staff drd not have documented policies and procedures for' MONIES Some i

- procedures were being developed but had not been approved by management ‘
K ‘management did not consistently review access to the system; and - o
L staff did not review the accuracy of tariff tables used by the system.

CIm add1t10n we determined that all BCCS employees with access to MONIES also
could access. over 12,000 phone credit card numbers (mcludmg related Personal Identification
Numbers). Access to this information is a security risk. ' After we informed BCCS- offi01als
of this ability to access credit card information, BCCS officials limited this information to
only those employees who process credit card requests. A similar condition existed
regarding cellular phone information. BCCS ofﬁcmls also hm1ted access to cellular phone
1nformat10n in MONIES - : =

Department of Central Management Servnces Response:

"DCMS concurs with the recommendatlon that we should ensure that mformat10n systems

have adequate controls to promote and preserve the integrity of data information produced

by these systems and that DCMS should ensure that a new accountmg system has adequate
: . L - . (continued on next page)
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AGENCY RESPONSE (contlnued)

controls prior to system 1mp1ementat10n DCMS has had an ongomg effort in. the area. of
- system controls, . DCMS will continue to ensure the adequacy of controls over its
ex1st1ng and new systems " (see Appendlx C for full response) - “

~ Current management reports are not adequate to provide BCCS ofﬁcrals with the
information needed to monitor telecommunications operations. - Accounting transactions have
been improperly classified or recorded which has led to inaccurate financial statements.
Also, there is limited information regarding the timeliness of processmg agency requests and
the performance of vendors. . Further, DCMS has not completed any comprehensrve internal
audrts of telecommumcatrons P : : L

.;The purpose of management reports is to evaluate and measure the effectrveness of 7
‘ operat1ons ‘Based on these evaluations, management can make decrsrons regardmg future
plans and strategles ‘Management reports can take the form of ﬁnanc1a1 statements
performance evaluatlons or internal audits. :

Accounting records and ﬁnan01a1 statements for the CRF have not been accurate
‘because commission revenue and srgmng bonuses have been. unproperly recorded asa -
‘reduct1on of expenses.. While this: does not affect the resultmg net mcome or loss for the .

; ‘CRF ‘an-accurate accountmg of revenues and expenses is: necessary for reportmg, _budgetmg,u
. and rate settmg purposes S e \ : L '

‘ DCMS has contracts w1th local exchange and long dlstance camers wh1ch a]low these
compames to install their pay phones on State premises. In return DCMS receives a
‘percentage of the revenue from the phones DCMS has also recerved revenues- from a
" s1gmng bonus" for renewmg a contract w1th a vendor Lo R

In Frscal Year 1992 DCMS started recordmg the income from these two sources as a
reductlon of expenses and not as income. Rather than havmg Vendors send DCMS a check,
DCMS deducts the commission and signing bonus income from a. vendor s billing account.
For example, if DCMS owes a company for services provided, but DCMS also earned -
income from pay phone commissions, DCMS deducts the amount of commission income
from the amount owed the vendor The result is that income from the comm1ss1ons and
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bonuses is not posted to the appropriate accounting records 'as revenue earned. The effect is
an understatement. of revenue earned and an understatement of expenses mcurred on the-,
financial statements.: - : * LT

DCMS received commission and signing bonus income amounting to over $3.8
million in Fiscal Year 1992. Thus, while the CRF had reported total operating expenses of
almost $90.3 million in Fiscal Year 1992, actual operating expenses should include an -
additional $3.8 million. -Also, revenues would increase by $3.8 million. '

The deduction of commissions and bonuses from expenses does not affect net income
for the CRE.. However, proper accounting requires a matching (or reporting) of revenues
and expenses. In addition, understating expenses and revenues affects the representation of
activity within the Fund. Further, it would affect the budgeting and rate’ setting processes as
well. . o

The purpose of an internal service fund (i.e. revolving fund) is to provide a needed
service to the agencies and charge them the cost of providing the service. If financial
information provided to management understates the cost of the services provided, rates
developed using this-data may not reflect the true cost of providing the service. In January.
1994, after fieldwork ended, a DCMS official stated the Department would make ad]ustments
to CRF financial records to reﬂect actual revenues and expenses. S

DCMS’ accounting records and financial statements overstated telecommunications
equipment owned by DCMS. In Fiscal Year 1990, DCMS recorded a lease agreement of
approximately $23 million as an equipment purchase. DCMS also incorrectly recorded an
equipment purchase, which totaled almost $6.6 million, for Illinois State University.
Further, DCMS needs to maintain greater control over telecommumcatlons purchases for
universities. ‘ :

Aecounting staff recorded a $23 million lease. of (and access: rights to) Centrex
switches as an equipment purchase. Because DCMS leases rather :than owns the equipment,
it gains no rights to the equipment at the end of the agreement. Also, Illinois Bell has been .
depreciating the Centrex equipment on its financial statements since it owns the equipment.
DCMS should have recorded this transaction as a prepaid expense. The accounting records
therefore overstate equipment and understate prepaid expenses.

This misclassification does not affect the amount of total assets of the CRF.
However, when the lease agreement expires in Fiscal Year 1996, the financial statements, if
uncorrected, would have overstated equipment owned. The misclassification also would have
an impact on the budgeting and rate setting processes. Budget personnel may not consider
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| the replacement cost for the equipment in the budgetmg process When the State replaces the

. equipment, rates will need to reflect the cost of the new equipment. - In January 1994, DCMS

 revised its financial statements reclassifying $16. 6 million of the $23 million lease from
‘ equ1pment to prepa1d expense.

o In another mstance both DCMS and I]]1n01s State Umver51ty recorded a purchase of
telecommumcatrons equlpment which amounted to a]most $6.6 mllhon on their financial
records. Available documentatron shows that Illmors State Umvers1ty properly recorded th1s
transaction.

Statutes g1ve DCMS the authorlty to retam a]l telecommumcatrons equlpment (20

N ILCS 405/ 67.18). Equipment retained by DCMS should be mcluded within the fmanc1a1
statements for the CRF. However, DCMS can delegate to an agency its- authorlty to retam
- equipment thereby allowing the agency to record the equlpment on 1ts ﬁnancml statements

1111n01s State University purchased a telecommumcatlons system (costing - almost $6.6

mllhon) in Fiscal Year 1992 through an installment purchase agreement with an investment
- banking firm. The mstallment purchase agreement shows Illinois State- Umvers1ty, through -
the Board of Regents was the buyer of the system: and would ‘hold title to it. Snnllarly, o
Certrﬁcates of Part101pat10n used to raise funds for the purchase also show that linois. State_
| Umversrty would hold title to. the equlpment DCMS was a third party to the two documents
- and thus agreed to the conditions stated within each (mcludmg Illinois State Umversrty s right
" 1o hold title). Further, DCMS had no documentation to show it informed Ilinois State -
" University of DCMS’ intent to record the purchase on CRF records.. Therefore it was"
. appropriate. for Ilhn01s State University to record the transaction. DCMS also recorded the

~ transaction thereby overstating the CRF equipment ledger by almost $6 6 million. (In January
1994, a DCMS official stated the Department would make adjustments to' CRF records with
| regard to the Centrex transactron and ownersh1p of equrpment by Il]1n01s State Umvers1ty )

‘ In addrtron a DCMS ofﬁcml sa1d they may not know about all telecommumcatlons
- purchases by universities. - Since DCMS has statutory authority to retain and hold title to all
_ telecommunications equrpment DCMS needs to establish: documented pohcres to ensure that
~ it maintains control over procurements and the proper recordlng of those transactions. In
- addition, policies should inform agencies that, without proper delegatron from DCMS -
g ownersh1p of equlpment w1]1 be posted to CRF records . . ‘ I

‘Page 64




Department of Central Management Servrcos Response: -

_ "DCMS concurs with the recommendatlon that accountmg transactlonsv should be properly
recorded in accounting records and financial statements for the CRF and that documented ,
policies should be established to delineate the extent of DCMS’s control over
telecommumcatxons equlpment. ‘

' - We believe the accountmg treatments we or1g1na11y used related to the statew1de network ‘
purchases and vendor commissions and bonuses were acceptable treatments under = )

- ‘Generally Accepted Accounting Principles (GAAP). For example, it is sometimes’
appropriate to capitalize services necessary to make purchased equipment usable. Our - - -
original treatment of these transactions were not raised as concerns or problems during

" several compliance and financial audits by external auditors which occurred subsequent to

+ the original transactions. However, we also believe that the way you would have preferred ‘
. these transactions be handled are also acceptable treatments under GAAP.

After discussion with the external auditors domg the FY93 GAAP fmancml audit, we agree

" to change our accounting treatment of these transactions and made the necessary

“adjustments in the GAAP package and in our Accountmg treatment procedures. A total of
*$17 million was reclassified from equipment to prepaid expense, not the $23 million ‘

- amount referred to in the audit narrative. We believe these issues were approprlately
resolved in the GAAP financial audit process to everyone’s satisfaction."

Auditor’s Comment:

The financing agreement for the Statewide Network included an attachment which stated,
"The contract for switching services will be with IBT in the approximate amount of :
$23,000,000." In January 1994, after the conclusion of audit fieldwork, DCMS revised its -
- financial statements to reclassify $16.6 of the.$23 million lease from equipment to prepald
expense.

Most sections of DCMS performing telecommunications functions provide
management with regular activity reports. In addition, DCMS monitors financial activity by
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E ‘ rrusmg spendrng plans and obllgatron/expendrture reports The Department however needs to
) nnprove its momtormg of vendors that have mamtenance contracts e e :

Some orgamzatronal sectlons mteract w1th the vendors on 2 regular bas1s smce the

‘ 'vendors provrde installation,’ maintenance, and Tepair services. DCMS does not produce
formal evaluations of vendors under contract.  CRF expenses. for mamtenance services -
prov1ded by Tlinois Bell under two contracts totaled almost $3. 64 mllhon in F1scal Year

-1992. Further; these maintenance contracts require the vendors to- respond to. DCMS
- requests ‘within a certain amount of time. For example, the Centrex maintenance contract
. requires Illinois Bell to perform a move, add, or change of 1 to 5 stations within five .
- working days after it receives the request from DCMS. A formal evaluation of vendor

performance could determine the trmehness of Illm01s Be]l act1v1t1es and whether Ill1no1s Bell
comphes with contractual requlrements ‘ : . ‘ '

In addition, DCMS uses MONIES to generate management reports for many aspects
of operatrons MONIES ‘produces regular reports on calling data and voice systems covered

-~ under warranties or, maintenance contracts. 'DCMS staff also use: 'MONIES for. reports on
~ billing and inventory data MONIES documentatron shows that the system can produce other
useful reports such as service order act1v1ty reports ‘

Documents produced by various consultants and DCMS staff show that there is

. msufﬁcrent information to- manage operatronal functions. For example the Department
i needs to monitor its activities related to fulfilling agency requests. Reports about agency
" requests for services show only the number of orders received, completed, or pending.
We requested information regardmg the average time DCMS nieeds to fulfill an agency
- request to install, move, oradd a service: ‘DCMS did not have documentatron readlly

avallable and thus wrote a spec1al program to extract this mformatron However, a review of
documentatron for MONIES 'shows this system has the capabﬂlty to provrde reports on this

act1v1ty

Further, DCMS’ trackmg of information regardmg cred1ts received from vendors was

“incomplete. This information would be useful to determme the accuracy of vendor invoices
and agency b1]]1ngs created by DCMS . :

~~ DCMS has not conducted any comprehensive internal audits of telecommumcatrons
functions. The Fiscal Control and Internal Auditing Act (30 ILCS 10/2003) requires audits |
-of major systems of internal and administrative control at least once every two years., ‘The
. Commumcatlons Revolving Fund is the second largest revolvmg fund administered by DCMS
~ with revenues of almost $100 m1]110n and expenses of over $90 m11110n annually
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In 1991, the internal audit unit conducted a limited review of contracting procedures
used by the Telecommunications Division. The report noted one control weakness that
contracts could be revised without approval of the Director.

DCMS’ lack of audit coverage has also been discussed in previous Auditor General’s
Financial and Compliance audits as well as audits of DCMS’ information systems. Since
1980, these audits included 13 findings or deficiencies regarding a lack of internal audit
coverage or non-compliance with the Internal Auditing Act (now called the Fiscal Control
and Internal Auditing Act).

Department of Central Management Services Respohse:

"DCMS concurs with the recommendation to continue developing management information
systems that will provide critical reporting. This system need was conceptually outlined in
the March, 1991 DCMS report on telecommunications business functions, and details the
report formats and contents.

DCMS assigned resources to work on this system in 1992 and work continues on the
system development. Progress towards this goal has been steady, with the MONIES
database standards phase nearing full implementation. Reports on internal performance and
vendor performance have been completed in both voice and data areas.

This recommendation supports efforts that were already in progress within BCCS before
this audit was begun."
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Due largely to errors in vendor invoices, some agency billings have been
inaccurate.- A contractor hired by DCMS to review vender invoices identified over-$6-
million in questionable charges of which over $1 million has been refunded to DCMS as
of August 1993.

In addition, we identified almost $118,000 in taxes included on vendor invoices, -
and paid by DCMS, for which it was not liable. Further, DCMS did not have adequate
controls over credits sought from vendors or requested by agencies. During the audit,
DCMS  instituted policies and procedures for credits and also took action to review - - -
vendor invoices for appropriate taxes. L SRR

Our 'ana'lysis Shde inventory records used to charge agencies on-a recurring -
basis are not completely accurate. DCMS and the agencies should improve coordination

- ‘to keep inventory records accurate.

Except for a Spe‘ciﬁc perlod when the State starts a new fiscal year, DCMS -

. generally presents agencies with bills that are timely. The Department does not collect

- all receivables due from agencies. The Department had to write off over $2.6 million

' in bad debt in the past three fiscal years because agencies did not pay their - =~ = =

- telecommunications bills; however, as of June 30, 1993, the Department also had not .

~ applied $679,903 in payments or credits to agency account balances. The Department’

* could apply these payments and credits to reduce past due amounts in agency accounts.
- Further, the Department’s accounting system for telecommunications did not. distinguish
- the fiscal years in which these credits had been posted. : T

Three divisions within DCMS, each using different procedures, reViéw vendor .. .

- invoices and prepare agency bills. For services and equipment provided to State agencies, .

- vendors send invoices to DCMS rather than directly to the agencies. DCMS then uses, ..
 information presented in the invoices to create. agency bills. To create a complete agency bill
- may reqliiré"‘combixﬁng'infonnation from several vendor. invoices.- (For the purposes of

_ clarity, this Chapter will use the term "vendor invoice" to define chargcs submitted by. ... .
~ vendors for telecommunications services and equipment. Charges. submitted to the agencies.

by DCMS will bc defined as "agency bi]lg.") ,
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The Accountmg Division uses the TBAR system to assemble a complete agency bill

- ‘Tfrom data received directly from vendors, computer tapes and other hardcopy invoices from
- :‘the Division of Administration and Planmng, and. hardcopy invoices from the D1v1s1on of .

o Telecommumcations

o The Accounting Division receives invoices directly- from the vendors that are
‘ genera]ly for ‘services and equipment unrelated to the Statew1de Network Accountmg b111s
.agenmes the same amount as included on vendor invoices." ;

The Division of Admlmstratlon and Planmng in the Bureau of Commumcatlon and

" Computer Services (BCCS) receives invoices for services and eqmpment used on the
Statewide Network. It uses the Management of Network Income Expense Services
(MONIES) application system to verify charges are for valid State accounts.’ MONIES 1is
also used to combine detailed information to charge agencies for services and equlpment
according to rates set by the Division. After compiling data within MONIES, staff forward
two computer tapes to the Accounting Division for processing within TBAR. Administration
and Planning also forwards hardcopy invoices for agency charges not mcluded on the =

‘ ,computer tapes. : ‘ : S S

~ The Division of | | . Exhibit 61
" Telecommunications in BCCS | | ~AGENCY BILL DETAIL
also receives vendor invoices: @ | —
" Invoices include charges for | o o
‘mstallatlon maintenance, or |- . USAGE = -+
repair services. These | IR PU
 charges are commonly referred - - A Local Calls SRR
"to as one-time: charges. Staff 1n | ® Intrastate Toll Calls e
_the D1v1810n of . Interstate Toll. Calls 3 ‘;
Telecommumcatlons use a -
‘'manual process to create this

RECURRING CHARGES

“ omponent of an agency bill (for | o Equipment (telephones ) .
~one-time charges). These | o Servzces (phone lmes data czrcutts)
invoices are processed through |
| Administration and Planning, and | = ONE—HME CHARGES
then forwarded to the Accounting | = |
Division and manually entered 1 e Mzscellaneaus charges
into TBAR ‘ B B : -
‘ 1 SOURCE: OAG summary of network State agency'
" As shown in Exhlblt 61, | A Phone bill. E
a final agency bill will have - | S : o

several components including: | S
charges for phone calls (or usage) whether it is a local call ‘or long dlstance call; recumng o
charges for services (phone lines, data circuits) and equipment (telephones) and -
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m1sce11aneous charges for one—tlme services such as msta]latlon malntenance or repalr
\ serv1ces | S

- Inaccurate vendor invoices have led to inaccuracies in some agency bﬂhngs The ‘
Accountmg Division d1rect1y receives fifteen vendor invoices and accompanying computer -
- tapes. The tapes received by Accounting are generally for charges incurred at off-network:

sites. C :

“The Accounting Division receives vendor tapes that include summary rather than . -

- detailed information. In addition, Accounting does niot reprice vendor charges to create the:

agency bill. Instead, the charges to the agency are the same as prices submitted by the .
vendor: Invoices submitted to Accounting totaled approximately $28 million in: F1sca1 Year
1992 Each month Accountmg receives: :

° ten invoices/tapes from Illinois Bell totaling approximately $830,000;.

®  one invoice/tape from GTE amounting to approximately $129,000;

° one invoice/tape from Illinois Consolidated Telephone Company (ICTC)
amounting to approximately $26,000;

° three 1nvo1ces/tapes from AT&T for data circuits, modem rental and
telephone equipment totaling approximately $1.3 mﬂhon

The inv01ces received from AT&T, 11]1n01s Bell and other 1oca1 carriers (.e. GTE
and ICTC) are summary level invoices. The tapes do not contain charges for each individual
phone line used by State agencies. For example, an Illinois Bell employee « estlmated the ten
summary tapes would include 2,500 to 3,000 accounts if billing would be presented ina .
detailed format.

Among the AT&T tapes one tape cons1sts mostly of charges for data c1rcu1ts used by
the Department of the Lottery. Lottery uses these circuits to transmit sales data from its . -
sales agents throughout the State to its Springfield computer. ‘Charges associated with the
Lottery average approximately $700,000.per month. . ‘ A

A review of these vendor invoices, begun in May 1992 by a DCMS contractor
showed they contained significant inaccuracies.. -Since Accounting does not reprice the
invoices or use any- additional data to compile an agency bill, the agency bill is the same as
the vendor invoice. Thus, because the vendor invoices were inaccurate, the agency b111s

- WEre: maccurate

The contractor’s review of the vendor invoices resulted in over $6 million in claims
for refunds. These claims are the result of overcharges by vendors. As of August 1993,
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. DCMS had recelved almost

$1 4 mﬂ]mn in refunds. n | - EXhlblt 6-2
: K CREDITS lDENTIFIED FROM VENDOR INVOICES
. The primary source of : (through August 1993) |
. the claims are the AT&T = | — T CREDITS. . REFUNDS
- invoices, received by the | 'VENDOR = SUBMITTED - = RECEIVED
- Accountmg section, for data | ‘ :
~ services provided to Lottery | aqgpesx $5 946 845' © ' $1,018,809
~ since July 1989. However, | =~ -~ . = I IR
- AT&T hasnot yet agreed to - | aAT&T* . 237 154 o ‘237’15‘4 .
- prov1de refunds for most of i - o o
. the claims. A DCMS official |  Iilinois Bell*** : 32,434 31,515
stated that the Department - |~~~ - -
may go before the Illinois .~ |  GTE™* - 48381 . 10,567
. Commerce Commissionto - -~ | -~ B L AT TV
~resolve the remaining claJms | ereses o 3,980 o 1418
w1thAT&T _ . e L S
US Sprint** c 82954 82.954
| The Department should e T eg ki ae ¢ 1289 417
. be commended for hiringa = - | TOTAL o o $g‘£—1*l—8 $M ,
contractor to review Vendor | Notess C |
invoices. Review of vendor o Idennﬁed by DCMS. Staff
invoices can be a complex . [ o Identified by Vendor
undertaking, and knowledge - | x#x Identified by DCMS Contmctor
of the teleeommunications o o —
industry and various .- - .~ | 'SOURCE: OAG Summary of DCMS documents |
‘regulatory. issues is essentlal R R R

- to’ properly rev1ew vendor o
;mv01ces ‘

| I Based on its interaction with the contractor, staff in Administration and Planning have
" 'begun to acquire the knowledge necessary to review vendor-invoices. As shown in Exhibit
6-2, DCMS staff identified approximately $237,000 in overcharges on vendor invoices since
they began working with DCMS’ contractor. We note, however, that Administration and.
Planning staff have not reviewed the tapes (and invoices)- reeelved directly by Accountmg
due in part to the summary 1eve1 formattmg of many of these tapes

Exhlblt 6-2 also shows a refund of almost $83, 000 from US Sprmt invoices. A‘ o
| ‘Department official stated that US Sprint’s invoices have not been accurate-and require a-
. detailed review of itemized charges. However, the refund of $83, 000 was the result of a
. review by a US Sprint employee rather than a DCMS employee DCMS and us Sprmt each
o have one empleyee rev1ewmg the mvo1ces ‘ ;
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~ During the audit, in May 1993, the Departinent identified staff'to work in a vendor
invoice verification unit within the’ D1V1s1on of Administration and Planning. This will”
provide the Department with a greater capability to 1dent1fy inaccuracies in vendor i mv01ces
In addition, in September 1993 DCMS initiated a formal planning process to have the
Division of Administration and Planning within BCCS receive and review the vendor
invoices which are currently being received by the Accounting Division. |

- DCMS uses an mventory database in MONIES to’ charge agencies: for services and
equipment used on a recurring basis.  Records w1th1n the mventory database were: not
completely accurate for billing purposes. : : : s

We selected a random Exhibit 6-3

statistical sample to'test the |~ - INVENTORY SAMPLE RESULTS" ‘
accuracy of the records within' =~ - — = -
the inventory database As | Number of Accurate Records C 366
shown in Exhibit 6-3, testing = " : o SR
showed 18 of the 334 records Number of InaccuratevRecords S e 18

sampled (4.6875%) did not
contain completely accurate
information. For 5 cases, we
found no-equipment or service
existed at all although the

® Records whe‘re equiprnent/service »
listed incorrectly in MONIES: -9

'@ Records where equipment/service.

e i ‘ did not exist at the agency: s
agencies had been charged. For _ : ‘ T T
the remaining 13 cases, ‘ @ ‘Records where address for
inaccuracies related to a piece of equrpment/servwe was incorrect: 4
equipment not being at the street | ‘ o ;
address listed in the database or' ® Subtotal: - | 18
it was not identical to the S
equipment listed on the
mventory S = | -Total Number of Records Tested -~ - ===~ 384

In 14 of the cases this SOURCE: Summary of OAG survey of MONIES database.

would result in agencies being
either undercharged or
overcharged by DCMS depending on the reason for the inaccuracy.

DCMS and the agencies should better coordinate activities to ensure the accuracy of

the inventory database. For most of the cases (16 of 18), we could not determine if agencies
had supporting documentation to show they had requested changes to the mventory
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S Based on this. sample we can mfer that, among the 105 925 records in the MONIES
database used to charge agencies on a monthly basis, almost five thousand records “, 965) in

the MONIES database are not completely accurate. Wlthout accurate records w1th1n the

database DCMS and the agen01es lose contrel over the accuracy of agency bﬂls -

prov1ded at agency sites throughout the State. Because staff use mformatron from the vendor
invoices to charge agencies, the Vendor invoices must be accurate for agency b111s to be -
accurate. The Telecommunications Division processed 4 597 mvorces related to.

‘miscellaneous services in F1sca1 Year 1992.

The Telecommumcatrons Division uses a manual process to review- vendor invoices

- and calculate agency charges. - Staff receive hardcopy vendor invoices and check the1r .
accuracy to contract pnces (if a contract exists). Staff calculate an’ agency bill by mcreasmg ‘

the amount of the vendor invoice by ten percent. Employees forward this information to.

'Administration and Planning for processing and then to Accountmg which manually enters |
L Ithe data into TBAR to prepare a thlrd component of an-agency bill. :

The Telecommumcatrons D1V1s1on had one employee revrewmg these 1nv01ces

: ‘DCMS did not have written policies and procedures for the staff person who performed th1s ,
. review. Superv1sors stated that they did not conduct a review of the invoices because they '
- did not have the time. Without writtén policies and procedures and supervrsory review. of
]staff’s work the 11kehhood of maccurate invoices and agency bllls mcreases

Also staff d1d not compare hardcopy invoices to computer data derived from vendor

: :tapes Admmlstratron and Planning created this data to provrde a, source of venﬁcatlon for.
~ staff revrewmg these hardcopy invoices. : :

Our review of vendor invoices showed the Department d1d not marntam adequate

: support documentation for 17 (34 percent) of the- 50 mvmces tested Of the 33 invoices with
- adequate documentatron 31 were accurate. L -~
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Department of Central Management Services Response:

"DCMS concurs with the recommendation that DCMS should ensure the accuracy of
agency bills. Efforts to accompllsh thls are in place or in the process of 1mp1ementat10n

® centralizing functlons respons1b1e for revrewmg vendor 1nv01ces and prepanng agency
* bills :
] 1mprov1ng coordination with agenc1es to ensure the MONIES 1nventory database is-
- accurate , : it -
® -performing regular detalled reviews of vendor invoices and malntammg adequate
support documentation.” (see Appendix C for full response)

Except for a spemﬁc penod when the State starts a new fiscal year DCMS generally
presents agencies with bills that are timely. However, the Department 'does not collect all’
receivables due from agencies in a timely manner. DCMS does not have the authorrty to
-ensure agencies make timely payments for services rendered.

The Department formats agency bills in the following manner: recurring charges for

‘services and equipment are for the same month as the bill; charges for phone calls or
-other types of usage are for the previous month. For example, a July b1]1 would mclude
-monthly equrpment and servrce rental for July and usage charges for June '

"The July 1992 agency bllhngs for Sprmgﬁeld locations were not processed by TBAR"

“until September 17, 1992. Thus, agencies in Springfield did not receive their bills for July -

equipment and service rentals, and June’s usage charges, until the latter part of September.

Page 75




j “Thls lag i in bﬂhng at- the begmmng of a ﬁscal year mcreases the dlfﬁculty for agencres to -
- venfy calhng mformatlon ‘ : S S ‘

3 At the start of a new ﬁscal year Accountlng staff must handle vendor mv01ces for the
- prevrous and current fiscal - years. - Further, TBAR does not have the capablhty to
“concurrently process brlhngs incurred in different ﬁscal years. Therefore the creation of
agency billings is slowed during the beglnmng of a new ﬁscal year The Department is able
to reduce thrs gap in subsequent months A o :

- In Chapter F1ve we recommended the Department develop a new accountlng system
: that would provide cost information and allow for an accrual accountlng method. ‘This new -
n accountmg system should also a]low the Department to create agency bﬂls for drfferent ﬁscal
years : B ‘ ‘ R

: Over the past ‘three fiscal- years the Depa.ttment wrote off over $2 6 mﬂhon as bad
debt because agencies did not pay their telecommunications bills. However, as of June 30,
1993, DCMS documents showed $679,903 in unapplied payments and credits because
agencies either made payments or received credits but DCMS had not applied these to agency
- account balances. In addition, we- could not determine the amount of unapplied credits for .
. specific fiscal years because DCMS’ accounting system did not 1dent1fy the fiscal year in
wh1ch unapphed credits were posted by DCMS. ‘ ‘

Exh1b1t 6-4 shows the amounts | | . T .
wntten off by the Department as bad debt -+ Exhibit 6-4

dunng the past three fiscal years. DCMS = | . BAD DEBT EXPENSE |
does not write off a past due’ amount until -~ .. FOR THE CRF

one fiscal year has elapsed from the date ‘ FY91 through FY93 |
the bill became past due. Thus, those bad | ‘

; - debts. wntten off-at’ the end of Flscal Year

FY91 $1 206 828 -

1993 were past due at the end of Fiscal | o T
 Year1992. | | FY92 i 810,278
| Collectlon of recelvables is a shared' f FY93 :f‘_‘ 583 188“ N
respons1b1]1ty between Accounting and the | o
Division of Administration and Planmng B TO‘TAL* $2 600 294 o
}Generally, the Division of Administration 1 : —
and Planning has responsibility for | Source: DCMS Accountmg Dzvzszon

‘ 3c0ntactmg agencies or other government
' ientltles to coﬂect past due recervables ‘
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Accounting handles specrfic accountmg problems or problems occurrmg due to preparatron of
the b111s I

Administration and Planning does not have policies ‘and procedurés for the ‘collection
of past due accounts. BCCS officials noted, however, that staff are m contact daﬂy w1th the
agencres and past due accounts are genera]ly addressed :

The Department does not have the autliority or leverage to ensure ‘the collection of all
amounts due. A BCCS official stated that it will not continue to provide services to local
government entities if they do not keep the accounts current. ‘For State agencies, however, -
there is no statutory provision'or rule which would allow the Department to discontinue -
services to a State agency which consistently does not pay its bills.

.. As of June 30, 1993, the Department’s records showed $679, 903 in unapphed o
payments and credits. Unapphed payments-occur when the Department receives a payment ;
but does not know the invoice number related to the payment. . Unapplied credits occur when

‘the Department issues credits but there is not sufficient activity, after the credit is issued, to
-apply to account balances. However, the Department does not apply these credits to past due
-amounts; rather the credit is applied to agency bills incurred after the credit had been issued.

Unapplied payments occur when DCMS receives a payment but does not know the

‘invoice number related to the payment. According to DCMS officials, staff contact agencies
‘regarding accounts with significant unapplied payments but do not have enough staff to
.contact agencies for all unapplied payments. DCMS officials stated that agencres recerve
‘monthly reports which mclude a listing of unapphed payments

Unapphed credlts occur after DCMS provides agencres with a one—trme credit (or

‘rebate) to reduce retained earnings in the CRF. Some agency accounts will have a credit
‘balance (i.e., the CRF owes the agency) because the credit amount is greater than the amount

owed by the agency. However, DCMS does not apply the credits to past due amounts i

‘Rather the credlt is applied to current and subsequent agency billings.

In addition, DCMS’ accounting system for telecommunications (TBAR) could not . ‘?

‘produce accurate data on the amount of unapplied credits associated with a specific ﬁscal :
-year.  ‘Rather, the system only shows the outstanding amount of unapplied credits. - This

amount could include unapplied credits from any past fiscal year: Department-officials. = - .
noted, however, that unapplied credlts from past ﬁscal years are mmrmrzed by staff revrews
of agency accounts. L S e

Our review of Fiscal Year 1992 CRF accounts showed agencies with past due
accounts also made payments or had credits which were not applied to past due account
balances as of June 30, 1993. For example, at the end of Fiscal Year 1993, DCMS records
showed the Department of Public Aid had a Fiscal Year 1992 past due amount of
approximately $86,000; however, Public Aid also had a Fiscal Year 1992 unapplied payment
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g ,amount of $22 310 and a F1sca1 Year 1993 unapplied credrt amount of $184 885 The Frscal ,
 Year 1992 unapphed payments could have been applied to the past due amounts for Fiscal
_Year 1992. ' DCMS could have also applied the Fiscal Year 1993 unapphed credlt amount to
reduce the Pubhc Aid bad debt to zero..
. ‘ DCMS should unprove coordmatlon w1th agencres to reduce the past due. amounts and
. unapplied payments for agencies. Exhibit 6-5 shows the ten agencies with the greatest bad -
debt expenses and their unapplied payments and credits. The bad debt was incurred in Fiscal
Year 1992; unapphed payments were made by the agencies 'in Fiscal Year 1992. These
R balances are then held open through the next fiscal year (i.e. F1sca1 Year 1993) Unapphed o
o credlts represent those provrded to. the agenc1es as of June 30 1993 -

' Exhlblt 6-5 I
TOP TEN' AGENCIES WITH BAD DEBT"
' AND UNAPPLIED PAYMENTS FOR FISCAL YEAR 1992
' AND UNAPPLIED CREDITS AS OF JUNE 30, 1993 - '

 UNAPPLIED

| R S - BAD' -~ PAYMENTS =
ﬁAGENCY e "~ DEBT ANDCREDITSy -~ NET
Dept of Ch11d &Famlly Servrces o $95,956 . $59 283 - $36,673 . .
Dept. of Public Aid . - ... 85850 207, 195:; (121 344)
Illinois State Police ‘ o 51,943 30,293 21,650
Dept. of Mental Health & Dev Drsabrhtres - 49,570 55,546 - (5,976)
~ Attorney General ~ ' - , 35,751 ‘:1;16;967: 28,784
‘Dept. of Rehabilitation Serv1ces e © 31,707 0 4,626 ) ‘727‘,081
" ' Dept. of Commerce & Comeunity Affairs . 0293160 L 7,694 21,622
. University of Illinois .- - -~ . . . ... 25027 - . 24,182 . = 845
 Governors State University . = 20629 .. . 0. 20,629
~ 'Dept. of Corrections T 20,549 345 20,205
‘TOTALS B ] e $446‘;298' %“1 $‘396,131”; $50;167'

:fNote Totals do not add. due to roundmg Unapplled credits aré as of June 30 1993 whtch could be applted to ﬁuure
i | billings. Unapphed payments and bad debt were mcurred in Fiscal Year 1992 but were not wrmen oﬁr until. the end qf
g ‘Flscal Year 1993 ‘ ‘ . .

‘ SOURCE OAG summary of DCMS Accountmg Division report
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AGENCY RESPONSES-‘ ‘

-~ W Department of Central Management Services: "DCMS concurs with the
recommendation that unapplied telecommunications payments. and credits should be applied
. to past due agency account balances when appropriate. We also agree that the accounting
system should identify the fiscal year in which the credit was posted.

Agencies sometimes make payments to the CRF without identifying the specific billing
account to which the payment should be applied. As a temporary measure, such payments
- are posted to-the agency’s unapplied payments account. Also, DCMS sometimes issues a
credit to specific billing accounts where the billing activity for the fiscal year is less than
the amount of the credit. In both cases, the agency gets credit for these payments and -
credlts , :

DCMS staff contact agencies to try to resolve unapplied payments and credits which are
large and material amounts. In addition, DCMS sends each agency a copy of the monthly
Accounts Receivable Posting System (ARPS) Report which shows the outstanding unpaid
.balance for each of their billing accounts and-also shows the amount ‘posted to their
unapplied payments account. Agencies are expected to use these ARPS Reports to review
past due charges, investigate reasons for delays in payment and 1dent1fy unapplied
payment/credlts for which they need to contact the Accounting Division and specify the
invoices or b1111ng accounts to which these amounts should be credited.

‘We stress to agencres the 1mportance of postlng unapphed payments. and credits to
appropriate agency billing accounts. Despite efforts by Accounting Division and BCCS
staff to resolve unapplied payment and credit issues and apply these amounts to specific
billing agency accounts, some issues remain permanently unresolved (see Appendix C
for full response.) Co o -

u Department of Commerce and Commumty Affairs: "We contacted the Department of
Central Management Services (DCMS) to obtain supporting documentation (ie. invoice
~ numbers, dates,...) since we were never notified of the alleged bad debt, or-of any attempts -
. to collect the debt prior to its write off. DCMS supplied us with the seven invoice
. vouchers that made up the $29,315.59 reported in your draft. :

‘ The Accountmg Ofﬁce researched the seven invoices and d1scovered the followmg
1) In 4-invoices, DCMS recorded a credit amount Iess than the amount submrtted on the
credit adjustment form. '

(continued on next page)
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AGENCY RESPONSES (contmued)

& 2) In 2 mvorces DCMS recorded a payment amount less than the actual voucher

- 3)In 1 invoice there was a separate chatge for $0 25 that DCMS would not let us combrne |

L wrth another charge

e 3 transactrons This additional information clearly shows that the initial accounts recelvable . |

The Department has supportmg documentatron on the seven 1nv01ces and assocrated

- and the subsequent write off was erroneous.” (see Appendlx C for full response )

Department of Corrections: "A summary accounts recervable agmg report dated 6/30/93 ‘

listed the bad debt amounts by facility. ' The business admlmstrators at each of these
- facilities said that fiscal year 1992 bills recelved in tlme to’ process before the end of the

lapse perrod were paid.

K vExtra efforts are made each year—end to expedrte payment of DCMS telecommumcatlons‘
- . invoices that are received too late in the lapse period to be processed normally.. Our
L ioreview of the major ‘items comprlsmg the balance of $20, 549 produced the followmg o
E ‘detalls o P o i o : ‘

‘ Forty-ﬁve percent of the Department’s bad debt itotal‘is‘the $}9,206:.‘3'9attributable to the

~ Danville Correctional Center. This balance was for part of the charges for two Centrex

- lines for which the facility had not been billed since’ 1ts openmg in 1985 The invoice ‘

o dated 9/29/92 'was recerved on September 30 1992

. The East Molrne Correctlonal Center vouchered $2 146 51 and took AT&T credrts of

. $2,095.81 against an invoice for $4, 242 31. It appears that the credlts weré: not applred

agalnst the accounts recelvable

The Department of Correctrons is d111gent in paymg for 1ts goods and services ina

‘ tlmely manner. The Department, however, sometimes encounters: circumstances which
 make timely payment difficult: Hopefully, the above details- w111 demonstrate that the
" Department had made good faith efforts to pay the 1tems whrch are now class1ﬁed as bad
: debts " (see Appendrx C for full response ) , i :

‘ Department of State Police: "A srgmﬁcant part of the outstandmg amount was due to

 billings for the Law Enforcement Agency Data System. . . . The total charges were
' $27,323.80, credit unapplied of $4,080.20 and an outstandrng balance of $23,243.60."
* These charges ‘are not paid by ISP. Although DCMS uses ‘an "ISP" desrgnator in'the

T brllmg process, the circuits-in question all belong to local pohce departments using the Law
Enforcement Agency Data System network. These users are billed directly by DCMS and -

- payments are made directly to DCMS Telecommunications Revolvmg Fund. ‘ISP is not |

mvolved in th1s process and has no control over it." (see Appendrx C for full response )

(contmued on. next page) ﬂ
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AGENCY RESPONSES (continued)

m Department of Pubhc Ald ‘ "The amounts 1dent1ﬁed as IDPA Bad Debt are actually
 disputed charges that have been commumcated to CMS !

Auditor’s Comment to Agency Responses:

As discussed in this Chapter, DCMS needs to improve its coordination with agencies =~~~
- regarding past due amounts and unapplied payments. .A new accounting system, as
‘recommended in Chapter Five, would also improve DCMS abtlzty 1o eﬁiczently process

agency blllmgs and record agency payments ‘

- The Department did not have adequate controls over credits received from vendors.
‘Two'divisions within BCCS and vendors can identify vendor credits. Both Administration
‘and Planning and the Accounting Division receive credit refunds from vendors. -Staff within
the Division of Administration and Planning did not consistently record credit requests in a
central log. In addition, some vendors sent credit refunds, requested by Administration and
Planning, directly to Accountmg and thus Administration.and Planning had no knowledge of
their receipt. ‘

Durmg the audlt Administration and Planning created documented poh01es and

:procedures to log and track credits requested from vendors. Also, Administration and

Planning established a central collection point for credit requests. - The. Department should be

.commended for taking steps. to correct these control weaknesses.

For most credits related to Illinois Bell off-network accounts, Illinois Bell employees,
rather than State employees, identify the credits due. In this situation, the Accounting
section relies on Illinois Bell to identify credits. Illinois Bell will submit a debit memo for'
the credit amount. It offsets this by sending a refund check to Accounting for the credited
amount. We did not receive documentation to show DCMS employees review Illinois Bell
employees’ ‘work related to these credits. Further, Accountmg d1d not! have documentatron to
show Department officmls authonzed th1s process ' - S

Accounting also did not dep051t the refund checks from I]]1n01s Be]l ina t1me1y
manner. Accounting staff receive the Illinois Bell refund checks' directly ‘from the vendor.
Staff do not log the receipt of these cheécks. Staff forward the refund checks to the cashier to
record and deposit the checks. In Fiscal Year 1993, Accounting received 196 refund checks,
totaling almost $31,000, which included 12 checks of over $500. Because Accounting staff
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| receive refund checks and in some cases, due to the workload of the cash1er some refund

- checks from Illinois Bell were not recorded by the cashier until two to four weeks after the
o vendor: mailed them to Accounting. The State Officers and Employees Money Disposition . -

- Act (30 TLCS 230/ 2) requires staff to depos1t checks exceedmg an accumulated total of
" $10,000 within 24 hours and checks of more than $500 but less than $10 000 w1th1n 48
. hours after receipt. -

Department 'of Central Management Servrces Response

- "DCMS concurs with the recommendatlon that DCMS should revrew invoices to 1dent1fy
e approprlate vendor charges and credits for telecommunications and should also record and
<+ deposit checks, received from telecommumcattons vendors as refunds ‘in accordance with. .

o ‘the State Officers and Employees Money Dlsposmon Act (30 ILCS 230/2) ‘

To meet. those needs

a central control over CRF vendor 1nv01ces is bemg estabhshed in BCCS
o ‘

e policies and procedures are belng developed for both 1nv01ce and vendor credrt control

. and trackmg , ‘ ‘ ‘ ‘

g "'Accountmg has. estabhshed procedures for the recordmg and deposn of vendor refund

~ checks in comphance w1th the State Ofﬁcers and Employees Money DlSpOSlthl’l Act (30

ILCS 230/2) "

a central control over credits requested from vendors has been established in BCCS

The D1v1 sion of Admnnstratlon and Plannmg, wh1ch recerves and processes agency

credlt requests did not have adequate controls over credits requested by agencies. However |
durmg the audlt it developed poh01es and procedures whrch should correct thls condrtron

‘ Agency credlts can. be 1dent1ﬁed by the agency, BCCS or the vendor Agencres o
requestlng credrts may request these Verbally or in wntmg Bk -
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The Division of Administration and Planning did not maintain an accurate credit log
‘to monitor agency credits. It also did not have documented procedures. to process or approve
cagency credit requests. Formal policies and procedures for agency credits would help ensure
“a cost-effective process. Agencies can submit credit requests for any amount - including
those amounting to less than $1.00 - and staff must then process the requests. With
“documented policies and procedures distributed to agencies, agencies could be directed to
- wait uptrl credits totaled a predefined amount.

Administration and Planning has submitted policies and procedures to Department
management for approval. These procedures will require that agencies submit all credit
‘requests on a credit memo form. Credit memos will be assigned sequential numbers to allow
“monitoring of requests. In addmon credit memos will be recorded in a log to ensure credit
requests can be tracked through to resolution. -

- DCMS improperly paid taxes included on vendor invoices. During the audit we |
identified almost $118,000 in taxes which the State should not have paid.. Similarly, a ,
contractor for DCMS 1dent1fied over $48 000 in taxes which it concluded were erroneously
charged to DCMS o : :

Vanousstatutes authorize the collection of taxes from either customers or telephone -
‘companies providing telecommunications services. DCMS as a customer is liable for taxes
or additional charges unless statutes explicitly exempt it. As presented in Exhibit 6-6, . -
DCMS is exempt from paying the Telecommunications Excise Tax (35 ILCS 630/2) and the
Mumcrpal Telecomrnumcatlons Tax (65 ILCS 5/ 8 11-17).

Our review of vendor invoices shows the State paid the Mumcrpal .
Telecommunications Tax and the Telecommunications Excise Tax. We selected various-
invoices from AT&T, GTE, and Hlinois Bell to determine if the State had paid the =
appropnate taxes.

For the Illm01s Bell invoices reviewed, most taxes were correetly apphed except we.
could not determine the appropriateness of taxes applied to interstate and intrastate toll calls.
For the GTE invoices, we identified the Telecommunications Excise Tax, the Municipal
Telecommunications Tax, as well as federal taxes being levied to State accounts. DCMS is
exempt from paying all three taxes. However, we did not continue with this task after we
learned that a DCMS contractor also had identified improper taxes in GTE invoices. The
contractor identified over $48,000 in taxes which it determined DCMS should not have paid.
DCMS had received almost $11,000 from GTE as of August 1993.
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7 R Exh1b|t6-6 e R
STATETAXES WBICHDCMS ISNOTLIABLETOPAY

| rvpE “"S,TATUTORY‘ TAX

|oFTAX . CcIIE DESCRIPTION AMOUNT
| Telecommunications 35 ILCS 63072 Tax for originatingand . 5% of Gross |
.| Excise.Tax . o . receiving intrastate 73 . Charges.
A ' A telecommumcatrons e
i Mun1c1pa1 65 IJLCS“:SIS-’IILN: Tax on intrastate calls made S 5% of- Gross o
l 'Telecommumcatlons 7 orreceived from the local o Charges ‘

o Tax o - mun1c1pa11t1es

‘ SOURCE Illmozs Complled Statutes ‘

o Our review of AT&T mvorces showed DCMS pa1d almost $118 000 in mumcrpal and
State taxes for which it was not liable. AT&T issued a credit to DCMS as a result of our -
‘revrew We reviewed another AT&T invoice and found it had mcluded mapphcable State
taxes of approxlmately $1 300. o Lo S

The D1v1sron of Admrmstratlon and Planmng did not have wntten pohcres and
procedures to review taxes applied to State accounts. In some cases Administration and
; ‘Planmng deducted taxes from these invoices; in others, it did not. 'The Department is now
~ aware of th1s issue and has taken steps to ensure the Department pays only apphcable charges

- or taxes.

DCMS sought mformatron regardmg the apphcabrhty of taxes from the Department of
. Revenue as well as the Comptroller. The most recent correspondence from the Comptroller
‘was October 1991. However, this correspondence only listed the applicable State taxes -
jadmlmstered by the Department of Revenue As shown in Exh1b1t 6-6, mumcrpal
ltelecommumcatrons taxes also exrst R S SN

: ~ For some vendor i invoices, it is difficult to identify the type of taxes apphed to State
. accounts.” Some. vendors combme State and local taxes together without specifying the origin -
of the tax. “Without a proper format which provides the specrﬁc authonty or purpose of the
‘tax DCMS cannot determme 1ts apphcabrhty SR o
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Department of Central Management Services Response:‘

"DCMS concurs with this recommendation. DCMS will develop policies and procedures
outlining the auditor’s tax liability findings and will implement reviews of vendor invoices
to ensure compliance."

Page 85




Durmg the course of thlS audlt other issues were ralsed wh1ch may requlre further
consideration by the General Assembly or DCMS. These include the validity of charges to
agencies for mail and messenger services, a revision to current requirements to allow State
agencies to control some. telecommunications equipment, and assurances that security is
adequate for all telecommumcatrons systems :

“In Fiscal Year 1992, DCMS instituted a new policy to charge agencies for mail and |
messenger services provided by the Department. Previously, mall and messenger charges
were not processed through the Commumcatrons Revolvmg Fund -

DCMS initiated a policy where agencies would be charged for mail-and ' messenger a
services according to the number of phone lines used by agencies. Agencies are now
charged $2.50 a month for each phone line for the use of mail and messenger services.
Revenues to the CRF for mail and messenger services amount to approxrmately $75, 000 each
month. : : ‘

DCMS’ new policy may not employ a valid methodology to charge agencies. Some
agencies may ‘make extraordinary use of mail and messenger services but have a minimum
number of phone lines. Conversely, an agency may have a srgmﬁcant number of lines but
make onIy hmrted use of mail and messenger services.

:D'epartment of Central Management Services Response: :

"DPCMS’ policy to charge agencies is a valid methodology because it has a systematic, -

rational method of allocating cost. No better methodology exists, without the tremendous
cost of using stamps and/or the counting of mail pieces. Such methods were studied and - }
were determined to be.too costly for any possible benefits of equity to be gained."
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As presented in Chapter Five, DCMS does not have adequate cost. mformatlon and-
does not allocate administrative costs to all services and equipment provided to agenc1es
‘The effect is that DCMS estabhshes some rates to cover all 1ts admmlstratlve costs '

In some cases, DCMS has not offered agencies the optlon to buy rather than lease

, equlpment ‘This current pohcy may not be’ cost-effectrve for DCMS and the agen01es For
‘ jexarnple DCMS leases standard touch tone phones to agenc1es for $3. 00 per month.” A"
portlon of this cost, for example $2 25, is to. prov1de malntenance serv1ces for the phone

Due to the age of some phones used by the agenmes DCMS has no remammg costs |
except those for maintaining the telephone and administrative costs associated with updatmg
inventory records. Thus, for:equipment which deprecrates and has little value after a period

. of time, it may be cost-beneficial to allow the agencies to purchase the equ1pment from

DCMS. The purchases and related records could be mamtamed by agencies. Agencres

‘would be better able to accurately track the 1nventory Further th1s would reduce the
admmlstratrve burdens on DCMS -~ ‘ :

Department of Central Management Servnces Response

: "DCMS maintains centralized inventory as a requlrement for managmg maintenance and
- repalrs If agencies were allowed to purchase equipment, there could be no sav1ngs
-+ . achieved by statewide maintenance due to all the different types; of equipment. -
s Malntenance costs would increase dramatically since vendors would have to 1nventory SO -
o many different types of equipment. Without one centrallzed mventory, adds, move and
3 change act1v1ty would be decentralized relying on the agenc1es to maintain an accurate
~ inventory. The fact that equipment has been paid for and/or’ deprec1ated has nothlng to do
with its value to the State, so long as equipment works as well as when it was - -
manufactured it has value to the State, and if" ehmmated would have to. be replaced at
- current new prlces ‘ :

" Audltor s. C’omment-

The report narratzve states that agencies would purchase the equzpment from DCMS "
Smce DCMS would continue to control the types of equlpment - purchased, maintenance
costs should not increase due to different types of equipment bemg purchased
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DCMS needs to ensure that telecommunications systems have adequate security
arrangements. This issue could affect DCMS or State agencies if security is breached.

Some telecommunications systems used by State agencies may be vulnerable to
unauthorized use. For example, lines interconnected or within private branch exchanges
(PBXSs) can be accessed through outside sources. Generally, access to PBXs can be
restricted through the use of security systems. Industry sources contend a lack of security
creates a high risk for owners and users of private branch exchanges. DCMS officials stated
that, to their knowledge, PBXs in use have the required security.

Department of Central Management Services Response:

"DCMS agrees with the importance of security measures. All procurements are
specifically planned by DCMS to provide for the security necessary. DCMS has every

intention of continuing this policy, to protect the State from unauthorized calling at State
expense."
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Legislative Audit Commission

RESOLUTION NO. _97_ _— ' -1 o -
Presented by the Office of the Auditor Genera1 ‘

-, WHEREAS, the Department of Central Management Services (DGMS) manages the
telecommunicatfons operations for over 100 ‘State agencies,\ boards, and

.‘commissions; -

WHEREAS, it cost the State $88 million in Fiscal Year 1991 for its
te1ecommunication services and these costs have 1ncreased 72 percent between
F1scal Years 1984 and 1991; ‘ ‘

WHEREAS, in their 1989-90 Annua] Report DCMS proJected cost savings of
$25 -30 million after signing a seven year, $108 mt1lion contract with Illinois
Bell and Sprint; DCMS also contracted with Ameritech for $16 million to maintain
the Centrex system; however, since that time, costs to the State for
telecommunication services have continued to increase.

WHEREAS, past compliance audits have reported a lack of information and
analysis for management regarding telecommunication operations;

THEREFORE BE IT RESOLVED, by the Legislative Audit Commission of the
State of I111nois, that the Auditor General fis d1rected to conduct a management
audit of DCMS's telecommunications operations, ‘

BE IT FURTHER RESOLVED that this audit shall 1nc1ude, but need not be
limited to, the following determinations:

1. Whether DCMS has adoptedrplans and management strategies that promote
cost-effective telecommunication operations;;

2. Whether DCMS has policies and procedures to effective1y guide
telecommunication operations;

3. Whether monitoring of telecommunications operatfons by DCMS is
adequate;

4. Whether telecommunication billings to State egencies, and DCMS's
collection of billings, have been timely and accurate.

BE IT FURTHER RESOLVED that DCMS and all other State agencies which may
have information relevant to this audit shall cooperate fully and promptly with
the office of the Auditor General in the conduct of this audit; and

BE IT FURTHER RESOLVED that the Auditor General shall commence the audit

immedfately and shall report his findings and recommendations as promptly as
possible in accordance with the provisions of the IT1inois State Auditing Act.
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DCMS’ Burean of Communication and Computer Services uses the MONIES
application to review and process vendor tapes, and compile information for agency bills.
MONIES contains a database which lists equipment and services provided to agencies.
Various types of records can be found in the database; however, we were only interested in
selecting records indicating a service or equipment which had a monthly recum'ng charge.
(Other records, such as credit card records, do not have a monthly recumng charge as
agencies are only billed for usage for these items. ) :

Services and equipment with monthly recurring charges were 1dent1fied through an
initial review and sort of catalog codes. The catalog code has an associated charge if the
agency is billed on a monthly basis for the service or equipment. In total, the MONIES
database contained 105,925 records that had catalog codes indicating a monthly recurrmg
charge (for a service or piece of equipment).

BCCS actually divides the database into two separate files. One file includes all
services and equipment provided to agencies in Springfield. Another file contains records for
services and equipment provided to State agencies at all other sites (including Chicago). A
count of relevant records in these files showed 55,565 records within the Springfield file
(approximately 52% of the relevant records in the database) and 50,360 records
(approximately 48 %) in the other file. ‘

We selected a sample of 384 records from these two files. A sainple of 384 would
provide a 95 percent confidence level and an error rate of no larger than + 5 percent when
making inferences to the universe (105,925 records). Based on the percentages above in

each file, we selected 202 records from the Spnngfield file and 182 records from the second

file. The sample was randomly selected from the universe (of 105,925 records) using an
Easytrieve program. Staff from within the Information Services Division at the Auditor
General’s Office created the programs to select the sample.

Once the auditors selected the sample, the information contained in the records was
verified with State agencies. Various procedures were used to verify equipment and
services.

For telephone iines such as a Centrex line, auditors called the phone number listed in
the inventory record. Using this method, the audltors verified the agency using the line and
the location of the line.

If a piece of equipment had a charge of more than $4.00, then the auditors physically
verified the equipment. This included: observing the equipment and comparing it to the
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E descnptron on the mventory record and venfymg the locatron or street address hsted onthe
'mventory reccrd

For equipment whlch had a monthly charge of less than 54. 0(} it was not cost-
effective to physically verify this equipment. Eqmpment w1th a charge of 1ess than $4 00
was venﬁed through phone contacts at the agencres ‘

Other services and eqmpment were venﬁed thrOugh a vanety of methods Data

| ‘:cu'cults {and related equipment) and cellular phones were verified through observation.
y ‘Pagers were verified by calling the pager number and requestlng a return call from. the
S mdivrdaal possessmg the pager .

~ Fieldwork tests also mcluded a review, of mlscellaneous invoices reoelved by the
- ‘Telecommumcahons Division. The auditors reviewed miscellaneous invoices because they
" represent another component of an agency bill. In addition, the auditors performed this task
‘due to the significant number of invoices (4,597 in Fiscal Year 1992) reviewed by one
- individual, a lack of policies and procedures for this rev1ew, and cursory reviews of this
o md1v1dua1’s work by superv1sors — :

The mxsce]laneous invoices are repnced (usua]ly an addrtlonal ten percent) and

| forwarded to the Administration and Planning Division. Admrmstratron and Planning
- processes the vendor invoice for payment and forwards it to Accounting. The auditors

selected invoices from a log maintained by the Telecommunications Division. The Division
uses the log to show the amount included. on. the 1nv01ce and any changes made resultmg

A fromarevrew

: The auditors selected 50 invoices for testmg Due to a lack of support documentatlon ‘ &
for the invoices, the auditors found that only 33 of the 50 invoices selected could be verified.
'However, among this group of 33, the auditors determmed that the invoices, and thus agency
: ‘bﬂls related to these invoices, were generally accurate In two cases, errors were found

iamountmg to less than one dollar ' ‘

- As part of the audit we reviewed the procurement process used by the :

_ Telecommunications Division (e.g. the Marketing and Consulting section) within the Bureau

- of Communication and Computer Services (BCCS). The review included master agreements
- and individual procurement contracts for telecommumcatlons equlpment services, and their
o mamtenance ' | '

DCMS provrded a hst of master agreements in effect and md1v1dua1 procurements
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made during Fiscal Year 1992. We selected three master agreements for services and =
equipment, two individual procurements, and one Statewide mamtenance master agreement.
All contracts were selected due to the expenditures incurred for each contract. Expendltures
in Fiscal Year 1992 totaled $545,000 for the EKS/PBX contracts in effect; over $635,000
for the 800 Megacom contract, and almost $440,000 for the two individual procurements.
Expenditures for the Statewide Maintenance contract totaled over $1.4 million in Fiscal Year
1992. In addition, we selected the Illinois Bell US Sprint master agreement due to its
significance to DCMS operations. N

Our examination involved determining: 1) the advertisements used to solicit bids or
proposals; 2) the type of document (RFP or RFI) used to solicit vendor responses; 3) the
selection method and relevant criteria described in the RFP or RFI and that used by DCMS;
and 4) documentation to show DCMS activities, including evaluatlons and management
decisions, during the procurement process.

The auditors reviewed files on these procurements maintained by the
Telecommunications Division and the Contract Administration Division w1th1n the Office of
Finance and Management. :

The Department uses MONIES (Management of Network Income Expense Services)
to record, process and store data and information for telecommunications operations. DCMS
uses TBAR (Telecommunications Billing & Accounts Receivable) to process and record data
related to vendor invoices and agency billings. DCMS also uses data from TBAR to develop
financial statements for the Communications Revolving Fund.

App]ication controls are the methods, policies and procedures adopted by an
organization to ensure that all transactions are entered, processed and reported correctly.
Application controls ensure that data entered, processed, and stored are complete and
accurate. These controls ensure that the output from the computer apphcatlon are timely and
accurate.

7 Application controls can be grouped into three areas: input, processing and output.
Input controls ensure that the data entered into the system are authorized and accurate.
These controls include both the manual and computerized techniques. Processing controls
are those that are coded into the software program. Manual procedures often supplement the
programmed controls to verify that all the processing has taken place as mtended Output
controls govern the printing and distribution of the reports.

Auditors performed the reviews in conjunction with the Office of the Auditor
General’s Division of Information Systems which developed the application audit program.
This program allowed the staff of the Performance Division of the Office of the Auditor
General to examine the policies and procedures for the MONIES and TBAR Application that
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arein piacé at Adini:ﬁstratioﬁ and Planning, Data Prccessing, and Accountmg
- ‘rlsk and conducted tests of compliance. -

E ‘iuly 1993 for the general controls at BCCS. We relied upon the security review that the

: that Third Party Review.
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We examined documentaunn conducted mterwews perfonned observatmns assessed ‘

We relied upon the Auditor General’s BCCS Third Party Review for FY93 1ssucd in

Division of Information Systems of the Office of the Audltor General performed as. part of
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April 28, 1994

Mr. William G. Holland

Auditor General

State of Illinois

509 South Sixth Street

Springfield, Tlinois 62706

Re: Management Audit of DCMS' Telecommumcatlons Operations
LAC Resolution Number 97

Dear Mr. Holland:
The attached responses reflect our position to the aforementioned draft report submitted to

us on Apnl 19, 1994.

If I may be of further assistance, please contact Wﬂham meerg, Chzef Internal Auditor,

or me.
Sincerely,
Stephen B. Schnorf ;
Director :
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623 Stratton Office Building, Springfield, Hlinois 62706
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RECOMMENDATION NUMBER ONE

The Department of Central Management Services' strategic planning
committee for telecommunications should meet on a regular basis to update its
Strategic Plan as required by 20 ILCS 405/67.08, and on a regular basis,
formally assess the telecommumcatnon needs of State agencnes as required by
20 ILCS 405/67.18. :

DCMS Response:

This recommendanon does not accurately reflect the c1ted statutes. There is no -
requirement in those statutes calling for the Department or its strategic planmng
committee to meet on a regular basis to update the strategic plan, nor is there any
requirement that there be a mms;smem_qn_a_mgmar_bam of agency

telecommunications needs. The way the recommendation was wrltten implies a
violation of statute where no such violation exists.

DCMS, nevertheless concurs with the recdmmehdatioxt that the‘strategic pl'arrming’
committee should meet on a regular basis to update the strateglc plan and- formally
assess the telecommunication needs of State agencies. :

The audrtors assertion notwnhstandmg, the strategxc plafming committee was
formed before the audit began and has met at least quarterly during the past three
years. As we now specifically prepare for the issuance of an RFP to address the

period beyond the current statewide network contract, the committee meets at least

twice per month. In addition, DCMS has held quarterly telecommunications
coordinators meetings and emerging technology forums to keep the coordinators
informed of new services offered and to receive input as to additional
telecommunications services they require. DCMS agency services staff meets with
agenc1es on an ongoing basxs to develop solutlons to meet their teleccommunications
needs o
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RECOMMENDATION NUMBER TWO

The Department of Central Management Services should continue to conduct

administrative planning activities to ensure the Department has an appropriate
organizational structure and documented policies and procedures for
telecommumcatxons functions.

DCMS Response:

DCMS concurs with the recommendation that DCMS should continue to conduct
administrative planning activities to ensure that the Department has an appropnate
organizational structure and documented policies and procedures for.
telecommunications functions. The auditors clearly recognize that admxmstranve
planning is taking place since the recommendation encourages DCMS to continue
to conduct administrative planning activities. : |

Administrative planning has been conducted within BCCS on an ongoing basis.
Examples during the past three years include budget plans, information system
plans and a business plan for telecommunications. The DCMS report referenced
in the audit draft report is an example of administrative planning. It outlined both
organizational structure and staffing plans required to achieve our goals. Most
recommendations of that report have been implemented during the past three years
as need and resource availability have allowed. DCMS will continue to conduct
administrative planning activities to ensure an appropriate organization structure is
maintained and policies and procedures for telecommunications functions are
documented.

The resolution calling for the audit specifies, "it cost the State $88 million in FY91
for its telecommunications services.”" From FY91 to FY94, significant growth
occurred in telecommunications. Good administrative planning, with a positive
effect, can be seen in the growth of service compared to total expenditures. For
example, the number of telephone lines from our nine largest Centrexés increased
approximately 10 percent, and the number of calls increased 45 percent. The
number of voice service orders processed increased 166 percent. The total number
of data circuits increased 57 percent, and the number of stations services increased
260 percznt. All of this growth took place during the same period that actual total
expenditures for telecommunications decreased from $91.8 million in FY91 to
-$81.7 miltion in FY93.
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RECOMMENDATION NUMBER THREE

The Department of Central Management Servnces should in consnltation with
the Capital Development Board, conduct a cost-benefit analysis of constructing

or purchasing space prior to leasing space of more than 10 000 square feet as -

- Jrequired by the statute (20 ILCS 405/67 oz) )

" DCMS concurs with the recommendation that, in consultation with the Capital
"' Development Board, a cost-benefit analysis of construction, purchase or lease

. should be conducted prior to leasing space of more than 10,000 square feet as R
' required by the statute (20 ILCS 405/67.02). The space procurement in 1988 was
a ;‘detenmned by DCMS not to be a lease procurement. In FY93, DCMS determmed o

a lease to be appropriate and conducted a cost-beneﬁt analysxs in consu!tanon with

 the Capxtal Development Board
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RECOMMENDATION NUMBER FOUR

Department of Central Management Services should develop a new strategic 1

plan for telecommunications which addresses and evaluates the followmg
issues: |

« alternatives to the current network architecture;

alternative access arrangements;
the grade of network service;
the use of PBXs vs. Centrex services;

 the conversion of agencies and universities onto the Statewide |
Network; and

a network management information system.

DCMS Response:

DCMS concurs with this recommendation. A detailed plan and schedule have
been developed addressing these issues and continue to be followed. We have a
strategic planning committee that has been meeting quarterly for three years. As
we now specifically prepare for the issuance of an RFP to address the period
beyond the current contract, the committee meets at least twice per month. With
the Network Contract now within two years of termination we have issued an RFP
to select a consultant to assist us with the effort. ‘

« DCMS has completed comprehensive network reviews in two annual redesigns
which included evaluation of new technologies. They were fully examined for
applications and cost effectiveness. To date ISDN and SS7 are installed in our
network, and ATM is being discussed with some users. New technologies

~ such as these are being used every time where they are determined to be cost-
effective. The network is capable of providing for other new technologies
when it is determined that they serve a purpose. The State's network utilizes
the "switch as a hub" concept or tandem switch. Centrex translations are
programmed to provide least cost routing. The majority of the State's network
traffic has three routing option choices with the least cost option always
selected first. |

« Access costs are analyzed regularly and available alternate access solunons
continue to be explored. ‘
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Installation of an 1nfer10r grade of service has been revxewed and deemed as

| mappropnate

Compansons are routmely completed whenever DCMS revnews the chorce of

. h VPBX or Centrex.

Wlth full cooperation of the Lottery, DCMS is convertmg the Lottery, whlch is

the final and most complex agency, onto the Network. DCMS is planning the
~ conversion of NIU and WIU's voice traffic onto the network. Data traffic =

from WIU is already on the Network along with video for dlstance learmng
All voice conversions will provrde significant savmgs to the State

DCMS already has announced an award to purchase a network mamgemem
system as a result of a competmve procurement
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RECOMMENDATION NUMBER FIVE

To ensure that the Best interests of the State are secured in the procurement of
telecommunications equipment and serv:ces, the Department of Central
Management Services should:

1. Use language and terms in advertisements and solicitation documents which
are consistent with the definitions and guidelines specified by DCMS
procurement rules;

Consistently apply criteria in the evaluation of vendor offermgs in the
procurement process;

Document evaluations to show the winning proposal to be the best of those
submitted considering price and any other predetermined criteria;

Fully document and justify that decisions related to the procurement
process and contract awards are in the best interests of the State; and

File contracts with the Comptroller's Office.

DCMS Response

DCMS concurs with this recommendation and follows all applicable statutes and
administrative rules when procuring telecommunications equipment and services.

« DCMS documents, even when not required, the selection process and
management decisions specified by the administrative rules and the State
Records Act.

« DCMS files all required contracts with the Comptroller's Office.

« DCMS uses consistent criteria in the selection process and treats all vendors

equitably, and more importantly, procures in the best interests of the State, as
shown by the considerable savings the procurement process provides.
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MATTER FOR CONSIDERATION BY THE
© GENERAL ASSEMBLY |

The General Assembly may w1sh to revise the Purchasmg Act (30 ILCS 505/6) to

require DCMS to use a sealed bid or sealed proposal method of procurement for
telecommunication services and equipment. The General Assembly also may wish
to give DCMS the authority to conduct Best and Final Offer processes according to
estabhshed procedures when using a sealed proposal method of procurement

DCMS would support legislation mandatmg competitive procurement procedures |
since that is consistent with current Department procedures DCMS also uses a
Best and Fmal Offer process when approprlate :
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RECOMMENDATION NUMBER SIX

The Department of Central Management Services should develop or procure a
new accounting system that will provide cost accounting information and
perform accrual basis accounting for the Communications Revolving Fund.-

DCMS Response:

DCMS concurs with this recommendation that the CRF accounting system should
provide for cost accounting information and accrual basis accounting. Actually,
DCMS has been involved in an ongoing effort for eighteen months now to
accomplish this goal. During the Summer of 1992, we initiated a comprehensive
internal review of DCMS accounting systems with the assistance of The Bronner
Group in order to identify needed improvements. Study recommendations. were
finalized in March of 1993. DCMS management accepted the study's general
insights and recommendations and assigned responsibility for developing plans to
address the issues to the Office of Finance and Management (OOFAM).

Since then:
« A specific plan has been developed to have all vendor bilh’ng

information (paper bills, summary tapes, etc.) reviewed, processed and
approved by BCCS prior to being received in Accounting. The plan.

also includes specific steps to, where possible, eliminate summary t_aplc—s‘ o i

and replace them with detail tapes from the vendor. -‘This planis - .

currently being implemented and is expected to be completed durmg the .

Summer of 1994.

« A specific plan has been developed to create an automated Accounting
Information System (AIS) as a feeder system of automated obligation
and expenditure information which will originate in Bureaus and flow to
Accounting and, after approval, directly into the Generalized '
Accounting System (GAS) without having to rekey the information. All
CRF vendor invoice information will go to BCCS for review,
processing and approval prior to being sent to Accounting via AIS. We
expect the AIS application to be ready for initial testing in May, 1994,
with some Bureaus and funds using the system before the end of FY%4.

« In the Fall of 1993, DCMS hired a computer programming consultant

to specifically assist with development of the AIS computer application
and subsequent move of the CRF from TBAR to GAS. ‘
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« A specific planning group has been formed to develop 2 plan to move |
the CRF accounting from TBAR to the GAS system once AIS has been
" implemented. The initial process has been focused on how to modify
" what is good in TBAR to use as a feeder system to AIS. We hopeto |
" move CRF accounting from TBAR to GAS as early as possible in
. FY95. Moving to GAS will allow the CRF to utilize sub-accounts and
- project codes which offer an opportunity for detailed profit/cost center
" and other cost accounting benefits. ' -

« . The final stage of AlS prior to entry into GAS is an Accounts Payable
Pending File for Accounting review and processing. A specific
 planning group has been formed to develop a plan for automating most
" accounting ledgers (and eliminating manual ledgers) in this processing
~ stage. Implementation of AIS where liabilities will be entered early in

- the processing cycle by Bureaus as goods and services are received -
~ along with automation of Accounting's ledgers will facilitate enhanced
~ accrual basis accounting information. o o

-« BCCS created a position to focus specifically on establishing cost
* accounting procedures in the CRF as the above changes are being
 finalized and implemented. This position was filled on February 1, o
' 1994. An RFP has been developed and advertised to select a consultant -
* and appropriate software to collect, analyze and report cost accounting
_ information. : T S

* As the above activities indicate, we have been engaged in aflong?-ténn project to

- mn * improve the CRF accounting systems, including cost accounting and accrual basis |

 accounting enhancements. This project began before the current audit process B
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Yinformation systems have adequate controls to promote and preserve the

RECOMMENDATION NUMBER SEVEN
The Department of Central Management Services should ensure that
integrity of data and information produced by these systems. Also, DCMS

should ensure that a new accountmg system has adequate controls prior to
system implementation.

DCMS Response:

DCMS concurs with the recommendation that we should ensure that information
systems have adequate controls to promote and preserve the integrity of data
information produced by these systems, and that DCMS should ensure that a new
accounting system has adequate controls prior to system implementation. DCMS
has had an ongoing effort in the area of system controls, specifically:

e System Security - in addition to the MONIES system acceSs security,
DCMS placed MONIES under RACF security. These two levels of
security provide MONIES a twofold control over access. TBAR,
besides limiting access by user, also has RACF security.

o Tariff tables are obtained from an independent vendor who provides
accurate tariffs to nationwide customers. ‘

o Data Base standards were established after a thorough review of all
parts of the MONIES inventory. Both an inventory file clean-up and
audit system are in place to ensure conformance to these standards.

e An internal audit review and sign-off of the MONIES systém
documentation and audit controls had been completed.

o Two separate management reviews of MONIES system use were
performed by BCCS staff. An independent consultant reviewed TBAR
system use and provided recommendations that management is acting

upon.

¢ A MONIES system administrator had been hired to ensure effective
planning for optimal system performance and to preserve the integrity
of data and information produced by this system.

o Controls over file updates are segregated to appropriate staff to ensure
unauthorized access.
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DCMS will continue to ensure the adequacy of controls over its exxstmg and new
? systems. ‘

' The audit's narrauve conclusrons regardmg the TBAR suggest that Accountmg ‘
~ manually overrides the TBAR system to make payments to vendors which have not
S been approved for payment by Accounting management. This is not correct.
7 - Accounting does occasionally manually process vouchers for payment without
" waiting for the next scheduled TBAR computer run. However, the manually
- processed vouchers have been reviewed and approved for payment by Accountmg
B management pnor to processmg \
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RECOMMENDATION NUMBER EIGHT

The Department of Central Management Services should ensure that
accounting transactions are properly recorded in its accounting records and .

financial statements for the Communications Revolving Fund. DCMS shoul,d X

also establish documented policies which clearly delineate their control over.
telecommunications equipment procured by State agencies includmg
universities. ‘

DRCMS Response:

DCMS concurs with the recommendation that accounting transactions should be = = -
properly recorded in accounting records and financial statements for the CRF and .-
that documented policies should be established to delineate the extent of DCMS's .

control over telecommunications equipment.

We believe the accounting treatments we originally used related to the statewide
network purchases and vendor commissions and bonuses were acceptable
treatments under Generally Accepted Accounting Principles. (GAAP). For

. example, it is sometimes appropriate to capitalize services necessary to make .. .
purchased equipment usable. Our original treatment of these transactions were not. =~

raised as concerns or problems during several compliance and financial audits by
external auditors which occurred subsequent to the original transactions.
However, we also believe that the way you would have preferred these
transactions be handled are also acceptable treatments under GAAP.

After discussion with the external auditors doing the FY93 GAAP financial audit,
we agree to change our accounting treatment of these transactions and made the
necessary adjustments in the GAAP package and in our Accounting treatment
procedures. A total of $17 million was reclassified from equipment to prepaid
expense, not the $23 million amount referred to in the audit narrative. We believe
these issues were appropriately resolved in the GAAP financial audit process to
everyone's satisfaction.
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~ [RECOMMENDATION NUMBER NINE

| The Department of Central Management Services should continue to develop

R {management information systems that will allow management to monitor

internal activities and those conducted by vendors under contract. The

- | Department should also ensure that internal audits for telecommunications are
Jconducted as required by the Hscal Control and Interna] Auditmg Act (30 '
ILCS 10/2003). , ‘

DCMS concurs wuh the reco;mnendatxon to contmue developmg management ’
information systems that will provide critical reporting. This system need was
conceptually outlined in the March, 1991 DCMS report on teieconmmacanons

o busmess functions, and details the report formats and contents.

o DCMS assxgned resources to work on this system in 1992 and work continues on’

.- the system development Progress towards this goal has been steady, with the
- MONIES database standards phase nearing full implementation. Reports on
internal performance and vendor performance have been complewd in both vmce
and data areas. : :

~ This recommendatlon supports efforts that were aiready in ;)rogress wainn BCCS
o before this audit was begun o e
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RECOMMENDATION NUMBER TEN

The Department of Central Management Services éhould ensure the accuracy
of agency bills by: ‘ 4

o centralizing functions responsible for reviewing vendor invoices and
preparing agency bills;

improving coordination with agencies to ensure the MONIES mventory
 database is accurate;

performing regular reviews of vendor invoices; and

maintaining adequate support documentation.

DCMS concurs with the recommendation that DCMS should ensure the accuracy- |
of agency bills. Efforts to accomplish this are in place or in process of
implementation.

« centralizing functions responsible for reviewing vendor 1nv01ces and
preparing agency bills

- improving coordination with agencies to ensure the MONIES inventory
database is accurate .

. performing regular detailed reviews of vendor invoices and maintaining
adequate support-documentation.

Some agencies had chosen not to bring services onto the Network and were
therefore responsible for verifying the accuracy of invoices for those services.
However, in May, 1992, DCMS contracted with a vendor to conduct a review of
AT&T invoices for such service. As a result of that review, DCMS was able to
gain refunds for those agencies and for the State. As noted by the auditors "The
Department should be commended for hiring a contractor to review vendor
invoices."
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RECOMMENDATION NUMBER ELEVEN

| The Department of Central Management Servnces should apply

telecommunications payments made by agencies or credits issued to past due
- Jagency account balances. The Department should also ensure that its '

accounting systems can identify the fiscal year in whlch the unapphed credit
{was posted , , L

DCMS Response:

' DCMS concurs with the recommendation that unapplied telecommunications |
~ payments and credits should be applied to past due agency account balances when
appropriate. We also agree that the accounting system should 1dent1fy the ﬁscal
*year inl which the credit was posted

15

' Agencxes sometunes make payments to the CRF w1thout 1dent1fymg the specific
billing account to which the payment should be applied. As a temporary measure,
~ such payments are posted to the agency's unapplied payments account. Also,
- DCMS sometimes issues a credit to specific billing accounts where the billing
activity for the fiscal year is less than the amount of the credit. In both cases, the
~ agency gets credit for these payments and credlts '

DCMS staff contact agenc1es to try to resolve unapplled payments and credits -
which are large and material amounts. In addition, DCMS sends each agency a
copy of the monthly Accounts Receivable Postmg System (ARPS) Report which
shows the outstanding unpaid balance for each of their billing accounts and also
shows the amount posted to their unapplied payments account. Agencies are

- expected to use these ARPS Reports to review past due charges, investigate
reasons for delays in payment and identify unapplied payment/cvedlts for which

 they need to contact the Accounting Division and specify the invoices or btllmg -
accounts to which these amounts should be credlted - ‘ ' o

- We stress to agencies the importance of posting unapplied payments and credits to . L -
- ‘appropriate agency billing accounts. Despite efforts by Accounting Division and ‘ , B
q BCCS staff to resolve unapplied payment and credit issues and apply these - : o
- amounts to specific bxllmg agency ‘accounts, some 1ssues remain permanently
‘unresolved :

- DCMS would like to clanfy the audit narrative (page 71, ﬁfth full paragraph)
~ which is potentially misleading in that it states, "Public Aid actually had a [FY92]

credit balance of about $121,000." The auditors apparently intended to point out
 that FY92 bad debt expense could be reduced or eliminated by application of FY92
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unapplied payments and any appropriate FY93 billing credits agamst past due
amounts. :

We suggest the changes in wording to this paragraph to the following}

"Our review of EY92 CRF accounts showed agencies with past due o
accounts also made payments or had credits which were not applied to past
due account balances as of June 30, 1993. For example, at the end of

FY93, DCMS records show the Department of Public Aid had a past due .
EXQZ amount of approxunately $86, 000 however Publxc Aid alsg_had_an |

mmmmmmmmmmm could have been

apphed to the past due EXQZ amounts mmmmmumum
It would also be helpful to clarify Exhibit 6-5 to separate FY92 bad debt and
unapplied payments from FY93 unapplied credits. Attached is the suggested
revised Exhibit 6-5.

Exhibit 6-5
TOP TEN AGENCIES WITH BAD DEBT
AND UNAPPLIED PAYMENTS FOR FISCAL YEAR 1992
-~ AND UNAPPLIED CREDITS AS OF JUNE 30, 1993
FY92  UNAPPLIED UNAPPLIED
‘ " BAD FY92 FY92 CREDITS

Dept. of Child. & Family Services .~ ¢95.956  § 5,463 $90,493  $53,820
Dept. of Public Aid 85,850 22,310 63,540 = 184,885
Hlinois State Police 51,943 . 5,593 46,350 - 24,700
Dept. of Mental Health & Dev. Disabilities 49,570 17,106 32,464 38,440
Attorney General 35,751 0 35,751 6,967
Dept. of Rehabilitation Services 31,707 0 31,707 4,626
Dept. of Commerce & Community Affairs 29,316 733 28,583 6,961
University of Hlinois 25,027 21,828 3,199 2,354
Governors State University 20,629 0 20,629 0
Dept. of Corrections 20,549 | 0 20,549 345
TOTALS: $446208  $73.033 S$373.265  $323.008

Note: Totals do not add due to rounding. Unapplied credits are as of June 30, 1993.
Unapplied payments and bad debt were incurred in Fiscal Year 1992, but were not written
off until the end of Fiscal Year 1993.

SOURCE: OAG summary of DCMS Accounting Division report
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B RECOMMENDATION NUMBER TWELVE

| vendors as refunds, in accordance with the State Officers and Emloym

The Department of Central Management Services should review invoices to
identify appropriate vendor charges and credits for telecommunications. It
should also record and deposit checks, received from telecommunications

Money Dlspositlon Act (30 ILCS 230/2)

DCMS concurs with the recomniehdatlon that DCMS should review 'muoices to

- identify approprlate 'vendor charges and credits for telecommunications and should

also record and deposit checks, received from telecommunications vendors as
refunds, in accordance with the State Ofﬁcers and Employees Money D;sposmon

~ Act (30 ILCS 23072).

- To meet: those needs:

7 . a central control over CRF vendor invoices is bemg estabhshw in BCCS.

e acentral control over credits requested from vendors has been estabhshed
in BCCS. :

e polrcres and procedures are bemg developed for both invoice and vendor
* - credit control and tracking. | |

& Accounting has established procedures for the recordmg and deposit of

* vendor refund checks in compliance with the State Officers and Employees
‘ 'Money Disposition Act (30 ILCS 230/2).
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RECOMMENDATION NUMBER THIRTEEN

The Department of Central Management Services should only pay
telecommunication taxes or additional charges for which it is Hable.. The -
Department should also require telecommunication vendors to tdentlfy each
tax or addmonal charge mcluded on vendor inveices. .

DCMS Response:

DCMS concurs with this recommendation. DCMS will develop pohcres and
procedures outlinirig the auditor's tax Hability findings and will xmplemem reviews
of vendor invoices to ensure comphance
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- CHAPTER SEVEN - OTHER ISSUES ’
' CHARGES FOR MAIL MESSENGER SERVICES

- DCMS!’ policy to charge agencies is a valid meﬂwdelogy because it has a

~ systematic, rational method of allocating cost. No better methodology exists,

~ without the tremendous cost of using stamps and/or the counting of mailing pieces.

" Such methods were studied and were determined to be too costly for any possible
benefits of equity to be gamed :

' SCOPE OF DCMS TELECOMMUNICATIONS RESPONSIBILITIES

 DCMS maintains centralized inventory as a requirement for managing maintenance
and repairs. If agencies were allowed to purchase equlpment there could be no
 savings achieved by statewide maintenance due to all the different types of
- equipment. Maintenance costs would i increase dramatically since vendors would
~ have to inventory so many different types of equipment. Without one centralized
inventory, adds, move and change activity would be decentralized relymg on the
- agencies to maintain an accurate inventory. The fact that equipment has been paid
- for and/or depreciated has nothing to do with its value to the State, so long as
equipment works as well as when it was manufactured it has value to the State, and
' if eliminated, would have to be replaced at current new prices. |

SECURITY FOR EQUIPMENT -

' DCMS agrees with the importance of security measures.. All proburements are

- specifically planned by DCMS to provide for the security necessary. DCMS has

every intention of continuing this policy, to protect the State from unauthonzed
calling at State  expense, ‘ S

G
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AUDITOR GENERAL
Illmons Department of Commerce and Community Aﬁqns '

JimEdga’r : S : | -2gY FEB 28 ﬁﬂ 8 SsmM Gm\son

Governor

DH CCtor

February 25, 1994

Mr. .John A. Wolters

Audit Manager

509 South Sixth Street - Rm. 151
Springfield, Iltinois 62701-1878

Dear Mr. Wolters:

The Department has reviewed our section of the draft report and has prepared the -
following response.

We contacted the Department of Central Management Serviees (DCMS) to
cbtain supporting documentation (ie. invoice numbers, dates,...)} since
we were never notified of the alleged bad debt, or of any attempts te
collect the debt prior to its write off. DCMS supplied us with the
seven invoice vouchers that made up the $29,315.59 reported in your
draft.

The Accounting Office researched the seven invoices and discovered the
following:

1) In 4 invoices, DCMS recorded a credit amount 1ess than the amnunt
submitted on the credit adjustment form.

2) In 2 invoices, DCMS recorded a payment amount less than the actual
voucher.

3) In 1 invoice there was a separate charge for $0.25 that DCMS would
not tet us combine with another charge. Since the $0.25 charge was from
a separate funding source, we could not pay the charge because the
Comptroller would not process a voucher for less than $1.00

The Department has supporting documentation on the seven invoices and associated
transactions. This additional information clearly shows that the initial
accounts receivable and the subsequent write of f was erroneous.

1 hope we can work together to correct this section of the audit draft to
reflect this additional information. I alse hope that the circumstances that
allowed this potential problem to go undetected for an extended period of
time is addressed and rectified during this management audit.

6261 East Adams Street James R. Thompson Center: - TDD Relay

Springfield. HHinois 62701 100 West Randolph Street. Suite 3-400 Springfichd- 217/785-6053
Chicago. Hinois 60601 ‘ Chivago: 312/419-0667
3128147179

217/782-7500 Fax: 312/814-6732

Fax: 217/785-6454 Telex: 910-221-5559
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Please ;nfarm me of the final resolution in this matter."lf you need addzt:oné\

information or support, please contact Nancy Halger (217) 785-6481 or Kevin Byrne
at {312) 814-4277 Thank you for your cons1derat1on in th1s matter. ‘

S1ncere]y,‘r

M. @uu

an M. Grayson

Director.

G:SV:als

cc: Nancy Hilger
‘Kevin Byrne
Lynda Coker
- Steve Valasek

L4
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‘Springfield, Illinois 62701-1878

Jim Edgar

Governor

ILLINOIS
DEPARTMENT
OF
CORRECTIONS

I-loward A.Petersiii
: Director

177 I Telephone: (217)522-2666
- TDD: (800)526-0844

Mr. John k. Wolters
Office of the Buditor General
509 South Sixth Street, Room 151

Dear Mr. Wolters:

This letter is in response to the reference to the Departmant of Corrections'
bad debt reported in the management audit of the telecommmications operations
at the Department of Central Management Services.

The report's Exhibit 6-6, Top Ten Agencies with Bad Debt, lists a Department
of Corrections unpaid balance of $20,549 for fiscal year 1992. A summary
accounts receivable aging report dated 6/30/93 listed the bad debt amounts by
facility. The business administrators at each of these facilities said that
fiscal year 1992 bills received in time to process before the end of the lapse
period were paid.

Extra efforts are made each year-end to expedite payment of DCMS telecom—
mmications invoices that are received too late in the lapse period to be
processed normally. Our review of the major items comprising the balance of
$20,549 produced the following details:

Forty-five percent of the Department's bad debt total is the
$9,206.39 attributable to the Danville Correctional Center. This
balance was for part of the charges for two Centrex lines for
which the facility had not been billed since its opening in 1985.
The invoice dated 9/29/92 was received on September 30,1992.

The East Moline Correctional Center vouchered $2,146.51 and took
ATAT credits of $2,095.81 against an invoice for $4,242.31. It
appears that the credits were not applied against the accoumnts
receivable.

The bad debt amount for the Dixon Correctional Center is
$1,814.27. The center received a DCMS credit adjustment form
dated 4/8/92 giving it a credit of $1,817.27 for a line billed to
the center instead of the medical contractor. Apparently the
credit was not applied against the accounts receivable.
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Page 2 @
Mr. Wolters

" Bnd of fiscal year 1992 budget projections for I¥C-St. Charles

- indicated it would owe approximately $4,000 for services for which
billings had not been received. . The aging report dated 10/1/92

 indicated the center was billed $5,010 on 9/17/92, but the center
has no record of recez.vmg th:.s “invoice.

The Taylorv1lle COrrectJ.oml Center total of $1,058.26 represented
credits taken for invoicing errors by a th:.rd—party contractor.

.~ The center was not aware that these credits were not processed.
Disputed invoices are now paid as billed wlth correct:.ve act:.on '

pursued separately.

The Department of Corrections is diligent in payinq for ‘ite goods ‘and isewices
" in a timely manner. The Department, however, sometimes encounters circum-
stances which make timely payment difficult. Hopefully, the above details
- will demonstrate that the Department had made good faJ.th efforts to pay the
‘ 1tens wluch are now classified as bad debts. DR

S:.ncerely,

A. Peters III
Dlrecter :
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lllinois Department of
Public Aid

&

Jesse B. Harris Building
100 South Grand Avenue East
Robert W. Wright Springfield, lilinois 62762-0001
Directar '
May 6, 1994

Mr. John A. Wolters, Audit Manager
0ffice of the Auditor General
509 South Sixth Street, Room 151

Springfield, Illinois 62701-1878

Dear Mr. ltets:

I have reviewed the revised text you provided on your audit of the
Central Management Services (CMS) Telecommunications Operations and
am providing the following comment.

The amounts identified as IDPA Bad Debt are actually disputed charges
that have been communicated to CMS.

If you have any questions, please cmﬁact Mary Fritz at 782-1156. .

Sincerely, : '

ames R. Donkin, CIA .
Chief Internal Auditor

J_RD smRkf
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ILLINOIS STATE POLICE

Mr. John A. Wolters, Audit Manager
Office of the Auditor General

509 South Sixth Street, Room 151
Springfield, Illinois 62701-1878

Dear Mr. Wolters:

My staff reviewed the ISP portion of the 'DCMS

telecommunications management audit. Following your discussion

“with Mrs. Juanita Charlton and your suggestion, she contacted CMS

to request details of the reported ISP bad debt. CMS was able to-

supply summary reports only. Enclosed are copies of the reportsf'
for your review. Pages 94 through 98 are ISP accounts. . Of the

total past due, credits exceeded the billings by $1,593.72.
Regrettably, an explanation of how credits were applied cannot be

provided due to the lack of details in the enclosed reports.

: ‘A significant part of the outstanding amount was due to-
billings for the Law Enforcement Agency Data System (see enclosed
pages 166 through 169). The total charges were $27,323.80, credit
unapplied of $4,080.20 and an outstanding balance of $23,243.60.

These charges are not paid by ISP. Although DCMS uses an "ISP"

designator in the billing process, the circuits in question all

‘belong to local police departments using the Law Enforcement Agency

“Fund. ISP is not involved in this process and has no control over

Data System network. These users are billed directly by DCMS and
payments are made directly to DCMS Telecommunications Revolving

it.

Please do not hesitate to call Mr. Bud Pruett, Bureau of

Fiscal Management, at {217) 782-4143 should you have any questions

or wish to discuss this matter further.

. o Respethli;lla?. - '

Terrance W. Gainer
Director ‘

Enclosures

, 130 S
103 Armory Building, P.O. Box 19461 Springfield, 1L 62794-9461
(217) 782-7263 (voice) + 1 (800) 255-3323 (TDD)

7 iﬁﬁwqfﬂklhnmwrrz' <2 z
‘ I 8 =2 S
‘ o ' | iR LW%;J‘
Jim Edgar ‘ 1 S o Terrance® . Gain
 Governor . MarCh 4, 1994 . T aﬁ[nﬁqr@_ ;
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USHMAN
— COMMUNICATIONS CO.

217-535-2400

February 25, 1994 -

Office of the Auditor General
509 South Sixth Street

1st Floor

Springfield, Illinois 62701- 1878
ATTN: John A. Wolters

Dear Sirs,

We are writing in response to your reguest for any
additional information we may be able to offer your office,
regarding CMS Telecom, and the Illinois Bell Communications
Situation. I am sure you understand our firm feels it has been
treated unfairly over the past 5 years. We were probably the
largest suppller of telecom equipment to CMS of the approximately
30 small companles who had been bidding and servicing state = -
equipment prior to 1989. Now, due to the present situation,
hardly any of these small companies even bid to supply this
equipment to the state. Our type of companies need new sales,
but our life blood is ongoing maintenance and Move, Add, Change
(MAC) activity. It is next to impossible to compete with
Illinois Bell Communications when you know that after the first
year you will have no maintenance or MAC activity.

CMS would never accept any used or refurbished egquipment for
the maintenance and MAC work. However, when I brought up the
fact that Illinois Bell Communications would not be able to -
purchase new equipment from the manufacturers of the systems we
had installed because they were not distributors and had no
factory trained technicians, CMS changed the rules and’ allowed -
Illinois Bell Communications to utilize used and refurbished
equipment. AND at only 10% below our price for the new '
equipment. We would gladly have offered a 25% discount, under.
these circumstances, if given the opportunity. However, we were
not even called back for the best and final, even though
originally we were approximately $400,000.00 per year under
Illinois Bell Communication’s proposal.

Supposedly, one of the main reasons CMS awarded Illinois
Bell Communications the project was to get all service under one
contract. However, CMS asked us to continue service on several
facilities, some of which we had not even installed, because
Illinois Bell Communications could not or would not service them

405 NORTH WALNUT STREET ¢ SPRINGFIELD, IL 62702
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{ie Illinois State Police Héadquarters, Sprihgfield and o
Department of Children and Family Services, Quincy among others) .

‘ A perfectly good EPBX, only 3 yearé dld‘ﬁhich we had
installed, was removed from service in Decatur when Macon County

Public Aid relocated. When Illinois Bell Communications quoted a

price to move the system CMS thought it was too expensive. They
_came to us for a quote and our price was about one half that of
Illinois Bell Communications, and we received an order to
‘relocate the system. We had people on the job preparing to wire
‘the new building when the order was recended. Somehow Illinois
Bell Communications and CMS decided to install centrex with new
equipment and remove the EPBX. L ‘

Centrex'brings up another disturbing situation. Several
small companies throughout Illinois, including Ushman o o
Communications, are Authorized Centrex Distributors for Illinois

Bell Telephone Company (now Ameritech). However, CMS will not or

can not purchase Centrex lines from these companies. For some
unknown reason all this work is given to Illinois Bell

Communications, who is also an authorized agent. We receive very.

-good commissions on Centrex sales and would very much like to be-
involved with stat business. S : :

) These have only been a few examples of ‘the problems we have
. encountered over the past 5 years, while trying to retain some

state accounts. As I mentioned before most companies have chosen
not to participate in state business because of the apparent lack

of fairness they have experienced.
Should you have any questions concering this response or

need any further information we would be very happy to sit down
and converse. : o -

Thaﬁk You,

" Charles R. Ushman
Pregident/ CEO
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AUDITOR’S COMMENTS

20 ILCS 405/67.08 requires DCMS to "develop and implement a comprehensive plan to
coordinate or centralize communications among State offices at different locations. The

plan shall be updated based on a continying stud y of commumcanons problems of State

- government. . . femphasis added].” 20 ILCS 405/67.18(e) requires DCMS ‘to "analyze

the present @ foture aims and needs of all State agencies im ‘the area of
telecommunications services and plan to serve such aims and needs in the most efficient
and effective manner [emphasis added].” Since 1987, DCMS has not formally up&ted
its Strategic Plan or conducted a formal, comprehensive assessment of agenc:es
telecommmnications needs.

The first evidence provided by DCMS of its strategic planning committee were minutes
from a July 1992 meeting. |

The terms of the 1988 agreement included language typically contained in a lease
agreement. For example, DCMS was required to pay real estate taxes, insurance,
utilities, tenant repairs and maintenance expenses, and other costs incurred by Iflinois
Bell in connection with the facility.

DCMS provided no documentation to show it had summarized or analyzed all access
costs associated with the Statewide Network.

As noted in the text, certain documentation was lacking in five of the six procurements
reviewed; also, in two procurements, inconsistent criteria were used.

As currently defined, competitive procurement procedures allow methods other than
competitive sealed bids or competitive sealed proposals to be used in procuring
telecommunications services. These other methods include negotiation with more than
one vendor. The Matter for Consideration recommends that procurement methods be
limited to either competitive sealed bids or competitive sealed proposals. The Matter for
Consideration also recommends that DCMS’ current use of a Best and Final process be
conducted according to established procedures.

Text changed in report.

The financing agreement for the Statewide Network included an attachment which stated,
"The contract for switching services will be with IBT in the approximate amount of
$23,000,000." In January 1994, after the conclusion of audit fieldwork, DCMS revised
its financial statements to reclassify $16.6 million of the $23 million lease from

equipment to prepaid expense.

As discussed in this Chapter, DCMS needs to improve its coordination with agencies
regarding past due amounts and unapplied payments. A new accounting system, as
recommended in Chapter Five, would also improve DCMS’ ability to efficiently process
agency billings and record agency payments.
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10.

1.

The report narrative states that agencies would "purchase the equipment from DCMS."

- Since DCMS would continue to control the types of equipment purchased, maintenance
. costs ‘shouid not increase due to different types of equipmentbaing purchased. ' ‘

The audit began in Apni 1992 w1th the passage of thc Leglsm’ve Audit Commlssmn
N ‘Resohition Number 97; the Bronner contract, cited by the Depmnent as the ﬁrst step
U to rev1ew its accountmg syﬁem began durmg the summer of 1992 ' '
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